
On Constructions of MDS Matrices From
Circulant-Like Matrices For Lightweight

Cryptography

Technical Report No. ASU/2014/1

Dated : 14th February, 2014

Kishan Chand Gupta
Applied Statistics Unit

Indian Statistical Institute
203, B. T. Road, Kolkata 700108, INDIA.

kishan@isical.ac.in

Indranil Ghosh Ray
Applied Statistics Unit

Indian Statistical Institute
203, B. T. Road, Kolkata 700108, INDIA.

indranil r@isical.ac.in



On Constructions of MDS Matrices From Circulant-Like
Matrices For Lightweight Cryptography

Kishan Chand Gupta and Indranil Ghosh Ray

Applied Statistics Unit, Indian Statistical Institute.
203, B. T. Road, Kolkata 700108, INDIA.

kishan@isical.ac.in, indranil r@isical.ac.in

Abstract. Maximum distance separable (MDS) matrices have applications not only in coding
theory but are also of great importance in the design of block ciphers and hash functions. It
is highly nontrivial to find MDS matrices which could be used in lightweight cryptography.
In a SAC 2004 paper, Junod et. al. constructed a new class of efficient MDS matrices whose
submatrices were circulant matrices and they coined the term circulating-like matrices for
these new class of matrices which we rename as circulant-like matrices. In this paper we study
this construction and propose efficient 4 × 4 and 8 × 8 circulant-like MDS matrices. We prove
that such d × d circulant-like MDS matrices can not be involutory or orthogonal which are
good for designing SPN networks. Although these matrices are efficient, but the inverse of such
matrices are not guaranteed to be efficient. Towards this we design a new type of circulant-
like MDS matrices which are by construction involutory. Our construction is based on the
scheme which was initially proposed in SAC 1997 by Youssef et. al. where they considered the
construction of 2d× 2d involutory MDS matrices starting from some d× d submatrix which is
an MDS matrix. In our construction we take the d× d submatrix as circulant MDS matrices.
We prove the nonexistence of such 2d×2d involutory MDS matrices whenever d is even. Using
this construction and taking d = 3, we construct 6 × 6 involutory MDS matrices which are
suitable for SPN networks.

Key words: Diffusion, InvMixColumn operation, Involutory matrix, MDS matrix, MixCol-
umn operation, Orthogonal matrix.

1 Introduction

Claude Shannon, in his paper “Communication Theory of Secrecy Systems” [29], defined
confusion and diffusion as two properties, required in the design of block ciphers. One
possibility of formalizing the notion of perfect diffusion is the concept of multipermuta-
tion, which was introduced in [28, 32]. Another way to define it is using MDS matrices.
Maximum Distance Separable (MDS) matrices offer diffusion properties and is one of the
vital constituents of modern age ciphers like Advanced Encryption Standard (AES) [9],
Twofish [26, 27], SHARK [23], Square [8], Khazad [2], Clefia [31] and MDS-AES [15]. The
stream cipher MUGI [33] uses MDS matrix in its linear transformations. MDS matrices are
also used in the design of hash functions. Hash functions like Maelstrom [10], Grφstl [11]
and PHOTON family of light weight hash functions [12] use MDS matrices as main part of
their diffusion layers.

There are two very popular approaches for the design of large MDS matrices. One
involves Cauchy matrices [36] and the other uses Vandermonde matrices [13, 19, 24]. In
some recent works [1, 5, 12, 14, 25, 34], MDS matrices have been constructed recursively
from some suitable companion matrices for lightweight applications. But the constructed
matrices are not circulant in general.

In [35], authors proposed a special class of substitution permutation networks (SPNs)
that uses same network for both the encryption and decryption operations. The idea was



to use involutory MDS matrix for incorporating diffusion. It may be noted that for ciphers
like FOX [17] and WIDEA-n [18] that follow the Lai-Massey scheme, there is no need
of involutory matrices. In SPN networks, two different modules are used for encryption
and decryption. In SAC 2004 [16] paper, authors constructed efficient MDS matrices for
encryption but the inverse of such matrices were not guaranteed to be efficient, which they
left for the future work.

Our Contribution: By efficient MDS matrix we mean an MDS matrix with maximum
number of 1’s and minimum number of distinct elements with low hamming weights. In
linear algebra, circulant matrix is a special kind of matrix where each row vector is rotated
one element to the right relative to the preceding row vector. In the AES MixColumn
operation, the MDS matrix is a circulant matrix having elements of low hamming weights,
but the number of 1’s in this matrix is eight. In a SAC 2004 paper, Junod et. al. showed that
maximum number of 1’s in 4× 4 MDS matrix was nine and towards this they constructed
a new class of efficient MDS matrices whose submatrices were circulant matrices. They
coined the term circulating-like matrices for these new class of matrices which we rename
as circulant-like matrices. In this paper we study this construction and propose efficient
4× 4 and 8× 8 such type of circulant-like MDS matrices. We prove that such circulant-like
MDS matrices can not be involutory or orthogonal which are ideally good for designing SPN
networks. Although these matrices are efficient, but the inverse of such matrices were not
guaranteed to be efficient. Towards this we design a new type of circulant-like MDS matrices
which are by construction involutory. The basic idea was initially proposed in SAC 1997 by
Youssef et. al. where they considered the construction of 2d× 2d involutory MDS matrices
M starting from a basic building block A, which was any random d× d MDS matrix. But
no such MDS matrix M was reported for d = 4. In our construction we take A as circulant
matrices which makes M a new type of circulant-like matrix. We prove that M is not MDS
whenever d is even. Using this construction and taking A as 3× 3 circulant MDS matrices,
we construct 6× 6 involutory MDS matrices which are suitable for SPN networks.

Previous Work: Nearly all the ciphers use predefined MDS matrices for incorporat-
ing the diffusion property. In some ciphers however the possibility of random selection of
MDS matrices with some constraints is provided [36]. In this context we would like to
mention that in papers [5,12–14,16,19,24,36], different constructions of MDS matrices are
provided. In [5], author constructed MDS matrices by applying the theory of Gabidulin
codes. In [12], authors constructed lightweight MDS matrices from companion matrices by
exhaustive search. In [13], new involutory MDS matrices were constructed using properties
of Cauchy matrices over additive subgroup of F2n and its equivalence with Vandermonde
matrices based construction under some constraints were proved. In [14], authors provably
constructed new MDS matrices from companion matrices over F2n . Efficient 4×4 and 8×8
MDS matrices to be used in block ciphers were constructed in [16]. Involutory MDS matri-
ces using Vandermonde matrices were constructed in [19,24]. New involutory MDS matrices
using properties of Cauchy matrices were constructed in [36].

The organization of the paper is as follows: In Section 2 we provide definitions and
preliminaries. In Section 3, we study some interesting and relevant properties of circulant-
like matrices of two different forms that are useful to construct efficient MDS matrices. In
Section 4 and its subsections, we propose new and efficient d× d circulant-like matrices for
d = 4, 6 and 8.



2 Definition and Preliminaries

Let F2 = {0, 1} be the finite field of two elements and F2n be the finite field of 2n elements.
Elements of F2n can be represented as polynomials of degree less than n over F2. For
example, let β ∈ F2n , then β can be represented as

∑n−1
i=0 biα

i, where bi ∈ F2 and α is the root
of generating polynomial of F2n . Another compact representation uses hexadecimal digits.
Here the hexadecimal digits are used to express the coefficients of corresponding polynomial
representation. For example α7+α4+α2+1 = 1.α7+0.α6+0.α5+1.α4+0.α3+1.α2+0.α+1 =
(10010101)2 = 95x ∈ F28 .

The Hamming weight of an integer i is the number of non zero coefficients in the binary
representation of i and is denoted by H(i). For example H(5) = 2, H(8) = 1.

Definition 1. Let F be a finite field and p and q be two integers. Let x → M × x be a
mapping from Fp to Fq defined by the q × p matrix M . We say that it is an MDS matrix
if the set of all pairs (x,M × x) is an MDS code, i.e. a linear code of dimension p, length
p+ q and minimal distance q + 1.

An MDS matrix provides diffusion properties that have useful applications in cryptog-
raphy. The idea comes from coding theory, in particular from maximum distance separable
code (MDS). In this context we state two important theorems from coding theory.

Theorem 1. [21, page 33] If C is an [n, k, d] code, then n− k ≥ d− 1.

Codes with n − k = d − 1 are called maximum distance separable code, or MDS code for
short.

Theorem 2. [21, page 321] An [n, k, d] code C with generator matrix G = [I|A], where A
is a k × (n − k) matrix, is MDS if and only if every square submatrix (formed from any i
rows and any i columns, for any i = 1, 2, . . . ,min{k, n− k}) of A is nonsingular.

The following fact is another way to characterize an MDS matrix.

Fact: 1 A square matrix A is an MDS matrix if and only if every square submatrices of A
are nonsingular.

It is to be noted that MDS property remains invariant under elementary row (or column)
operations, namely permutations of rows (or column), multiplying a row (or column) of a
matrix by a scalar except zero. Also MDS property is invarient under transpose operation.
So we have the following fact.

Fact: 2 If A is an MDS matrix over F2n, then A′, obtained by multiplying a row (or column)
of A by any c ∈ F∗2n or by permutations of rows (or columns) is MDS. Also if A is MDS,
so is AT .

Fact: 3 If A is an MDS matrix over F2n, then c.A is MDS for any c ∈ F∗2n.

The inverse of an MDS matrix is MDS. This can be checked easily as the code defined by
the matrix [I|A] is the same as the code defined by [A−1|I]. So the code defined by [I|A−1]
has the same minimal distance and is also MDS. We record this in the following fact.

Fact: 4 The inverse of an MDS matrix is MDS.



For efficient implementation of perfect diffusion layer, it is desirable to have maximum
number of 1’s and minimum number of different entries in the MDS matrix. In [16], authors
studied these two properties and proposed some bounds. Here we restate their definitions
and few results, which we will use in our constructions.

Definition 2. [16] Let M = ((mi,j)) be a q × p MDS matrix over F2n.

– Let v1(M) denotes the number of (i, j) pairs such that mi,j is equal to one. We call it
the number of occurrences of one. Also let vp,q1 be the maximal value of v1(M).

– Let c(M) be the cardinality of {mi,j |i = 1, . . . , q; j = 1, . . . , p}. This is called the number
of entries. Also let cp,q be the minimal value of c(M).

– If v1(M) > 0, then c1(M) = c(M) − 1. Otherwise c1(M) = c(M). This is called the
number of nontrivial entries.

Fact: 5 [16] v4,41 = 9, v6,61 = 16, v8,81 = 24.

Remark 1. High value of v1 and low value of c and c1 with low hamming weight elements
are desirable for constructing efficient MDS matrices.

In the AES MixColumn operation [9], the MDS matrix is a circulant matrix having
elements of low hamming weights.

Definition 3. [22, page 290] The d× d matrix of the form
a0 a1 . . . ad−1
ad−1 a0 . . . ad−2
...

...
...

...
a1 a2 . . . a0


is called a circulant matrix and will be denoted by Circ(a0, . . . , ad−1).

The number of 1’s in the circulant matrix used in AES [9] diffusion layer is eight.
In [16], authors proved that number of 1’s can be increased to nine and proposed the
construction of circulant-like MDS matrices. We restate differently and equivalently their
proposed structure of circulant-like matrices.

Definition 4 (Type-I circulant-like matrix). [16] The d× d matrix(
a 1
1T A

)
is called Type-I circulant-like matrix, where A = Circ(1, a1, . . . , ad−2), 1 = (1, . . . , 1)︸ ︷︷ ︸

d-1 times

, 1 is

the unit element and ai’s and a are any nonzero elements of the underlying field other than
1. This matrix is denoted as TypeI(a,Circ(1, a1, . . . , ad−2)).

Remark 2. For 4×4 Type-I circulant-like matrix M , v1(M) = 9 = v4,41 , but for 8×8 Type-I

circulant-like matrix M , v1(M) = 21 < 24 = v8,81 .

We observe that the inverses of Type-I circulant-like matrices are almost of same form.
So we have the following definition.



Definition 5 (AlmostType-I circulant-like matrix). The d× d matrix(
a b

bT A

)
is called AlmostType-I circulant-like matrix, where A = Circ(a0, a1, . . . , ad−2), b =
(b, . . . , b)︸ ︷︷ ︸

d-1 times

, and a, b and ai’s are any elements of the underlying field. This matrix is denoted

as AlmostTypeI(a, b, Circ(a0, . . . , ad−2)).

In SPN networks two different modules are needed for encryption and decryption oper-
ations. In [13,35], authors proposed a special class of SPNs that uses same network for both
the encryption and decryption operation. The idea was to use involutory MDS matrices for
incorporating diffusion. Also orthogonal matrices are of similar interest as encryption and
decryption can be implemented with almost same circuitry with same computational cost.

Definition 6. A square matrix A is called involutory matrix if it satisfies the condition
A2 = I, i.e. A = A−1.

Definition 7. A square matrix A is called orthogonal matrix if AAT = I.

In this paper, we prove that Type-I circulant-like MDS matrices of even dimension can
not be involutory or orthogonal. We also propose new type of circulant-like matrices (Type-
II), which are involutory, are suitable for SPN networks.

Definition 8 (Type-II circulant-like matrix). The 2d× 2d matrix(
A A−1

A3 +A A

)
is called Type-II circulant-like matrix, where A = Circ(a0, . . . , ad−1). This matrix is denoted
as TypeII(Circ(a0, . . . , ad−1)).

3 Some Useful Results On Circulant-Like Matrices of Type-I and
Type-II

In this section we study some important properties of circulant-like matrices. Recall that
to design diffusion layers for lightweight applications, efficient involutory MDS matrices are
desirable as the same circuitry can be used for both encryption and decryption. Efficient
orthogonal MDS matrices are also of similar interest as almost same circuitry can be used for
both encryption and decryption. But we will see in this section that d× d Type-I circulant-
like MDS matrices (see Definition 4) can not be involutory or orthogonal for even values
of d. Also the inverses of efficient Type-I circulant-like MDS matrices may not be efficient.
Towards this we study and propose a new kind of construction of 2d× 2d Type-II circulant-
like MDS matrices (see Definition 8), which are involutory. In [36], authors searched for 2d×

2d MDS matrix M =

(
A A−1

A3 +A A

)
by random search on the submatrix A of dimension

d × d for d up to 4, but no such MDS matrix was found for d = 4. In Lemma 3, we prove
that whenever d is even and A is d × d circulant matrix (i.e M is Type-II circulant-like
matrix ), M is not MDS. In Subsection 4.2, we construct efficient 6 × 6 Type-II involutory
circulant MDS matrices M by taking A as 3× 3 efficient circulant MDS matrices.



Lemma 1. Any 2d× 2d Type-I circulant-like matrix over F2n can not be involutory.

Proof. Let M =

(
a 1

1T A

)
, where A = Circ(1, a1, . . . , a2d−2). Now, M2 =

(
a2 + 1 c

cT B

)
,

where c = (c, . . . , c)︸ ︷︷ ︸
2d-1 times

, c = a + 1 +
∑2d−2

i=1 ai, B = U + A2 and U = Circ(1, . . . , 1) is

(2d− 1)× (2d− 1) matrix. It is easy to check that A2[0][0] = 1. Thus M2[1][1] = B[0][0] =
1 + 1 = 0 and so M2 6= I. Hence M is not involutory. �

Remark 3. In Lemma 1, if d = 4 and A = Circ(1, b, a), M2 =
a2 + 1 (b+ 1) (b+ 1) (b+ 1)
(b+ 1) 0 (1 + a2) (1 + b2)
(b+ 1) (1 + b2) 0 (1 + a2)
(b+ 1) (1 + a2) (1 + b2) 0

 6= I. So M is not involutory. When a = α and b =

1 +α−1 where α is the root of the generating polynomial x8 + x7 + x6 + x5 + x4 + x3 + 1 of
F28 , we get the matrix M which is used in block cipher FOX64 [17] (up to the permutation).

Lemma 2. Any 2d× 2d Type-I circulant-like MDS matrix over F2n is not orthogonal.

Proof. Let M =

(
a 1

1T A

)
, where A = Circ(1, a1, . . . , a2d−2). Now M×MT =

(
a2 + 1 c

cT B

)
,

where c = (c, . . . , c)︸ ︷︷ ︸
2d-1 times

, c = a + 1 +
∑2d−2

i=1 ai, B = U + A × AT and U = Circ(1, . . . , 1) is

(2d− 1)× (2d− 1) matrix. For M to be orthogonal, M ×MT = I, which gives a2 + 1 = 1.
So a = 0, thus M is not MDS, a contradiction. Hence the proof. �

We next examine the possibility of constructing involutory MDS matrices from Type-
II circulant-like matrices. Towards this we show in Lemma 3 that such 2m × 2m Type-II
circulant-like matrices are non MDS whenever m is even.

Lemma 3. Any 2m×2m Type-II circulant-like matrix over F2n is non MDS for even values
of m.

Proof. Let m = 2d and A = Circ(a0, a1, . . . , a2d−1). It is easy to check that A2 = Circ(a20 +
a2d, 0, a

2
1 + a2d+1, 0, . . . , a

2
d−1 + a22d−1, 0). Let bi = a2i + a2d+i for i = 0, . . . , d − 1, so A2 =

Circ(b0, 0, b1, 0, . . . , bd−1, 0). NowA3 = A×A2 = Circ(a0, a1, . . . , a2d−1)×Circ(b0, 0, b1, 0, . . .
, bd−1, 0) = Circ(e0, e1, . . . , e2d−1), where e2k =

∑d−1
i=0 a2ibd−i+k and

e2k+1 =
∑d−1

i=0 a2i+1bd−i+k for k = {0, 1, . . . , (d − 1)}, where suffixes of ai’s are computed
modulo 2d and the suffixes of bj ’s are computed modulo d.

Let C0, . . . , C2d−1 are the column vectors of A, where C0 = (a0, a2d−1, a2d−2, . . . , a1)
T

and Ci is obtained from Ci−1 by one shift vertically downward. Now,





e0
e2d−1
e2d−2

...
e2
e1


=



∑d−1
i=0 a2ibd−i∑d−1

i=0 a2i+1bd−i+d−1∑d−1
i=0 a2ibd−i+d−1

...∑d−1
i=0 a2ibd−i+1∑d−1
i=0 a2i+1bd−i


=



a0b0 + a2bd−1 + a4bd−2 + . . .+ a2d−2b1
a1bd−1 + a3bd−2 + a5bd−3 + . . .+ a2d−1b0
a0bd−1 + a2bd−2 + a4bd−3 + . . .+ a2d−2b0

...
a0b1 + a2b0 + a4bd−1 + . . .+ a2d−2b2
a1b0 + a3bd−1 + a5bd−2 + . . .+ a2d−1b1


=



a0b0 + a2bd−1 + a4bd−2 + . . .+ a2d−2b1
a2d−1b0 + a1bd−1 + a3bd−2 + . . .+ a2d−3b1
a2d−2b0 + a0bd−1 + a2bd−2 + . . .+ a2d−4b1

...
a2b0 + a4bd−1 + a6bd−2 + . . .+ a0b1

a1b0 + a3bd−1 + a5bd−2 + . . .+ a2d−1b1


= b0C0 + bd−1C2 + bd−2C4 + . . .+ b1C2d−2.

It is to be noted that the first column of A3 can be written as the linear combination of
C0, C2, C4, . . . , C2d−2. So the first column of (A3 + A) is (b0 + 1)C0 + bd−1C2 + bd−2C4 +
. . .+ b1C2d−2.

Let M = TypeII(Circ(a0, . . . , a2d−1)) be a 4d× 4d Type-II circulant-like matrix whose
row vectors are R0, R1, . . . , R4d−1 and column vectors are T0, T1, . . . , T4d−1. So (d+1)×(d+1)
submatrix of M obtained by the rows R2d, R2d+1, . . . , R2d+d and the columns T0, T2d,
T2d+2, . . . , R2d+2d−2 is singular. So from Fact 1, M is non MDS. �

Remark 4. In lightweight applications, major constraints are on processors and memory. If
constraints on processor is more than that on memory, some preprocessing step may not be
affordable. The total number of operations and temporary variables thus may be reduced
at the cost of supplementary multiplication tables. We design 4 × 4 Type-I circulant-like
MDS matrices M1 such that c1(M1) = 2 and 8× 8 Type-I circulant-like MDS matrices M2

such that c1(M2) = 6. So the 4 × 4 and 8 × 8 Type-I circulant-like MDS matrices may
be implemented at the cost of only two or six table lookups respectively. In the design of
6× 6 Type-II circulant-like MDS matrices, we take these matrices M for which c1(M) ≤ 8.
For such situations, at the cost of only eight table lookups, the matrices may be imple-
mented. Since these matrices are involutory, inverse operation is achieved with the same
implementation.

We have explored certain relevant properties of Type-I and Type-II circulant-like ma-
trices that are useful in the study of MDS matrices. In the next section, we will construct
efficient 4 × 4 and 8 × 8 Type-I circulant-like MDS matrices and efficient involutory 6 × 6
Type-II circulant-like MDS matrices.

4 Efficient Circulant-Like MDS Matrices

In this section we construct efficient Type-I and Type-II circulant-like MDS matrices over
finite field. By efficient MDS matrix we mean an MDS matrix with maximum number of 1’s
and minimum number of distinct elements with low hamming weights (see Remark 1). MDS
matrices with elements having low hamming weights are desirable for efficient implementa-
tion. In this context it may be noted that multiplication by 1, which is the unit element of
F2n , is trivial. When α is the root of the constructing polynomial of F2n , the multiplication
by α can be implemented by a shift by one bit to the left and a conditional XOR with a
constant when a carry bit is set. Similarly multiplication by α−1 can be implemented by a



shift by one bit to the right and a conditional XOR with a constant when a carry bit is set.
It is to be noted that multiplication by α and α−1 are of equal cost. Multiplication by α+ 1
is done by a multiplication by α and one XOR operation. Multiplication by α2 is done by
two successive multiplications by α.

4.1 Efficient 4 × 4 and 8 × 8 Type-I Circulant-Like MDS Matrices

In this subsection, we construct efficient d× d Type-I circulant-like MDS matrices M =
TypeI(a,Circ(1, a1, . . . , ad−2)), ai ∈ F2n for d = 4 and 8. Our target is to construct MDS
matrices with high v1 and low c1 (see Remark 1). For efficient implementation, we aim to
restrict ai’s to the form c0 + c1α+ c2α

−1 + c3α
2 + c4α

−2 where ci ∈ {0, 1}.
In Table 1, we provide some efficient 4× 4 Type-I circulant-like MDS matrices over F28

with generating polynomial x8 + x7 + x6 + x5 + x4 + x3 + 1. For more efficient design, we
fix a2 = a, so that c1(M) = 2 which is lowest (see Remark 1 and Remark 4).

Table 1. 4× 4 Type-I circulant-like MDS matrices over F28 with generating polynomial x8 +x7 +x6 +x5 +
x4 + x3 + 1 where elements of these matrices are polynomials in α and α−1 of degree at most 2 and α is the
root of the generating polynomial:

Type-I circulant-like MDS Matrix M Inverse Matrices M−1

TypeI(α,Circ(1, 1 + α + α−1 + α−2, α))
AlmostTypeI(1 + α2 + α3 + α4 + α5 + α6 + α7, α,

Circ(1, α4 + α6 + α7, 1 + α2 + α4 + α6 + α7))

TypeI(1 + α,Circ(1, α + α−1, 1 + α))
AlmostTypeI(1, α,

Circ(α2 + α4 + α6, 1 + α + α3 + α4 + α5, 1 + α4 + α6 + α7))

TypeI(α−1, Circ(1, α + α−1, α−1))
AlmostTypeI(α + α2, α

Circ(α + α2 + α3 + α5 + α6, α2 + α3 + α4 + α5, 1 + α + α4 + α6))

Remark 5. By Lemma 1 and Lemma 2, the 4× 4 matrices of Table 1 and 8× 8 matrices of
Table 2 are neither involutory nor orthogonal.

Remark 6. The MDS Matrix used in FOX64 is TypeI(α,Circ(1, 1 + α−1, α)) (up to the
permutation), whose inverse is AlmostTypeI(1 + α + α6 + α7, α + α2 + α3 + α4 + α5 +
α6, Circ(1 +α5 +α6 +α7, α4 +α5 +α7, 1 +α2 +α3 +α5 +α7)). Compared to this matrix,
the inverse of the 2nd matrix proposed in Table 1 i.e. AlmostTypeI(1, α, Circ(α2 + α4 +
α6, 1 + α + α3 + α4 + α5, 1 + α4 + α6 + α7)) has elements of lower hamming weights. So
whenever the inverse operation is needed, this matrix is a better candidate.

In Table 2, we provide some efficient 8× 8 Type-I circulant-like MDS matrices over F28 .
For more efficient design, we fix a6 = a, so that c1(M) = 6 (see Remark 1 and Remark 4).

Remark 7. Similar to Remark 6, the MDS Matrix used in FOX128 is TypeI(1+α,Circ(1, 1+
α, α−1 +α−2, α, α2, α−1, α−2)) (up to the permutation), whose inverse is AlmostTypeI(α+
α3 + α5 + α6 + α7, α + α2 + α6 + α7, Circ(α + α2 + α3 + α4 + α5 + α6 + α7, 1 + α + α2 +
α4 + α5 + α7, α+ α4 + α6 + α7, α2 + α3, 1 + α2 + α3 + α5 + α6, 1 + α+ α4 + α5 + α6, α+
α3 + α4 + α5)). Compared to this matrix, the inverse of the 2nd matrix proposed in Table
2 i.e. AlmostTypeI(1 + α + α6 + α7, α + α2 + α3 + α4 + α5 + α6, Circ(α + α3 + α4, α +
α4 + α5 + α6 + α7, α+ α4 + α5 + α7, α4 + α5, 1 + α2 + α3, α4 + α7, α+ α3, 1)) has elements
of lower hamming weights. So whenever the inverse operation is needed, this matrix is a
better candidate.



Table 2. 8× 8 Type-I circulant-like MDS matrices over F28 with generating polynomial x8 +x7 +x6 +x5 +
x4 + x3 + 1 where elements of these matrices are polynomials in α and α−1 of degree at most 2 and α is the
root of the generating polynomial:

Type-I circulant-like MDS Matrix M Inverse Matrices M−1

TypeI(α,Circ(1, 1 + α, α + α2, α−1 + α2, 1 + α−1 + α2, α−2, α))

AlmostTypeI(α + α2 + α3 + α7, α2 + α5 + α6 + α7,

Circ(1 + α + α3 + α4 + α5 + α6, 1 + α2 + α4 + α5,

1 + α5 + α6, α + α2 + α3 + α4 + α7, 1 + α2 + α6,

1 + α + α3 + α5 + α6 + α7, α + α2 + α3 + α5))

AlmostTypeI(1 + α + α6 + α7, α + α2 + α3 + α4 + α5 + α6,

TypeI(α,Circ(1, 1 + α−1, α + α−1 + α2, 1 + α + α−1 + α2, Circ(α + α3 + α4, α + α4 + α5 + α6 + α7,

α−1 + α−2, 1 + α−1 + α−2, α)) α + α4 + α5 + α7, α4 + α5,

1 + α2 + α3, α4 + α7, α + α3, 1))

4.2 Efficient 6 × 6 Type-II Circulant-Like MDS Matrices

In Table 3 we present some 6× 6 Type-II circulant-like MDS Matrices M =
TypeII(Circ(a0, a1, a2)) over F28 with generating polynomial x8 + x4 + x3 + x2 + 1 where
ai’s are restricted in {01x, 02x, . . . , 07x} and one of them is taken as 1. Note that these
matrices are involutory and v1(M) ≥ 6. We get no such M for which v1(M) > 6. Also note
that c1(M) ≤ 8.

Table 3. 6×6 Type-II circulant-like MDS Matrices over F28 with generating polynomial x8 +x4 +x3 +x+1:

Type-II circulant-like MDS Matrix
M

TypeII(Circ(02x, 01x, 05x)
TypeII(Circ(02x, 01x, 06x)
TypeII(Circ(03x, 01x, 06x)
TypeII(Circ(04x, 01x, 03x)
TypeII(Circ(05x, 01x, 06x)

5 Conclusion

In [16], authors introduced the idea of circulant-like matrices for efficient design of diffusion
layer. We redefined this form of matrices as Type-I circulant-like MDS matrices and studied
the properties and constructions of 4 × 4 and 8 × 8 Type-I circulant-like MDS matrices.
We also introduced a new type of involutory circulant-like matrices which we call Type-II
circulant-like MDS matrices and construct efficient 6 × 6 involutory MDS matrices which
are suitable for SPN networks. We proved that 2d × 2d Type-I circulant-like matrices can
not be involutory. We also proved that Type-I circulant-like MDS matrices can not be
orthogonal. In [16], authors mentioned that inverse of such Type-I circulant-like matrices
were not guaranteed to be efficient which they left for future work. Towards this we revisited
the general scheme of [36] to construct involutory matrices. Using circulant matrices in the
scheme, we proposed efficient 2d×2d Type-II circulant-like MDS matrices for odd values of
d. In [36], authors were unable to obtain any MDS matrix after a random search for d = 4.
We proved that 2d× 2d Type-II circulant-like matrices are non MDS whenever d is even.
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