SipHash:
a fast short-input PRF
D. J. Bernstein,
University of Illinois at Chicago &
Technische Universiteit Eindhoven
Joint work with:
Jean-Philippe Aumasson,
Kudelski Security (NAGRA)
https://131002.net/siphash/
Advertisement:
Competition coming soon
for authenticated ciphers!

Several motivations:
1. Optimize secret-key crypto
for short messages.
2. Build a PRF/MAC that’s
secure, efficient, simple.
3. Application:
authenticate Internet packets.
4. Application:
defend against hash flooding.
5. Analyze security of
other hash-flooding defenses.
Followup work with Martin Boßlet
pushes this much further.
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