


to be used for embedding i.e. u and v values. The re-
sult is also true for other popular transformations such
as DFT, Fourier-Mellin, and wavelet etc. So the re-
sults in equations (3) and (4) can be summarized as
follows:

(1) If watermark information is added to any (u,v)-th
Walsh coeffieicnt of the image block, half of the pixel
values of the block are incerased by Am and the re-
maining half of the pixel values are decreased by Am.
Thus average image information (entropy) is changed
by less amount as can be shown due to Shannon [6] or
Pal et al [7] compared to DCT domain embedding.
(2) On the other hand, for same amount of data embed-
ding using other popular transformations, image infor-
mation is changed more as in such cases different pixel
values are changed by different amount due to the mul-
tivalued kernels.

4. Proposed algorithm

We use a gray scale image as cover image and a
binary image as watermark. The cover image of size
(M. x N.) is partitioned into (8 x 8) non-overlapping
blocks. Fast Walsh transform is applied in each block to
decompose image signal. The widely used code pattern
for SS modulation technique is pseudo noise (PN) se-
quence and is generated using LFSR (Linear feedback
shift register). The size of the PN sequence is identical
to the size of the Walsh coefficient matrix. Thus a set
of PN matrices denoted by (F;) of number (M, .Np,)
are generated where (M,, x M,,) denotes the size of wa-
termark. Watermark information is embedded accord-
ing to the following rule.

X+kP if b=0

X¢=4¢ X—-kP if b=1

where X is Walsh coefficient of the cover im-
age, X¢ is the Walsh coefficient after watermark em-
bedding, k is the modulation index, P is the PN
matrix. Two dimensional discrete inverse Walsh trans-
form of the modified coefficients would then gener-
ate watermarked image.

The supplied services i.e. multimedia signals are de-
composed using Walsh transform. Correlation value be-
tween Walsh coefficients and each code pattern of the
set (P;) is calculated. We have a total of (M, .Npm)
(equal to the number of watermark bits) correlation
values (u;)where i=1, 2,.. M, .Ny,. From these corre-
lation values, we calculate mean correlation value (T),
used as the threshold or decision variable for binary
watermark decoding. The decision rule for the decoded

watermark bit is as follows:
(i) for p; > T, the extracted bit is '0’
(ii) for p; < T, the extracted bit is ’1’.

5. VLSI architecture

The VLSI architecture of the proposed algorithm is
designed using XILINX SPARTAN series FPGA. The
cover image is a 8 bits/pixel gray scale image and ref-
erence watermark is a 4-bits binary watermark.

5.1. Architecture of watermark embedding

The VLSI architecture of watermark embedding
unit for the proposed algorithm is shown in Fig. 1.
Hardware design consists of four sub blocks or module
namely (1) Walsh Transformation module, (2) Code
generation module, (3) Data embedding module and
(4) Inverse Walsh transformation module. Data is fed

Figure 1: VLSI architecture of embedding unit

to the input pin G [15:0] of Walsh transformation block
with the clock Cl. The MUX with control input M4
allows the resultant spreading code to be added with
Walsh coefficients at desired time. The output from the
adder is fed to the G [15:0] input pin of inverse Walsh
transformation block. Watermarked output is obtained
at the output pin of this block. The other MUXs allow
the various signals to flow into the inverse transforma-
tion block at the desired time. The detailed architec-
ture of each subblock is not shown due to space limi-
tation.
(1) Walsh transformation module: Walsh transforma-
tion is computed using fast algorithm which is nearly
identical to the FFT (Fast Fourier Transform).

The required components for Walsh transforma-
tion module are two 1-bit MUX (2:1), five 8 bit
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MUX (2:1), four 8 bit adder, one 8 bit subtrac-
tor, one 8 bit binary counter, three 8 bit data regis-
ter, one right shifter, one bit reversal unit, one WT1
block, one WT2 block.

(2) Code Generation module: VLSI architecture of
spreading code generation unit consists of the two ma-
jor sub blocks namely PN1 and PN2 blocks. Each
block generates two set pseudo noise (PN) sequences of
length 64. The outputs of PN1 and PN2 blocks are sub-
tracted and the result is passed through a zero/one
padding unit. The resultant PN sequence is ob-
tained at the output of padding unit.

(3) Data embedding module: The output from code gen-
eration unit is added with the output from Walsh
transform unit to obtain the coefficients of the embed-
ded data.

(4) Inverse Walsh Transform module: The hardware re-
quirement for performing both the operations of for-
ward and inverse Walsh Transforms are exactly same
except an extra right shifter block is required that per-
forms the division operation.

5.2. Architecture of watermark decoding

The VSLI architecture of watermark decoding unit
is shown in Fig. 2. The major sub blocks are : (1) Walsh
transform module (2) Correlation calculation module
(3) Mean correlation and threshold calculation mod-
ule. Watermarked data is fed to the input pin G[15:0]
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Figure 2: VLSI architecture of watermark decoding
unit

of the Walsh transform block. The output of this block
is passed through the correlation calculation block. The
function of the correlation calculation block is to cal-
culate the correlation between the spreading functions
and Walsh coeflicients block. Then the correlation val-
ues are passed through a mean correlation and thresh-
old calculation block. At the output of the block, the
message bits are detected.
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(1) Walsh transform module Walsh transformation is ap-
plied to the watermarked image block. Theory and
hardware architecture of this unit is exactly identical
as described in the transmitter section.

(2) Correlation calculation module The same code gen-
eration units PN1 and PN2 used at transmitter are also
used here.

(3)Mean correlation and threshold calculation module:
The four correlation values are added using three
adders. The result of addition is passed through a right
shifter to obtain the mean correlation value. The out-
put of the right shifter block is fed to the one input
of each comparators. The other input of the compara-
tors are the correlation values and message bits are de-
tected at the output. The required hardware for this
unit are three adders-16 bit, one right shifter, four mag-
nitude comparators-16 bit.

6. Performance evaluation

In this section we report (1) the experimental re-
sults that highlight the effectiveness of the proposed
scheme to access QoS and (2) results of hardware de-
sign in term of number of CLBs (Configurable Logic
Blocks) required.

1. Results for QoS assessment

We consider (256 x 256), 8 bits/pixel grayscale im-
age as cover and a binary image as sample watermark.
We use PSNR (Peak signal-to- noise ratio) as objec-
tive measures to quantify visual quality of the water-
marked image i.e. the offered services. PSNR values
are 40.23 dB and 36.45 dB when watermark infor-
mation is embedded in digital image using FWT and
DCT respectively.

i 10 3 30 40 s8 60 70 80 9o 100
Qualty Factor

Figure 3: Quality of tracing watermark for various QoS

The algorithm takes approximately 1 second for em-
bedding and 2 seconds for extraction while algorithm
in [3] takes 3.5 seconds for embedding and 6.5 seconds
for decoding, both implemented in MATLAB 6 plat-
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