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What is Number Theory?

Theory of natural numbel§ = {1,2,3,...}.

Uses larger algebraic structurésQ, R, C.

Modular arithmetic: Z, = {0,1,2,...,n—1}.

Finite fields: Fp, pc P,ne N.

Elliptic curves: Arithmetic algebraic geometry.

Algebraic number theory: Study of number fields and number rings.

Analytic number theory: Use of complex analysis tools.

All these are extensively used in cryptography and cryptanalysis.



Uses in Cryptology: Examples

Modular arithmetic: RSA, ElIGamal, Rabin and many other
cryptosystems.

Finite fields: Diffie-Hellman key agreement, ElGamal, DSA.
Elliptic curves: ECDSA.

Pairing on elliptic curves: Identity-based cryptosystems, multi-party ke
agreement, short signature schemes.

Algebraic number theory: Number-field sieve method.

Analytic number theory: Density estimates (like prime number theoren
Riemann hypothesis).




Modular Arithmetic

Modulusn € N, n > 2.
Zn=1{0,1,2,...,n—1}.

Arithmetic inZp:

Addition: a +, b = a+b |fa+p<n
a+b—n otherwise

. — if a >
Subtractiona —, b = a-b "a b
a—b+n otherwise

Multiplication: a x, b = (ab) remn.

Division:
ais invertible modulan if and only if gcda, n) = 1.
Extended gcd calculatiomta+ vn = gcd(a, n) for some integers, v.
If gcd(a, n) = 1, u as the inverse ad modulon.



Modular Exponentiation

To computea® (modn)

Binary expansione = (es_16s2...€1€p)2.
Initializet = 1.
Fori=s—-1s-2,...,1,0do:

Sett = t? (modn).

If & = 1, sett = ta (modn).

Returnt.




The Multiplicative Group of z,

={a€Zy| gcda,n) =1}.
Euler-phi function:p(n) = |Z;;|.
If n=pp%- - pg, then

o) = p3 (p1 — Dpg (P2 — 1) pE (P~ 1 —nH<1—>.

pin

Z} is cyclic if and only ifn = 2,4, p, 2p® with p € P, p # 2, ande € N.
Special casen =p € P.
Zyis afield.
={1,2,...,p—1}.

¢(p)=p—1.
Zy is cyclic.



Finite Fields

Every finite field is of sizeg" forp € P, n € N.
Forq = p", denotely = Fy» to be the finite field of size.
If the extension degreeis 1,Fp = Zp.

If n> 1,Fpn ;é an.
Polynomial-basis representation:

Choose an irreducible polynomii(x) € IF,[x] of degreen.
Elements off'y» are represented as polynomials:

Fon = {80+ aX + @ + -+ a_1x" 1 | & € Fp}.
Arithmetic operations ifff»: polynomial operations modulyx).

Extensions of extensionstetq = p" andm € N.
Fgn = {ao + a1y + a2y’ + -+ + om1y™ ' | i € Fn}.

Arithmetic inFgn is the polynomial arithmetic dfg[y] modulo an
irreducible polynomiab(y) € Fqly] of degreem.



Some Properties of Finite Fields

Fg = Fq \ {0} is cyclic.
There arep(q — 1) generators ofy.
Fermat's little theorem:

a% 1 =1foralloa € Fg.
B9 =gforall g € I

Multiplicative order: Leta € Fg. The smallespositiveintegerh
satisfyinga = 1 is the order ofy, denotech = ord().

ord(a)|(q—1).




Elliptic Curves

LetK be a field.

An elliptic curve E overK is defined by th&\Veierstrass equation
E: Y2+ aixy+ agy = ¢ + ap@ + agx + ag, a € K.

The curve should bsmooth (no singularities).

Special forms

charK #2,3:y> =x3+ ax+b, a,beK.
charK # 2: y? = x3 + box? + byx + bg, bj € K.
charkK = 2:

Non-supersingular curve:y? + xy = x>+ ax¥’ + b, a,b € K.
Supersingular curve: y? + ay = x> + bx+c, a,b,c € K.



Real Elliptic Curves: Example
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The Elliptic Curve Group

Any (x,y) € K2 satisfying the equation of an elliptic curiis called a
K-rational point onE.

Point at infinity:
There is a single point at infinity o, denoted byD.
This point cannot be visualized in the two-dimensiopal) plane.

The point exists in the projective plane.
E(K) is the set of all finiteK-rational points ork and the point at infinity.
An additive group structure can be definedE(tK ).

O acts as the identity of the group.




The Opposite of a Point

e Ordinary Points e Special Points
P Q
-Q -P
Q P
-P -Q

(a) (b)



Addition of Two Points

Chord and tangent rule

<N 5T

P+Q\
(a) (b)




Doubling of a Point

Chord and tangent rule

Y o

(a (b)
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)

2P



Addition and Doubling Formulas

Let P = (hy, ky) andQ = (hy, ky) be finite points.
Assume thaP + Q # O and P # O.
LetP + Q = (hs, k3) (Note thatP + Q = 2P if P = Q).

E:y?=x3+ax+b
—P = (h,—ky)
hs = N¥-h—h

ko — kg -
hy — hy if P# Q,



Addition and Doubling in Non-supersingular Curves
E: y2 + xy= x3 + ax% + b (with charK = 2).

-P = (hl,k1+h1),

ki +ko\2 |, ki +ko :
(Rrfe) + AT ththetra P£Q
hy =
b if P=Q,
hl
ky + k .
(R42) (hy o+ hg) + hg b, if P £ Q.
ke =
h§+<h1+kﬁi+1>h3, if P= Q.




Addition and Doubling in Supersingular Curves
E:y? +ay= X3 + bx+ ¢ (with chark = 2).
—P = (hy, ki + @),

( 2 .
(FE2) +h+hy, ifP£Q
hs =

=, if P=Q,

() (hu+hg) +ha+a ifP#£Q,
ks =

2
(hla >(h1+h3)+k1+a7 if P=0Q.
\




Size of the Elliptic Curve Group

Let E be an elliptic curve defined ovély = Fpn.

Hasse’s Theorem:
|E(Fq)| =g+ 1—t, where—2,/<t<2,/4.

t is called thetrace of Frobeniusatq.

If t =1, thenE is calledanomalous

If p|t, thenE is calledsupersingular.

If pft, thenE is callednon-supersingular.

Leta, 8 € C satisfy 1— tx + g% = (1 — ax)(1 — Bx). Then,
[E(Fqn)| = g™+ 1— (™ + B7).

Note: E(IFq) is not necessarily cyclic.




Formal Sums and Free Abelian Groups

Leta,i € |, besymboldndexed byl.

A finite formal sum of g, i € 1, is an expression of the forE mia with
il

my € Z such thatm = 0 except for only finitely many € I.

The sumz m;g; is formal in the sense that the symbeajsare not meant to
il
be evaluated. They act ptaceholders

Define “mai + > may = > (M +n)a

icl icl icl
Also define— Z ma = Z(—m)a;
i€l iel
The set of all finite formal sums is an Abelian group calledftke
Abelian group generated bg;, i € 1.



Divisors on Curves

Let C be a projective curve defined ouer
K is assumed to balgebraically closed

A divisor is a formal sum of th&-rational points orC.
Notation:D = ), mp[P].

Thesupport of D is the set of point® for whichmp # 0.
Thedegreeof D is the sum)_, mp.

All divisors onC form a group denoted by Di(C) or Div(C).

All divisors onC of degree 0 form a subgroup denoted by Hi€) or
Divo(C).

Divisor of a rational function R(x,y) is Div(R) = >, orde(R)[P].
A principal divisor is the divisor of a rational function.

Principal divisors satisfy: DiR) + Div(S) = Div(RS and
Div(R) — Div(S) = Div(R/S).




Divisor of a line: Example




Divisors and the Chord-and-Tangent Rule

Let C be an elliptic curve over an algebraically closed fikld

For everyD € Div® (C), there exist a unique rational poiRtand a rational

functionR such thaD = [P] — [O] 4 Div(R).

D is identified with[P] — [O].

This bijection leads to the chord-and-tangent rule in the following sense
LetD = ), mp[P] € Divk(C). Then,D is a principal divisor if and only if

> pMmp = 0 (integer sum), and
Zp mpP = O (sum under the chord-and-tangent rule).




lllustrations of the Chord-and-Tangent Rule

EYRNCARY
SANEANLA

(a) (©)

Identity: O is identified with[O] — [O] = 0 = Div(1).

Opposite: By Part (c), Di\v) = ([P] — [O]) + ([Q] — [O]) is 0. By the
correspondenc® + Q = O, that is,Q = —P.

Sum: By Part (a), DiYl) = ([P] - [0]) + ([Q] - [©)) + (R — [0]) is O,
thatis,P+ Q+ R= 0O, thatis,P+ Q= —R.

Double: By Part (b), Divt) = ([P] — [O]) + ([P] — [0]) + ([Q] — [0]) is O,
thatis,P+ P+ Q= O, thatis, P = —Q.



More on Divisors

/

\

Div(Lp,q) = [P] + [Q] + [R — 3[O].
Div(Lr —r) = [R + [-R — 2[0].
Dlv(Lp Q/Lr-r) = [P] +[Q = [-R - [0] = [P] + [Q] - [P+ Q] — [O].
[P] — [O] is equivalent tdP + Q] — [Q].
([P] = [O]) + (IQ] — [O)]) is equivalent tdP + Q] — [O].
For both these cases of equivalence, the pertinent rational function is

Lp,qo/Lp+0o,—(p+q) Which can be easily computed. We can force this
rational function to have leading coefficient 1.



More on Divisors (contd)

LetD = >, np[P] be divisor onE andf € K(E) a rational function such
that the supports dd and DiV(f) are disjoint. Define

fo)=[[fP™= ][ fP™.

P<E PeSupp(D)

Div(f) = Div(g) if and only if f = cgfor some non-zero constaot K*.

If D has degree 0, then
f(D) = g(D) [[pc™ = g(D)c2»™ = g(D)c® = g(D).

Weil reciprocity theorem: If f andg are two non-zero rational functions
on E such that Diyf ) and Div(g) have disjoint supports, then

f(Div(g)) = g(Div(f)).




Weil Pairing: Definition

Let E be an elliptic curve defined over a finite fisdd= IF.

Take a positive integan coprime top = chark.

Let ium denote than-th roots of unity inK.

We haveum C Fy, wherek = ordn(q) is called theembedding degree
Let E[m] be those points it = Eg, whose orders dividen.

Weil pairing is a function

em: E[M x E[m] — pim
defined as follows.
TakeP1, P, € E[m.

Let D, be a divisor equivalent t?1] — [O]. SincemPy = O, there exists a
rational functionf; such that Diyf;) = mDy = m[P1] — m[O].

Similarly, letD2 be a divisor equivalent tfP,] — [O]. There exists a
rational functionf, such that Diyf,) = mD, = m[P,] — m[O].

D; andD; are chosen to have disjoint supports.
Defineem(Pl, Pz) = fl(Dz)/fz(D1>.



Properties of Weil Pairing

Let P, Q, R be arbitrary points ife[m)].
Bilinearity:

em(P+QR) = en

Alternating: en(P,P) = 1.

Skew symmetry: em(Q, P) = en(P, Q).

Non-degeneracy:lf P # O, thenen(P, Q) # 1 for someQ € E[m|.
Compatibility: If Se E[mn andQ € E[n], thenemn(S, Q) = en(mS Q).

If mis a prime and® # O, theney(P, Q) = 1 if and only ifQ lies in the
subgroup generated IB/(that is,Q = aP for some integea).



Computing Weil Pairing: The Functions f, p

LetP € E.
Forn € Z, define the rational functiorfgp as having the divisor
Div(fn,p) = n[P] — [nP] — (n—1)[O].

fn,p are unique up to multiplication by elementskof.
We may choose the unique monic polynomialffps.

fn, p satisfy the recurrence relation:

for = fop = 1,
L
farrp = <P’np> fap forn>1,
Lnr1)p, —(nt1)p
1
fonp = . forn> 1.
n,

If P € E[m], then Di(fm p) = mP] — [mP — (m— 1)[0] = m[P] — mO].

Computingfm p using the above recursive formula is too inefficient.



Computing Weil Pairing: More about f, p

The rational function, p also satisfy

. LnP,n/P
frrm,p = fop frv,p X L .
(n+n")P,—(n+n")P

In particular, forn = n’, we have

L

2 nP,nP

f2n7P == fn7p X <L .
2nP, —2nP

Here,Lnp np is the line tangent t& at the poinnP.

This and the recursive expressionf@f; p in terms off, p yield a repeated
double-and-add algorithm.

The functionf, p is usually kept in the factored form.

It is often not necessary to compue explicitly. The value of, p at
some poinQ is only needed.



Miller’s Algorithm for Computing f, p

Input: A point P € E and a positive integen.
Output: The rational functiori, p.
Steps
Letn = (nshs—1 ... N1No)2 be the binary representation mfvith ng = 1.
Initialize f = 1 andU = P.
Fori=s—1s—2,...,1,0, do the following:
/* Doubling */
Updatef = 2 x (Lz?iu) andU = 2U.
[* Conditional adding */
If (nj = 1), updatef =f x <L> andU =U + P.

Lu+p, —(U+P)

Returnf.

Note: One may supply a poir® € E and wish to compute the value
fn,p(Q) (instead of the functiofy, p). In that case, the functions
Lu,u/Lau,—2u andLU7P/Lu+p7_(U+p) should be evaluated gt before
multiplication withf.



Weil Pairing and the Functionsf, p

Let Py, P, € E[m], and we want to comput@n(P1, Py).

Choose a point not equal tot+Py, —P2, P2 — P1, O.

T, (T) fmp (P2 —T)
We haveen(P1, P2) = Fops(—T) fmm (Pt T)
m fmp, (P2)
fmp,(P1)

Miller’s algorithm for computing, p(Q) can be used.

If Py # P,, then we also haven(P1, P2) = (—1)

All these invocations of Miller's algorithm have= m.
So a single double-and-add loop suffices.

For efficiency, one may avoid the division operations in Miller's loop by
separately maintaining polynomial expressions for the numerator and t
denominator of . After the loop terminates, a single division is made.




Some Intractable Number-theoretic Problems of
Cryptographic Significance

Integer factorization problem (IFP): Given a composite integerwith
unknown prime divisors, factar.

Square root problem (SQRTP): Given a composite integerwith
unknown factorization, and a modular square Z,, computex € Zn such
thatx’ = a (modn).

Discrete logarithm problem (DLP): Let G be a finite cyclic group
generated bg. Givena € G, find x such thag = a* in G.

Diffie-Hellman problem (DHP): Let G be a finite cyclic group generated
by g. Giveng*, @ € G (but notx ory), computeg® in G.

DLP and DHP apply to many number-theoretic groups ikeandE(Fq).

Bilinear Diffie-Hellman problem (BDHP): Lete: G x G — G be a
pairing map. GiverP, aP, bP, cP € G only, computee(P, P)2° ¢ G'.



Cryptanalysis: Factoring Integers
Exponential algorithms

Trial division

Pollard rho method

Pollardp — 1 method
Williams p + 1 method

Sub-exponential algorithms

CFRAC method

Dixon’s method

Quadratic sieve method

Cubic sieve method L(n,w,c) = exp[(c+ o(1))(Inn)*(Ininn)*~~]
Elliptic curve method

Number-field sieve method




The Number-field Sieve Method

Based on Fermat's method of squares: Computewith a? = b? (modn)
anda # +b (modn). In this case, gd@& — b, n) is a non-trivial factor oh.

Choose an irreducible polynomilx) € Q[x] and a positive integetl such
thatf (H) is a small multiple oh. Letd = dedf (x).

Define the number field

K = QX/(f(x) = {g(x) € Q[x] | degg(x) < d - 1}.
Arithmetic inK is the polynomial arithmetic of[x] modulof (x).

Let Ok be the ring of integers iK. Assume that @ supports element-wise
unique factorization.

Consider the map : Ox — Zp, takingx — H.
Relation: Let ®(a1)®(az) - - ®(ax) = [T, p? (modn).

Combine many relations to obta@ = b? (modn).



Questions?

“In mathematics you don’t understand things. You just get used to"then
—John von Neumanr

Some Recommended Textbooks

Das,Computational Number Thear€RC, 2012 (?).

Das and Veni Madhavafublic-key Cryptography: Theory and Practice, Pearson, 2009.

Zuckerman, Montgomery, Niven and Niveln) Introduction to the Theory of Numbers,
Wiley, 1991.

BressoudFactorization and Primality Testing, Springer UTM, 1989.

Cohen A Course in Computational Algebraic Number Theory, Springer GTM, 1993.
Crandall and Pomerancerime Numbers: A Computational Perspective, Springer, 2001.
Enge,Elliptic Curves and Their Applicationsto Cryptography, Kluwer, 1999.

Blake, Seroussi and Smadgvancesin Elliptic Curve Cryptography, Cambridge, 2005.
Charlap and Robbin#n Elementary Introduction to Elliptic Curves, CRD Report, 1988.
Martin, Introduction to Identity-Based Encryption, Artech House, 2008.

Mollin, Fundamental Number Theory with Applications, CRC, 1998.

Mollin, Algebraic Number Theory, CRC, 1999.



