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1 Introduction

In this thesis we study combinatorial aspects of Boolean functions and S-boxes with impor-
tant cryptographic properties and construct new functions possesing such properties. These
have possible applications in the design of private key (symmetric key) cryptosystems.

Symmetric key cryptosystems are broadly divided into two classes.

1. Stream Ciphers,

2. Block Ciphers.

Some recent proposals of stream ciphers are SNOW [37], SCREAM [52], TURING [98],
MUGI [117], HBB [102], RABBIT [9], HELIX [38] and some proposals of block ciphers are
DES, AES, RC6 [97], MARS [12], SERPENT [6], TWOFISH [104].

In stream cipher cryptography a pseudorandom sequence of bits of length equal to the
message length is generated. This sequence is then bitwise XOR-ed (addition modulo 2)
with the message sequence and the resulting sequence is transmitted. At the receiving end,
deciphering is done by generating the same pseudorandom sequence and again bitwise XOR-
ing the cipher bits with the random bits. The seed of the pseudorandom bit generator is
obtained from the secret key.

Linear Feedback Shift Registers (LFSRs) are important building blocks in stream cipher
systems. A standard model (see Figure 1) of stream cipher [109, 110, 34] combines the out-
puts of several independent LFSR sequences using a nonlinear Boolean function to produce
the keystream. Design and analysis of practical stream cipher was kept confidential for a long
time. An important boost occurred in the 1970’s, when several research papers on the design
of LFSR-based stream cipher occurred. As LFSRs are linear, some form of nonlinearity is
introduced by using nonlinear Boolean functions (see [100]).

Properties of the nonlinear combining Boolean function received a lot of attention in
literature for the last two decades and it is now possible to get good Boolean functions which
resist many of the known attacks. In this thesis we have not considered algebraic attacks
as this class of attacks have become known only very recently. We consider balancedness,
nonlinearity, algebraic degree, correlation immunity and resiliency of Boolean functions and
S-boxes for use in stream ciphers model based on Figure 1.

A Boolean function used in stream cipher should be balanced, which is required for
the pseudorandomness of generated keystream. In the stream cipher model, the combining
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Figure 1: LFSR based encryption scheme

Boolean function is so chosen that it increases the linear complexity [100] of the resulting
key stream. High algebraic degree provides high linear complexity [101, 34]. Therefore
high algebraic degree is desirable in stream ciphers. A Boolean function should have high
nonlinearity to be used in stream ciphers. A function with low nonlinearity is prone to linear
approximation attack. Linear approximation means approximating the combining function
by a linear function. To resist divide-and-conquer attack a Boolean function in stream cipher
should be correlation immune of higher order [109, 110].

We can not achieve all the desirable properties of our liking, so there will be some trade of
between these properties. Depending on the application we have to decide which properties
are more important.

In block cipher cryptography, the message bits are divided into blocks and each block is
separately enciphered using the same key and transmitted. Most of the modern day block
ciphers are iterated ciphers and use substitution boxes (S-boxes) as the nonlinear part in the
scheme. The security of the block ciphers greatly depends on the strength of the substitution
boxes.

Matsui [76] introduced linear cryptanalysis method for block cipher. Linear cryptanalysis
means approximating a linear combination of the component functions of an S-box, used in a
block cipher by a linear function of the input variables. To resist linear cryptanalysis S-boxes
should have higher nonlinearity.

Differential cryptanalysis [7] is a chosen-plaintext attack and involves comparing the
XOR of two inputs to the XOR of corresponding two outputs. A nonuniform output distri-
bution will be the basis for a successful differential attack.

Webster and Tavares [118] introduced the concept of strict avalanche criteria (SAC).



Propagation Characteristic (PC) and SAC are two important cryptographic properties for
S-boxes to resist differential cryptanalysis. To get uniform output distribution, S-boxes in
block ciphers should have PC(l) of higher order for [ > 1. SAC(k) is PC(1) of order k.
S-boxes having PC(I) of order k with large [ and with very high nonlinearity and algebraic
degree are hard to find. Therefore sometimes we may have to be satisfied with S-boxes of
higher order SAC.

Jakobsen and Knudsen [58] identified interpolation attack on block ciphers with S-boxes
having small algebraic degree. Later Canteaut and Videau [15] provided higher order differ-
ential attack on block ciphers using S-boxes with low algebraic degree. So algebraic degree
of S-boxes should be high to resist such attacks.

Again, as stated for Boolean functions used in stream ciphers, we can not achieve all the
desirable properties for S-boxes used in block ciphers. We have to decide which properties
are more important depending on the application.

In writing this introduction, we have benefitted from Willi Meier’s tutorial in National
Workshop on Cryptology 2003 organized at Anna University, India.

2 Definitions

We provide some definitions and their importance in brief. Let IFy = GF(2). We consider
the domain of a Boolean function to be the vector space (IFy, @) over IFy, where @ is used
to denote the addition operator over both IFy and the vector space IF;. The inner product
of two vectors u,v € Iy will be denoted by (u,v). The weight of an n-bit vector u is the
number of ones in u and will be denoted by wt(u). The (Hamming) distance between two
vectors © = (x1, 9, -+, x,) and y = (Y1, Y2, - -, Yn) is the number of places where they differ
and is denoted by d(z,y). Let g : {0,1}" — {0,1}™ be an S-box and f : {0,1}" — {0,1}
be an m-variable Boolean function. The composition of f and g, denoted by f o g is an
n-variable Boolean function defined by (f o g)(x) = f(g(x)).

A truth table is a tabulation of all possible combinations of input values and their corre-
sponding outputs. The following provides an example of a 3-variable Boolean function. Note
that the input variables x3, x5, 1 are tabulated in each row. The function is represented in
the rightmost column. For an n-variable Boolean function the truth table contains n columns
for inputs, 1 column for output and 2™ rows for all the enumerations of the input variables.
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A function f is said to be balanced if its output column in the truth table contains equal
number of 0’s and 1’s (i.e. wt(f) =2""1). An (n,m) S-box g, is said to be balanced if [ o g
is balanced for every non-constant m-variable linear function [.

An important tool for the analysis of a Boolean function is its Walsh transform (WT). The
WT of an n-variable Boolean function f is an integer valued function Wy : {0, 1}"* — [—2",2"]
defined by (see [73, page 414])

Wil = 3 (-1,
welFy

An n-variable function is called correlation immune of order ¢ (¢-CI) if Wy(u) = 0 for all u
with 1 <wt(u) <t [109, 119]. Further the function is balanced if and only if W;(0) = 0. A
balanced ¢-CI function is called t-resilient. An (n,m) S-box g is said to be t-CI, if [ o g is
t-CI for every non-constant m-variable linear function [ (see [122]). Further, if ¢ is balanced
then g is called t-resilient.

A parameter of fundamental importance in cryptography is the nonlinearity of a function
(see [73]). This is defined to be the distance from the set of all affine functions. It is more
convenient to define it in terms of the spectrum of a Boolean function. The nonlinearity
nl(f) of an n-variable Boolean function f, is defined as

() = 2" — £ ma [W;(u)],

uc 2

For an (n,m) S-box g,
nl(g) = min{nl({ o g) : [ is a non-constant m-variable linear function }.

For even n, an n-variable function f is called bent if W;(u) = £23, for all u € F}
(see [99]). This class of functions is important in both cryptography and coding theory. For
even n, bent functions achieve the maximum possible nonlinearity.
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An n-variable Boolean function f satisfies strict avalanche criteria (SAC) if f(x)® f(z®a)
is balanced for any o € IFy with wt(a) = 1. A function f satisfies SAC(k) if every subfunction
obtained from f(xy,---,z,) by keeping at most k£ input bits constant satisfies SAC. An
(n,m) S-box g is said to be SAC(k), if [ o g is SAC(k) for every non-constant m-variable
linear function /.

A Boolean function f can be uniquely represented by a multivariate polynomial over IF'5.
This representation is called the algebraic normal form (ANF). The degree of the polynomial
is called the algebraic degree or simply the degree of f. For an (n, m) S-box g,

deg(g) = min{deg(l o g) : [ is a non-constant m-variable linear function }.

3 Thesis Plan

This thesis is based on six papers [46, 47, 48, 49, 50, 51]. We provide a brief summary of
the chapters which appear in the thesis. Chapter 1 contains the introduction. In Chapter 2
we provide the necessary preliminary material required in the later chapters.

In Chapter 3, we consider the problem of computing Walsh transform (WT) of a Boolean
function from its algebraic normal form (ANF). Two standard ways of representing a Boolean
function are its truth table representation and ANF representation. Given a truth table we
can compute WT by using the fast WT [73] which has complexity O(m2™), where m is the
number of input variables. Hence it is useful if m is around 40 or less. Some Boolean functions
have very compact ANF. An example is g(z1, - To) = 21209 B T324 ® - - - B Top_1T2, which
is a bent function. In general nothing can be said about the WT of a 50-variable Boolean
function using the fast WT. We try to provide some answers to this problem. Clearly, it is
not possible to compute the WT at all 2™ points. Suppose we want to compute WT at a
small set of points. We show that this is possible in certain cases where the Boolean function
has a compact ANF.

We obtain a formula for the WT of a Boolean function at a certain point in terms of
parameters derived from the ANF. We simplify this formula and develop an algorithm to
evaluate it to compute the WT at any point. In certain cases, It is possible to run our
algorithm for 50 to 100 variable functions having a few hundred terms in their ANF. For
such functions it is possible to compute the WT for a small set of points. This provides
some useful information about the function such as the size of its support and an estimate
of its nonlinearity. Note that for small number of variables, the fast WT is faster than our



algorithm. Hence we do not provide a substitute for the fast WT; rather we provide a tool
to analyse a Boolean function in situations where the fast W'T cannot be used.

An important cryptanalytic method for the DES algorithm is the linear cryptanalysis
method presented by Matsui in [76], which makes use of correlations between the input and
output of the round functions of DES. Nyberg [86] presented three correlation theorems and
applied them to partial cryptanalysis of several symmetric ciphers.

In Chapter 4, we continue the work of Nyberg [86] in a more theoretical direction. We
consider a general functional form and obtain its WT. Two of Nyberg’s correlation theorems
are seen to be special cases of our general functional form. S-box look-up, addition modulo
22k and X-OR are three frequently occurring operations in the design of symmetric ciphers.
We consider two methods of combining these operations and in each case apply our main
result to obtain the WT. Our result have possible applications to analysis of reduced round
block ciphers.

In Chapter 5, we construct perfect nonlinear multi-output Boolean functions satisfying
higher order SAC. Our first construction is an infinite family of 2-output perfect nonlinear
functions satisfying higher order SAC. This construction is achieved using the theory of
bilinear forms and symplectic matrices. Next we build on a known connection between 1-
factorization of a complete graph and SAC to construct more examples of 2 and 3-output
perfect nonlinear functions. In certain cases, the constructed S-boxes have optimal trade-off
between the following parameters: numbers of input and output variables, nonlinearity and
order of SAC. In case the number of input variables is odd, we modify the construction for
perfect nonlinear S-boxes to obtain a construction for maximally nonlinear S-boxes satisfying
higher order SAC. Our constructions present the first examples of perfect nonlinear and
maximally nonlinear multioutput S-boxes satisfying higher order SAC. Lastly, we present a
simple method for improving the degree of the constructed functions with a small sacrifice in
nonlinearity and the SAC property. This yields functions which have possible applications
in the design of block ciphers.

The next three chapters consider construction of resilient S-boxes and their implementa-
tion. We briefly describe each of them below.

In Chapter 6, we describe two constructions. In the first construction we describe a
simple method using [n — d — 1, m,t + 1] linear binary code to construct an n-input, m-
output, t-resilient function with degree d > m and nonlinearity 27! — 2n=1@+D/2l _ (1 +
1)27=4=1 For any fixed values of parameters n,m,t and d, with d > m, the nonlinearity
obtained by our construction is higher than the nonlinearity obtained by the only previously



known construction which provides d > m (due to Cheon [24]). The second method is
a simple modification of a construction due to Zhang and Zheng [122] and constructs n-
input, m-output resilient S-boxes with degree d > m. We prove by an application of the
Griesmer bound for linear error correcting codes that the modified Zhang-Zheng construction
is superior to the method of [24].

In Chapter 7, we use a sharpened version of the Maiorana-McFarland technique to
construct nonlinear resilient S-boxes. The nonlinearity obtained by our construction is better
than previously known construction methods. The idea is to use affine functions on small
number of variables to construct nonlinear resilient functions on larger number of variables.
For Boolean functions, the Maiorana-McFarland technique to construct resilient functions
was introduced by Camion et al [14]. Nonlinearity calculation for the construction was
first performed by Seberry, Zhang and Zheng [107]. This technique was later sharpened by
Chee et al [23] and Sarkar-Maitra [103]. For S-boxes, this technique has been used by [63]
and [89]. Here we develop and sharpen the technique of affine function concatenation to
construct nonlinear resilient S-boxes. This leads to significant improvement in nonlinearity
over that obtained in [89] and provides S-boxes with currently best known nonlinearity.

In Chapter 8, we consider implementation aspects of resilient S-boxes. We first discuss
the applicability of resilient S-boxes to the nonlinear combiner model of stream ciphers.
Next we consider the software implementation of Maiorana-McFarland resilient S-boxes.
Most papers on construction of resilient Maiorana-McFarland Boolean functions and S-boxes
provide mathematical descriptions which are not sufficient for implementation purposes.
Moreover, the mathematical description do not bring out the fact that in most cases such
S-boxes can be efficiently implemented using a small amount of memory. Our work shows
that these S-boxes can be implemented using a small amount of memory and the output of
an S-box can be evaluated using very little computation.
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