
Design of Iteration on Hash Functions

and its Cryptanalysis

MRIDUL NANDI

Applied Statistics Unit

Indian Statistical Institute

Kolkata - 700108

India.

1



Design of Iteration on Hash Functions

and its Cryptanalysis

Mridul Nandi

A thesis submitted to the Indian Statistical Institute

in partial fulfillment of the requirements for the degree of

Doctor of Philosophy

May 2005

under the supervision of

Professor Bimal Roy

Applied Statistics Unit

Indian Statistical Institute

Kolkata - 700108

India.

2



Dedicated to my parents



Preface

Cryptology consists of two complementary fields of research. One is cryptography,

where the development of new schemes or algorithms are concerned and the other

one is cryptanalysis which provides an attack algorithm to break the cryptographic

algorithm. In the modern age, cryptology is a highly studied area in computer science.

The cryptographic hash function is popular in many digital applications, like digital

signature, digital time-stamping, message authentication, PKI or public key infrastruc-

ture etc. The main reasons of having huge applications of hash function is that an

output of a hash function can be considered as “compact”, “unambiguous”, “one-way”

or random transformation of the message. So proper design of hash function is an

important research area.

Till now there are many proposals of hash functions. Most of them are constructed from

scratch and rest of them are designed by using some other primitives of cryptography,

like Block Ciphers, Stream Ciphers etc. Many researches have been made in designing

hash functions or making cryptanalysis on hash functions. Unfortunately, most of the

proposed hash functions are not secure, that is, there exists cryptanalysis on these

hash functions. One of the major component of designing a hash function is domain

extension of hash functions. The classical approach of extending hash functions is

being scrutinized by many people. There are many drawbacks in the classical approach.

Nowadays many researches to extend the range of hash function also have been made.

In this thesis, we study the both problems stated above, the domain extension and the

range extension of hash function. We also study some type of cryptanalysis, mainly

multicollision attack on hash function. Thus we provide many methods of extending

domain and study the standard security properties. At the same time we also provide

some attacks on some popularly designed hash functions. The author hopes that the

research in this thesis would be helpful to advance the study in this significant field.

May, 2005

Mridul Nandi
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Chapter 1

Introduction

In this thesis we present some new designs of iteration of cryptographic hash functions

and study the standard security properties. We also study cryptanalysis of hash func-

tions. A hash function is an easily computable function, H(·), from the set of all finite

length binary strings {0, 1}∗ to {0, 1}n, a set of all binary strings of length n > 0. One

can transform an English text or a message to a finite binary string and hence the set

of all messages can be identified with {0, 1}∗. Nowadays hash functions have been used

in many practical applications. For example, digital signature [7, 19, 25, 31, 67], digital

timestamp [4, 32], message authentication code (or MAC) [47, 101], public key encryp-

tion [16, 93] etc. The main reason for applying hash function is that an output of a

hash function can be considered as “compact”, “unambiguous”, “one-way” or random

transformation of the message. The hash-output, H(M), of a message, M , can be used

to uniquely identify M . This explains the term “unambiguous transformation”. Beside

the unambiguity, the hash output should look like random. It is not desirable that,

from a hash output of a message one can predict the message. It explains the term

“one-way”. The term “compact” refers the fact that for any finite length message, the

output size of a hash function is fixed. So we do not need to care about the variable

length messages for designing other primitives as we can use the hash function as a

preprocessor. While we design a hash function, H(·), we keep several requirements

in mind. These are collision resistance, multicollision resistance, preimage resistance,

target collision resistance and 2nd preimage resistance [77].

1. collision resistance : It should not be “easy to find” M1 6= M2 such that

H(M1) = H(M2). We say the above event by collision and the pair of the

messages (M1, M2) by a collision pair. The term “easy to find” roughly means
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a polynomial time algorithm. Although there are many collision pairs of a hash

function, there are no polynomial time algorithm which can find any of them.

2. multicollision resistance : There is a generalized notion of collision resis-

tance, known as multicollision resistance. For r-way collision resistance or multi-

collision resistance, it would be hard to find an r-set {M1, · · · ,Mr} and an n-bit

value, z, such that H(Mi) = z, 1 ≤ i ≤ r. We call the above event multicollision

and the set {M1, · · · ,Mr} an r-way collision set.

3. (2nd) preimage resistance : In case of the preimage resistance, given a random

output z, it would not be easy to find a message M with H(M) = z. The message

M is known as an preimage of z. In case of the 2nd preimage resistance, given a

random message M1, it would not be easy to find a collision pair (M1,M2).

4. target collision resistance : This is a variation of 2nd preimage resistance

for a hash family. This is also known as Universal One-Way Hash Family or

UOWHF. Here we have a family of hash functions, say {Hk}k∈K. It would not

be easy to find a collision pair in the following game :

- Commit a message M1.

- Given a random key k ∈ K, find M2 6= M1, Hk(M1) = Hk(M2).

Collision (or multicollision) resistance, (2nd) preimage resistance can be defined for a

hash family {Hk}k∈K. In these cases a random key k from K is given and then the

corresponding task is hard for the function Hk. For example, {Hk}k∈K is collision

resistance if it is hard to find a collision pair for a hash function Hk, where k is chosen

randomly from K. We will define these security notion in more details in Sect. 2.3.2.

There are many constructions of hash functions designed from scratch. In those cases, it

is not possible to prove the above resistance properties. But there were some evidences

to resist some standard attacks. Now we first make a list of all known constructions of

hash functions designed from scratch. Unfortunately, we have many attacks on most

of these constructions.

Example of Hash Functions :

- MD family : MD2 [39, 60], MD4 [23, 74, 98, 102], MD5 [24, 40, 75, 86, 102],

RIPEMD [21, 71, 102] etc.
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- SHA family : SHA-I, SHA-256, SHA-512 [8, 68, 69] etc.

- FFT (fast fourier transformation) family : FFT-I [2, 87], FFT-II [88, 89, 97] etc.

- Other Hash Functions : TIGER [1], Whirlpool [3], PANAMA [17, 73], HAVAL [78,

102, 106] etc.

Beside these hash functions there are many block cipher and stream cipher based hash

functions [46]. See Sect. 2.5.2 and Sect. 2.5.4 for more details. To design a hash func-

tion, people usually construct a fixed domain function, known as compression function,

and then iterate this compression function several times to make the domain {0, 1}∗.
The classical iteration is due to Merkle-Damg̊ard [20, 56]. The method of iterations

used in the classical iteration is very simple, efficient and easy to implement. Beside

this, it preserves the collision resistance and preimage resistance properties. That is,

the hash function is collision resistant and preimage resistant provided the underlying

compression function is collision resistant and preimage resistant respectively. There

are some other methods of iterations. For example, a modification of the classical

iteration which is more efficient than the classical iteration [53, 80, 84] and parallel

iteration which can be characterized by a directed tree [80]. We divide the design of a

hash function into two main components. The first one is to construct a good compres-

sion function, f : {0, 1}n × {0, 1}m → {0, 1}n, for some positive integers m, n > 0. In

the second component, we consider how to iterate this compression function to define

a hash function, H : {0, 1}∗ → {0, 1}n. We call this method of domain extension or

design of iteration. In Sect. 2.3.1 we describe different design of iterations. In this

thesis we mainly study the design of iteration.

1.1 Universal One Way Hash Family

Target collision resistance or Universal One Way Hash Family or UOWHF was first

introduced by Naor and Yung [67] in 1989. They constructed a UOWHF based on an

one-way function. They also designed a signature scheme based on a UOWHF. The

target collision resistance has several importance over the collision resistance property

for the following reasons;

1. Theoretical Existence : UOWHF exists under the assumptions of existence of

one-way function but there is no known theoretical construction of CRHF from an one-
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way function. Moreover, Simon [94] had shown that there is an oracle relative to which

a UOWHF exists but CRHF (collision resistance hash function) does not exist. But

existence of collision resistance hash functions have been shown under the hardness of

discrete log problem [15, 55, 95] or the hardness of factoring an integer [29].

2. Level of Security : Target collision resistance is a weaker notion than the collision

resistance property. That is, a family of hash function is always UOWHF whenever

it is CRHF, but the converse need not be true. Many attacks including the birthday

attack for collision, which are applicable against collision resistance property, can not

be applied in the case of the target collision resistance. Thus the security level of target

collision resistance is expected to be more than that of collision resistance.

3. Applications : In many constructions, a CRHF can be replaced by a UOWHF. For

example, in public key encryption [16, 92], in digital signature [7]. Naor and Yung [67]

had designed a signature scheme by using a UOWHF. Bellare and Rogaway [7] had

also designed a generic signature scheme based on UOWHF.

In the light of the above discussion, it is important to study, how to design a target

collision resistance hash family. One can design a UOWHF by constructing a com-

pression function and then by applying some design of iterations. Unlike in collision

resistance, the classical iteration (also tree based iteration) can not be applied here as

it does not preserve the target collision resistance or UOWHF-ness property. Bellare

and Rogaway [7] suggested a mask based parallel domain extension which preserves

UOWHF-ness. A mask is a part of the key. Here the key size (related to the number

of masks) of the hash function grows as the domain of the hash function increases.

There are many other parallel and sequential designs. We will describe many of these

in Sect. 2.5.1 in more details. The signature scheme proposed by Bellare and Rog-

away [7] uses the key k of the hash family as both an input and output of the signature

algorithm. Therefore, the shorter the key better the signature scheme. These facts

lead us to design UOWHF-preserving domain extensions which have less number of

mask. At the same time, we also try to design a parallel algorithm. It makes hash

function faster.
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Our Contribution

In this thesis we design two new parallel universal one way hash families. The first

one [48, 49, 61] is based on a complete binary tree and its key size is minimum among

the class of all known complete binary tree based constructions [7, 81]. In fact, it

is optimum in a wide subclass of binary tree based UOWHF-preserving (we also call

it valid) domain extensions. We also give a strong evidence [62] to claim that it is

optimum in the class of all complete binary tree based valid domain extensions. The

second construction [62, 63] has minimum key size and almost maximum parallelism

among all mask based constructions. We also provide a sufficient condition to check

valid-ness property [63]. Surprisingly, we show all known constructions [7, 48, 49, 61,

62, 63, 81, 83, 92] satisfy this sufficient condition.

1.2 PGV-Hash Families

A block-cipher is a family of permutations, E : {0, 1}n × {0, 1}k → {0, 1}n, which

are used to design symmetric encryption schemes [18, 27, 42]. An ideal block-cipher

should behave like a random permutation. If a block-cipher is indistinguishable with a

random permutation then it is also called a “secure” block cipher [18]. People designed

hash functions (mainly the underlying compression functions) based on a secure block

cipher [103]. We list some popular block cipher based compression functions, f(h, x),

where the key size is same as that of plain-text, i.e. k = n and h, x are n-bit strings.

• Davis-Meyer [72] compression function, Ex(h)⊕ h, MMO [54] etc.

• Miyaguchi et al [59] and Preneel [72] compression function, Ex(h)⊕ x⊕ h.

• Preneel, Govaerts, and Vandewalle [72] classified block cipher based compression

functions, Ea(b)⊕ c, where a, b, c ∈ {h, x, h⊕ x, v}.

Here, v is a fixed n-bit string. These sixty-four compression functions are known as

PGV-compression functions. Black, Rogaway and Shrimpton [10] first analyzed the

PGV hash function (based on PGV-compression functions) in the black-box model.

The black box model is the model where an attack algorithm takes the underlying
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block cipher as a black box [90, 91]. They had shown [10] that twenty among sixty-

four PGV-hash functions are collision and preimage resistance in the black box model.

As we have already seen that it is also important to study the security of target collision

resistance. But all PGV-hash functions and other block cipher based hash functions are

not hash families and hence the target collision resistance or UOWHF-ness property

can not be studied since target collision resistance is defined on a hash family only.

Our Contribution

In this thesis we first generalize the PGV-hash functions into a generalized PGV-hash

family by introducing a variable named, key of the hash family. We study the collision

resistance, target collision resistance and preimage resistance properties and we see

that forty-two among sixty-four generalized PGV-hash families are secure [50, 51]. We

have also seen that these security level of these secure hash functions are tight and

hence can not be further improved.

1.3 Multicollision Attack

Multicollision security is a generalized notion of collision security. Instead of a pair we

have a set of different inputs whose hash values are same. The multicollision attack

has several applications including Joux’s attack [38] on a concatenated hash function.

There are some other practical applications where multicollision secure hash functions

are required. For example, the micro-payment scheme Micromint [76], the identification

scheme of Girault and Stern [30], the signature scheme of Brickell et al [12] etc. Joux

showed that the classical iteration is vulnerable to the multicollision attack. The same

attack can be carried through in case of tree based hash functions. Recently there is an

efficient second preimage attack on classical hash functions [41]. Thus it is worthwhile

to design a modified version of classical iteration and study the security properties.

Our Contribution

In the light of the above discussion it remains an open question how to find a good

design of hash functions secure against multicollision attack. In this thesis we have
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some negative results to this question. Here we study a general definition of the

classical hash function by hashing message blocks more than once. This generalization

is a natural way to fix the classical iteration and it is therefore worthwhile to study this

approach in detail. Unfortunately, we show that, there are efficient multicollision attack

on generalized hash functions [66]. In this thesis we show 2K-way collision attacks on

n-bit generalized sequential hash functions with time complexity O(nK22n/2) for a

positive integer K, which is a reasonable improvement over the birthday attack. We

also show multicollision attacks [66] with time complexity O(nK22n/2) on the class of

generalized tree based hash functions or a parallel design of hash functions. Thus we

rule out a natural and a big class of design of hash functions in finding multicollision

secure hash functions.

1.4 Double Length Compression or Hash Functions

Birthday attack is the most popular attack in hash function (see Sect. 2.3.4) [70, 96].

The birthday attack is generic in nature and hence can be applied to any hash function,

rather any function. The birthday attack on n-bit hash functions has time complex-

ity O(2n/2). For small values of n, the birthday attack can be practically feasible.

In many block cipher based hash functions the values of n are small (e.g. n = 64 or

128 [18, 42, 103]). One way to avoid these by constructing a hash function from scratch

where the output size is large. For example, SHA-256, SHA-512 [68, 69] etc. The other

way is to design a hash function of size 2n from one or more than one underlying n-bit

compression function(s). In this thesis we are interested to study the latter and hence

we consider the following problem;

Problem : Given a “good” compression function, f : {0, 1}n+m → {0, 1}n ( or s com-

pression functions f1, · · · , fs : {0, 1}n+m → {0, 1}n), how to design a collision resistant

or preimage resistant compression function F : {0, 1}N → {0, 1}2n and a hash function

H : {0, 1}∗ → {0, 1}2n, where N > 2n.

The compression function, F : {0, 1}N → {0, 1}2n, is termed as a double length com-

pression function and the hash function H : {0, 1}∗ → {0, 1}2n is known as a double

7



length hash function. It may not be possible to design a collision resistant double

length compression function (or hash function) by assuming only that the underlying

compression function is collision resistant. Thus we assume a stronger assumption that

the underlying compression function is a random function [14] (see Sect. 2.3.3). The

term “good” compression function means that the function is a random function.

Designing a secure double length compression function would be sufficient to construct

a secure double length hash function since the classical hash function is as collision and

preimage secure as the underlying compression function. The most natural and efficient

construction of a double length hash function is the concatenated hash function H||G,

where H and G are two classical n bit hash functions based on a compression function

f(·) with two different initial values. H(·) and G(·) can also be based on two different

compression functions f1 and f2. This concatenated hash functions had been popularly

used in many industries as it is very simple to implement and efficient. Recently, A.

Joux [38] showed that there is a collision attack on the concatenated hash function in

time complexity O(n2n/2). There were several attempts to construct a secure block

cipher based double length compression functions, like MDC-2 [11], MDC-4 [57], Yi-

Lam [99, 104, 105] hash functions, LOKI [13] etc. There are also a class of double

length hash function based on block ciphers [33, 44, 45, 85]. Unfortunately, there are

several efficient attacks on most of these. Also the remaining constructions do not have

any security proof. Thus it is an interesting problem to design a secure double length

hash function with a security proof. Recently, Lucks [26, 52] and Hirose [34] designed

secure double length hash functions but the efficiency of their hash functions are poor

and in some cases stronger assumptions are required.

Our Contribution

In this thesis we design a class of double length compression function [64] and study

their security properties in the random oracle model. We show many compression

functions from the class are maximally secure. We design a simple double length com-

pression function based on three independent compression functions [65]. We show that

the security level is much more than that of the underlying compression functions. We

design an efficient double length hash function [64]. The efficiency of the construction

is almost same as that of the insecure concatenated hash functions and the security

8



level is almost the maximum security level. Finally we propose the best known efficient

double length hash function and we leave the security of this hash function as an open

question.

1.5 Organization of The Thesis

This thesis is based on our following papers [48, 49, 50, 51, 61, 62, 63, 64, 65, 66]. In this

Chapter 1, we give an introduction of hash function including universal one way hash

family, PGV-hash functions, double length hash functions and multicollision attack

on hash function. We briefly describe motivation and contribution of the thesis. In

Chapter 2, we built a background of the thesis. This includes a short note on standard

mathematical terminologies, graph theory [22], theory of hash function, the black box

or random oracle model [90, 91] and the behavior of adversary in random oracle model.

We also provide a detailed description of literature survey which motivate our research

work presented in Chapter 3 to Chapter 6. At the end of this chapter we state our

main results of this thesis.

Chapter 3 is based on our papers [48, 49, 61, 62, 63]. We prove a sufficient condition

for UOWHF-preserving (or valid) domain extensions. We also describe our two new

parallel domain extensions and study the validness of our constructions. We also study

the optimality of these constructions.

Chapter 4 is based on our papers [50, 51]. We generalize the definition of PGV hash

functions and study their security properties.

Chapter 5 is based on our paper [66]. Here we first note some limitation of classical hash

functions and then we consider a natural wide class of domain extensions, generalized

sequential hash functions and generalized tree based hash function. Finally, we propose

several attacks on generalized sequential hash functions and generalized tree based hash

functions.

Chapter 6 is based on our papers [64, 65]. In this chapter we study different methods of

double length hash functions. Then we propose a class of double length hash functions

of rate 1/4, a rate 1/3 double length hash functions and finally a rate close to 1/2 (also

a rate close to one) double length hash functions. Finally we conclude and state future

research works in Chapter 7.
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Chapter 2

Preliminaries and Related Works

2.1 Basic Definitions and Notations

The mathematical object “set” is most important language in many scientific areas.

We state few notations from set theory which are used in this thesis. A set, A, is called

an l-set if the number of elements of A are l. We say that, the size (or cardinality)

of the set A is l and it is denoted by |A|. We use the following standard notations to

denote some standard sets;

- N = {1, 2, · · ·} : set of natural numbers.

- Z = {0, 1,−1, 2,−2, · · ·} : set of integers.

- [a, b] = {a, a + 1, · · · , b}, where a ≤ b are integers.

- Zl = [1, l], l ∈ N.

Beside the standard set theoretic operations union “∪”, intersection “∩”, minus “\”,

there are some other operations which are unordered or ordered cartesian product.

Given two sets A and B, the unordered cartesian product is the set {{x, y} : x ∈
A, y ∈ B and x 6= y}. We use the notation V (2) to denotes the unordered cartesian

product of V by itself. Thus we have, V (2) = {{x, y} : x, y ∈ V, x 6= y}. In other

words, V (2) denotes the set of all 2-subsets of V . The ordered cartesian product

A×B = {(x, y) : x ∈ A, y ∈ B}. For n ∈ N, V n = V × · · · × V (n-times).

An n-bit string (or binary string) is an element from {0, 1}n. We use the notation

x = x1x2 · · · xn to denote (x1, x2, · · · , xn), where xi = 0 or 1. The length of the string x

is n and we write |x| = n. Let λ denote the empty string, the string of length zero. We
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write {0, 1}0 = {λ}, {0, 1}∗ = ∪∞i=0{0, 1}i and {0, 1}≤N = ∪N
i=0{0, 1}i. Let x = x1x2 ·xn

and y = y1y2 · · · ym be n and m bit strings respectively. Then the concatenation of x

and y, x||y (or xy only) is the (n+m) bit string x1 · · ·xny1 · · · ym. We use xi to denote

the string x · · · x (i times), where x = 0 or 1.

Let ≺ be a totally order on an n-set A, then we have a1 ≺ a2 ≺ · · · ≺ an, where

A = {a1, a2, · · · , an}. Let {xa : a ∈ A} be a set of finite binary strings. For a fixed

totally order ≺ on A as above, define xA by the string xa1|| · · · ||xan .

We use some complexity theoretic notations, namely, O(·), Ω(·), Θ(·) and o(·). Let

f, g : N → N be two functions on a set of natural numbers. We write

- f(n) ∈ O(g(n)) if there exists C > 0 such that f(n)
g(n)

≤ C, for all n > 0.

- f(n) ∈ Ω(g(n)) if g(n)
f(n)

≤ C, for all n > 0.

- f(n) ∈ Θ(g(n)) if f(n) ∈ O(g(n)) and g(n) ∈ O(f(n)).

- f(n) ∈ o(g(n)) if limn→∞
f(n)
g(n)

= 0.

We use the notations f(n) = O(g(n)) instead of f(n) ∈ O(g(n)). Similarly, we have

f(n) = Ω(g(n)), f(n) = Θ(g(n)) and f(n) = o(g(n)). See [55, 95] for more details.

2.2 A Note on Graph Theory

A graph, G, is a pair (V, E), where E ⊂ V (2). V is known as the set of vertices and E is

known as the set of edges. A directed graph, G, is a pair (V,E), where E ⊂ V 2. Here,

E is known as the set of arcs. Given a directed graph we can obtain an induced graph

by replacing arcs by edges. Thus, for a directed graph, G = (V,E), the induced graph

G1 = (V, E1), where E1 = {{x, y} : (x, y) ∈ E}. Sometimes, we use uv (or u → v) to

denote an edge (or arc) instead of {u, v} (or (u, v) respectively), where u, v ∈ V .

The set of neighbors of a vertex, v, is {u ∈ V : uv ∈ E} and it is denoted by N(v). The

degree d(v) of a vertex v is |N(v)|. In case of a directed graph we have two notions of

degrees. The in-degree of a vertex v is indeg = |{u ∈ V : u → v}| and the out-degree

is outdeg = |{u ∈ V : v → u}|.
A labeled directed graph, G = (V, E), where E ⊂ V × V × L, for some set L, called

label set. A labeled arc (u, v, x) ∈ E is also pictorially denoted by u →x v.
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Definition 2.1 G = (V,E) is called a tripartite graph (see Fig. 2.1) if there are

three disjoint nonempty sets of vertices A, B and C such that A ∪ B ∪ C = V and

E ⊂ {uv : u ∈ A, v ∈ B or u ∈ A, v ∈ C or u ∈ B, v ∈ C}.

w1 = w2

· · ·

u1 u2 ur

v1

vr wr

A

B C

· · ·

v2 · · ·

Figure 2.1: Tripartite Graph

A (directed) subgraph, G1 = (V1, E1), of G is a (directed) graph such that V1 ⊂ V and

E1 ⊂ E. For k ≥ 0, a path P (from v0 to vk) of length k of a graph G is a (directed)

subgraph (V1, E1) of the form, V1 = {v0, v1, · · · , vk}, E1 = {v0v1, v1v2, · · · , vk−1vk} (or

E1 = {v0 → v1, · · · , vk−1 → vk}). We use the notation v0 ⇒ vk

We also say the vertices v0 and vk are connected or connected by P . For any graph, a

vertex v is always connected by itself by a path of length zero. Any two vertices of a

connected (directed) graph G is connected.

A cycle C, of a graph G is a subgraph (V1, E1) of the form, V1 = {v0, v1, · · · , vk},
E1 = {v0v1, v1v2, · · · , vk−1vk, vkv0} (or E1 = {v0 → v1, · · · , vk−1 → vk, vk → v0}).
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2.2.1 Rooted Directed l-ary Tree

A connected acyclic graph, one not containing any cycle, is called a tree. A directed

tree is a directed graph where the induced graph is a tree. We use the notation T for

a tree.

A rooted directed tree T = (V, E) is a directed tree in which, there is a special vertex

q, called root, and for any other vertex v, v ⇒ q.

For an integer l ≥ 2, an l-ary rooted directed tree is a rooted directed tree so that

indeg(v) ≤ l, for all v ∈ V . The vertices with in-degree zero are known as leaves and

all other vertices except root are known as intermediate nodes.

For any vertex u 6= q, there is a unique edge u → v. Denote this edge by eu. The vertex

v is known as the father of the vertex u and u is the son of v. son(v) = {u : u → v}
is the set of sons of v. In case of binary tree there are at most two sons. We say these

by left and right sons. Note that indeg(v) = |son(v)|.
Define level of a vertex v, l(v) by the number of vertices of the path from v to the

root q. Thus l(q) = 1. Height of the tree ht(T ) or t (say) is the maximum level of any

vertex. We call height of a vertex v, ht(v) by t + 1− l(v).

We use L = L[T ] to denote the set of leaves of the tree T and U = U [T ] = V \(L∪{q})
to denote the set of intermediate nodes. Given a vertex v ∈ V in a rooted tree T , we

can define an induced subtree, T [v], rooted at v by (V [v], E[v]) where V [v] = {u ∈ V :

u ⇒ v} and E[v] = {(u1, u2) ∈ E : u1, u2 ∈ V [v]}. We use L[v] to denote L[T [v]].

Examples.

1. A 2-ary tree is also known as a binary tree. A complete binary tree of height t is

T = (V,E) where V = [1, 2t − 1] for some t, E = {{i, bi/2c} : 2 ≤ i ≤ 2t − 1}. See

Fig. 2.6 for a complete binary tree of height four.

2. For n ≥ 1, a path {v1 → v2 · · · → vn} of length n− 1 is also known as n-sequential

tree with root vn. We call the vertices v1 and vn end vertices.

3. l-dim tree : l-dim tree consists of several sequential tree in l many directions. For

example, when l = 2, a 2-dim tree is shown in the Fig. 2.2. For integer t, a = dt/2e
and b = t − a. Let Tt = (Vt, Et), where Vt = {1, 2, · · · , 2t} and Et = {ei : 2 ≤ i ≤ 2t}
where ei = (i, i− 1) for 2 ≤ i ≤ 2a, ei = (i, i− 2a) for 2a < i ≤ 2t.
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Figure 2.2: A 2-dim tree

2.2.2 Operation on Trees

Let T1 and T2 be two disjoint directed subtrees T1 = (V1, E1) and T2 = (V2, E2), i.e.

V1∩V2 = ∅. Define a join of trees T1 and T2 by T1+(u1,u2)T2 = (V, E), where V = V1∪V2

and E = E1 ∪ E2 ∪ {(u1, u2)} and ui ∈ Vi, i = 1, 2. Thus, T1 and T2 are joined by an

arc (u1, u2). Similarly, we can join two un-directed trees T1 and T2 by an edge u1u2

and we denote it by T1 +u1u2 T2.

We can define subtraction by a subtree. If T1 is a subtree of T then T −T1 denotes the

subtree of T by removing T1 from T . Similarly we can define union of trees.

T

binary

tree

i-sequential tree

Figure 2.3: An i-λ-tree or λ-tree, i ≥ 2

For i ≥ 2, an i-λ-tree (see Fig. 2.3) is a join of an (i− 1)-sequential tree and a binary

tree, joined at the root of the binary tree with one end of the sequential tree. For

i = 1, 1-λ-tree is nothing but a binary tree.
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2.3 A Note on Hash Function

2.3.1 Design of Iteration on Hash Function

A hash function, H : {0, 1}∗ → {0, 1}n, is an easily computable function. But in

practice, a function with domain {0, 1}≤N , for large integer N would suffice. A hash

function H : {0, 1}N → {0, 1}n is also termed as (N, n) hash function. We say a family

of (N,n) hash functions {Hk}k∈{0,1}K by (N, n, K) hash family. We say k ∈ {0, 1}K by

the key of the hash function Hk.

Usually, a hash function is designed in two steps. We first design a small domain

compression function, f : {0, 1}n × {0, 1}m → {0, 1}n, m > 0. Compression functions

are either designed from scratch or it is based on some other primitives like block-

cipher, stream-cipher etc. After defining a compression function, we extend the domain

to define a hash function. We call a method of domain extension by design of iteration

as we iterate a compression function several times. Further we divide the design of

iteration in two main following steps ;

1. Padding Rule : We append some unambiguous pad including a binary repre-

sentation of the length of the message. Padding is essential as the domain of the

underlying compression function is of the form {0, 1}n+m. It also helps to avoid

some trivial attacks on a hash function [55].

2. Combining Rule : After having a suitable sized padded message, M , we try to

iterate the compression function f(·) in a particular way. Combining rule says

the rule of combination of the compression functions.

For example, let f : {0, 1}2n → {0, 1}n be a compression function. We define two

extended functions, F1, F2 : {0, 1}4n → {0, 1}n by

1. F (x1||x2||x3||x4) = f(f(f(x1||x2)||x3)||x4),

2. F2(x1||x2||x3||x4) = f(f(x1||x2)||f(x3||x4)),

where |x1| = |x2| = |x3| = |x4| = n. The functions F1 and F2 can be captured by trees

in Fig. 2.4. We have placed the underlying compression function f on each node and
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through the arcs the outputs of f are flowing. We say these two directed trees by the

underlying trees of the extended functions. In the case of F1, the flow is sequential

and hence the underlying tree is a sequential tree and in the case of F2, the underlying

tree is a binary tree as the input of the final invocation is the concatenation of the

outputs of the previous invocations of f . We can define two functions F ′
1 and F ′

2 on

{0, 1}≤(4n−1) where F ′
j(X) = Fj(X||10i), where i = 4n− 1− |X| and j = 1 or 2.

f f f

f

ff

F1 F2

Figure 2.4: The Combining Rule of Iteration

In this thesis we are mainly interested in the design of iteration (more precisely, in

the combining rule) and study the security properties of hash functions. Thus given a

good underlying compression function we define several good hash functions. Unless

we mention, the underlying compression function, f : {0, 1}n × {0, 1}m → {0, 1}n.

1. Classical Iteration [20, 56]

Here we define a simplified version of Merkle-Damg̊ard method. Let M be a message,

|M | < 2m and let h0 be an n-bit initial value. We choose smallest i ≥ 0 such that

|M | + i + 1 is multiple of m. Let 〈|M |〉 be the m-bit binary representation of |M |.
Thus we write M ||10i||〈|M |〉 = m1||m2 · · · ||ml for some positive integer l and |mi| = m,

1 ≤ i ≤ l. Now define H(M) by the following method ;

H(M) = hl, where hi = f(hi−1||mi), 1 ≤ i ≤ l. (2.1)

We also use the notation Hf to denote the classical hash function H based on the

compression function f . The underlying tree of the classical iteration is a path (or
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sequential tree). This hash function is also known as a sequential hash function. Note

that the domain of the hash function is {0, 1}≤N , where N = 2m − 1.

Consider a set of vertices V = {0, 1}n. We use the notation h →x h′ (a labeled arc) to

mean f(h, x) = h′. Here, |h| = |h′| = n and |x| = m. Thus, the computation of H(M)

can be represented by a labeled path from h0 to hl as follows;

h0 →m1 h1 →m2 h2 · · ·hl−1 →ml
hl or h0 ⇒M hl.

Thus, h0 ⇒M hl if and only if H(M) = hl. In Sect. 5.3, we generalize the classical

iteration where the message block can be hashed more than once.

2. Parallel Design of Iteration

Next we discuss a general class of parallel methods of design of hash functions [53, 80].

Define a class of hash functions where a hash function H from the class behaves in the

following manner;

1. It invokes f , a finite number of times.

2. The entire output of any intermediate invocation (not the final invocation) is fed

into the input of other invocations of f .

3. Each bit of the message, M , is fed into at least one invocation of f .

4. The output of the final invocation is the output of the hash function, H.

Note that, the above class of hash functions includes all natural design of iteration.

We make some reasonable assumptions to make the class simple and easy to study.

We assume the following;

1. The input of f is of the form h||x or x, where h is concatenation of output of

previous invocations of f and x is concatenation of message blocks.

2. Output of any invocation of f (except the final invocation) is fed exactly once.

Also each message block is hashed exactly once.
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hv1 hv3hv2

hv
 Mv

Figure 2.5: The Combining Rule of Iteration at node v

Thus, we have a rooted directed tree T = (V,E, q). From now onwards we fix a well

order ≺ on V . Let M = MV = Mv1|| · · · ||Mvr be a message, where m + n − |Mv| is

a non-negative multiple of n. In case of m = kn, for some integer k, Mv may be an

empty string. Mv denotes the message block which is fed into f placed at the node v.

For each node v, we recursively assign an n-bit string hv (intermediate hash value) as

follows (see Fig. 2.5);

hv = f(sv||Mv) if v ∈ L, otherwise hv = f(hson(v)||Mv). (2.2)

We define, H(MV ) = hq. Here sv is some fixed initial value and L is the set of leaves

of the tree T . For the simplicity assume that, either |sv| = n or |sv| = 0. We define

H(M) = hq, where q is the root of the tree T . Here we need

|Mv| = n + m− |sv| v ∈ L, |Mv| = n + m− indeg(v)× n otherwise. (2.3)

We need to assume that m ≥ |sv| − n and m ≥ (indeg(v)− 1)n, for all v ∈ V , so that

the hash function is well defined. We apply similar padding rule as in the classical

iteration so that we can divide the message into several blocks Mv’s which satisfies 2.3.

We say the hash function, H, is based on tree T and we write T to denote the class

of all such hash functions based on a tree. Note that a hash function is defined on a

domain, {0, 1}≤N , for large integer N . If a function, H, is defined on {0, 1}N then by

applying padding 10i we can define a function, H ′, on {0, 1}≤(N−1). In Sect. 5.5, we

generalize the tree based iteration where the message block can be hashed more than

once.
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3. Mask Based Parallel Iteration

Let {fk}k∈{0,1}K be an (n+m,n, K) hash family and T = (V, E, q) be a rooted directed

tree with |V | = r. Let ψ : V \ {q} → Zl be a function known as a masking assignment

(also an l-masking assignment). We define an (n + rm, n, P ) hash family {Hp}p∈{0,1}P

where P = K + nl. Let p = k||µ1|| · · · ||µl where |k| = K and |µi| = n, 1 ≤ i ≤ n. µi’s

are known as masks. Like the parallel iteration, we recursively define n-bit strings hv

and zv for each node v as follows;

zv = hv ⊕ µψ(v) where hv = f(Mv) if v ∈ L,

hv = f(zson(v)||Mv) if v /∈ L.

We define Hp(M) = hq. Now, |M | =
∑

v∈V |Mv| = n + r × m. This can be proved

by using induction on r [82]. We can also include initial value and in that case hv =

f(sv||Mv) for v ∈ L. But the domain size of the hash function will be reduced and

hence it is less efficient. For simplicity we do not include any initial value in the mask

based iteration. We say the hash function is based on the tree T and the masking

assignment ψ and we denote the class by M. The pair A = (T, ψ) is known as the

structure of the hash function. Thus it is enough to describe a structure while we

define a hash function. The hash family {fk} is known as base hash family and the

hash family {Hp} is known as the extended hash family. We also write A : {fk} → {Hp}
or A : (n + m,n, K) → (n + rm, n, K + nl). To define a hash function Hp on {0, 1}≤N

for large N , we can choose N = n + rm for large r and then we apply some standard

padding rule stated earlier to make the domain {0, 1}≤(N−1).

2.3.2 Types of attacks

We first list some standard attacks [77] on hash function. Let {Hk}k∈K be a hash

family. Note that, |K| can be one and in this case it is a single function.

1. (Multi-) Collision attack : Given a random key k ∈ K, find M1 6= M2 such

that Hk(M1) = Hk(M2). This pair (M1,M2) is also known as a collision pair of

the hash function H and the game is denoted by Coll. Similarly, given a random

key K, find an r-set C and z ∈ {0, 1}n such that for any M ∈ C, Hk(M) = z.
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This set C is known as a r-way collision set (or multicollision set) and z is known

as the collision value of the set C.

2. (2nd) Preimage attack : Given a random z ∈ {0, 1}n and a random key K,

find a binary string M such that Hk(M) = z. This M is known as the preimage

of the n-bit string z and the game is denoted by Inv. In case of second preimage

attack, given a random message M , find M ′ 6= M , such that H(M) = H(M ′).

3. Target Collision Attack : There is one more popular attack which is a little

modification of the 2nd preimage attack. Find a collision pair (M1,M2) in the

following game, called TColl.

(a) Commit an (n + m)-bit string M1 (guess stage).

(b) Given a random key k ∈ {0, 1}K , find M2 6= M1, such that Hk(M1) =

Hk(M2) (find stage).

The success probability or advantage of an attack algorithm A is defines as follows;

Definition 2.2 (Collision resistance, target collision resistance, and inversion resis-

tance of an extended hash family ‘H’) Let H = {Hk}k∈K be a extended hash family.

Then the advantage of A with respect to (target) collision resistance and inversion

resistance are the following real numbers.

AdvColl
H (A) = Pr[k

R← K; M,M ′ ← A : M 6= M ′ & Hk(M) = Hk(M
′)]

AdvTColl
H (A) = Pr[M ← Aguess; k

R← K; M ′ ← Afind(M,k) :

M 6= M ′ & Hk(M) = Hk(M
′)]

AdvInv
H (A) = Pr[k

R← K; h∗ R← {0, 1}n; M ← A : Hk(M) = h∗]

Similarly we can define advantage for compression functions. If A is an adversary

making some queries and AdvXXX
Y (A) is a measure of adversarial advantage then we

write AdvXXX
Y (q) to mean the maximal value of AdvXXX

Y (A) over all adversaries A
that use queries bounded by the number q.
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2.3.3 Random Function and Random Permutation

As a designer point of view, we design good hash functions secure against all possible

attack algorithms. Thus, we need to formulate the definition of security in more detail.

We also need to specify the power and model of the adversary trying to achieve some

goals. In this thesis we mainly assume that the underlying compression function is

a random function. We also design a secure compression functions or hash functions

based on secure block-ciphers. In this case, we assume the underlying block-cipher as

a family of random permutations indexed by the key of the block ciphers. There are

several mathematical formulations of a random function or a random permutation. Let

FD→R be a set of all functions from D to R. A randomly chosen function f from FD→R

is known as a random function [14]. Similarly a randomly chosen permutation p from

PD→D is known as a random permutation where PD→D is a set of all permutations

on the set D. One can define a random function and a random permutation in the

following equivalent way;

Definition 2.3 A random function f on D to R taking values as a random variable

such that for any x ∈ D, f(x) has uniform distribution on R and for any k > 0 and

k distinct elements x1, · · ·xk ∈ D, the random variables f(x1), · · · , f(xk) are indepen-

dently distributed.

Definition 2.4 A random permutation E on D taking values as a random variable

such that for any k > 0 and k distinct elements x1, · · · , xk ∈ D, the random variable

f(xk) condition on f(x1) = y1, · · · , f(xk−1) = yk−1 is uniformly distributed over the set

D − {y1, · · · , yk−1}.

By abuse of notations we write f : D → R and E : D → D. We call f1, · · · , fs

independent random functions if fi’s are chosen independently and randomly from the

set FD→R. Similarly for independent random permutations E1, · · · , Es. We state an

equivalent definition of independent random functions and permutations and state a

proposition to generate a set of independent random functions.

Definition 2.5 We say a family of functions f1, · · · , fs : D → R are independent if

for any s subsets {x1
1, · · · , x1

k1
}, · · · , {xs

1, · · · , xs
ks
}, the random vectors (f1(x

1
1), · · ·,
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f1(x
1
k1

)), · · ·, (fs(x
s
1), · · ·, fs(x

s
ks

)) are independently distributed. We say f1, f2, · · · fs :

D → R are independent random functions if they are random functions and inde-

pendent too. Similarly, we say E1, E2, · · · , Es : D → D are independent random

permutations if they are random permutations and independent too.

Proposition 2.1 If f : {0, 1}n+k → {0, 1}m is a random function then the family of

functions {fs}s∈{0,1}k , fs : {0, 1}n → {0, 1}m defined by fs(x) = f(x||s), where |x| = n,

are independent random functions. In particular, if f : {0, 1}N → {0, 1}n is a random

function then f0, f1 : {0, 1}N−1 → {0, 1}n, fi(X) = f(i||X), |X| = N − 1 and i = 0, 1

are two independent random functions.

The Adversary in the Random Oracle Model

When a hash function, H(·), is designed based on a random compression function, f ,

an attack algorithm is an oracle algorithm, Af , with the oracle f . Thus,

- Adversary can ask several queries of f adaptively.

- Based on the query-response pairs adversary finally outputs.

Thus he choose x1, · · · xq adaptively and got responses y1, · · · , yq, where yi = f(xi). We

can think that yi as a realization of the random variable f(xi) which is observed by the

adversary. Define the complete list of query-response pairs ((x1, y1), · · · , (xq, yq)) by

the view of the adversary. Any output produced by the adversary should only depend

on the view. Moreover, if the adversary is finding collision for a hash function, H(·),
based on the compression function, f(·), and it outputs a pair of distinct messages

M 6= N then the values of H(M) and H(N) should be computed from the view.

When we have two or more compression functions f1, f2, · · · , we have a set of lists of

pairs {((x1
1, y

1
1), · · · , (x1

q, y
1
q )), ((x

2
1, y

2
1), · · · , (x2

q, y
2
q )), · · ·} where the first member is the

view due to the random compression function f1 and so on. This set will be called a

view of the adversary.

In case of block cipher based construction, an adversary, AE,E−1
, has access to oracles

E and E−1 where E is the underlying block-cipher which are assumed to be a random

permutations. Now he can make two types of queries, E and E−1. For E-query he

gives (a, x) and got response y such that Ea(x) = y. Similarly for E−1 query. Here,

the list of triples ((a1, x1, y1), · · · , (aq, xq, yq)) will be called a view of the adversary.

22



Again we follow the similar conventions. Firstly, an adversary does not ask any oracle

query in which the response is already known. Secondly, if M is one of the output

produced by an adversary, then the adversary should make necessary E/E−1 queries

to compute H(M) during the whole query process. These assumptions are meaningful

as any adversary A not obeying these conventions can easily be modified to obtain an

adversary A′ having similar computational complexity that obeys these conventions

and has the same advantage as A.

We define the complexity of an attack algorithm by size of the view to be required to

have non negligible [5] probability of success or advantage. The minimum complexity

of an attack algorithm is a measurement of security of the hash function.

2.3.4 Birthday Attacks

A natural and most popular attack is the birthday attack. The following algorithm is

the birthday attack for finding r-way collision of the function g with complexity q.

BirthDayAttack(g, q, r) :

1. Choose x1, · · · , xq randomly from the domain D and compute yi = g(xi) for

1 ≤ i ≤ q.

2. Return a subset (if any) C ⊆ {x1, · · · , xq} of size r such that C is an r-way

multicollision subset for the function g. Otherwise return a string “failure”.

The next Proposition gives an estimate of the complexity of the birthday attack in

finding r-way collision with significant probability. Here we assume that the function,

g : D → R, is a regular function. A function g is called regular if g(x) is uniformly

distributed on R, whenever x is uniformly distributed over D. When g is not regular

the success probability of the birthday attack is more [6].

Proposition 2.2 (Complexity of the birthday attack) : For any regular function

g : D → {0, 1}n the birthday attack finds r-way collision with probability O(qr/2(r−1)n).

Thus the birthday attack requires Ω(2n(r−1)/r) many queries to have an r-way collision

with significant probability.

23



Proof. Since x1, · · · , xq are randomly chosen from the domain D, g(x1), · · · , g(xq)

are independent and uniformly distributed over R. Thus, for any {i1, · · · , ir} ⊂ [1, q]

we have, Pr[g(xi1) = · · · = g(xir)] = 1/2(r−1)n. Let C1, · · ·Ck be all r-subsets of

{x1, · · · , xq} (the complete query list of the birthday attack) where k =
(

q
r

)
. Let Ei

denote the event that Ci is an r-way multicollision set. Thus, the event corresponding

to the existence of r-way collision in {x1, · · · , xq} is
⋃

i Ei. Hence, the probability of

having r-way collision set is

Pr(
⋃

i Ei) ≤ ∑
i Pr[Ei] =

(q
r)

2(r−1)n = O(qr/2(r−1)n).

Thus, the birthday attack requires Ω(2n(r−1)/r) many queries to have an r-way collision

with significant probability. 2

In case of the collision attack (or preimage or 2nd preimage attack), the birthday attack

for finding collision requires O(2n/2) (or O(2n)) queries to have significant success

probability. See [55, 95] for more detail discussion. Note that the birthday attack

for collision requires O(2n/2) many spaces to store all hash outputs. There is also a

variant of birthday attack [70] which requires constant amount of space. To have a

detail discussion in birthday attacks, one can see [6, 70, 95, 96, 100]

2.4 Universal One-Way Hash Family

UOWHF, Universal One Way Hash Family, was first introduced by Naor and Yung [67]

in 1989. They constructed a UOWHF based on an one-way function. A UOWHF is an

(n + m,n, K) family of hash functions {hk}, where the target collision attack (finding

collision in “TColl” game, Sect. 2.3.2) is difficult. Thus target collision resistance hash

family is known as Universal One-Way Hash Family or UOWHF. More precisely,

Definition 2.6 {hk}k∈K is an (ε, t)-UOWHF, if every adversary with runtime at most

t has at most ε success probability in target collision attack.

Let A extend an (n + m,n, K) hash family {hk}k∈K to an (N, n, P ) hash family,

{Hp}p∈{0,1}P , N > n + m. In notation, A : (n + m,n, K) → (N,n, P ) or A : {hk}k →
{Hp}p.
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Definition 2.7 A domain extension algorithm, A = (T, ψ) ∈M, A : (n+m, n,K) →
(N, n, P ), is called valid or UOWHF-preserving domain extension if for any (n +

m, n,K) base hash family, {hk}k∈K, which is (ε, t)-UOWHF, the extended (n+rm, n, K+

nl) hash family, {Hp}p∈P , is (ε′, t′)-UOWHF, where ε′ and t′ are constant multiples of

ε and t respectively.

In this thesis we are interested in designing valid domain extensions where the key

expansion i.e. (P−K) is as small as possible. Also we try to reduce the time complexity

by constructing parallel domain extension algorithms. The domain extension from the

class T stated in Sec. 2.3.1 is not valid [7]. But there are several mask based valid

domain extensions from M. If we consider a weaker definition than UOWHF (i.e.

the attacker has some more power) then it is possible to ignore masking up to some

rounds [36].

2.4.1 Masking Assignment on a Tree

A masking assignment (or l-masking assignment) on a rooted tree T = (V, E, q) is a

function ψ : V \ {q} → Zl, l ≥ 1. We also define the masking assignment ψ on E,

where ψ(ev) = ψ(v). Now we state some terminologies on a masking assignment.

Definition 2.8 ((strongly) even-free masking assignment)

A l-masking assignment ψ on T = (V,E) is called even-free masking assignment if for

any non-trivial sub-tree T1 = (V1, E1) of T there exists i ∈ Zl such that i appears odd

many times in the sequence ψ(E1) = 〈ψ(e1), · · · , ψ(ek)〉 where E1 = {e1, · · · , ek}. If

for every subtree T1 there exists an i such that i appears exactly once in the sequence

ψ(E1) then we say ψ is strongly even-free. This i is known as a single man of T1.

Proposition 2.3 (Properties of strongly even-free masking assignment)

If ψ is strongly even-free on T then for any subtree T ′ the function ψ restricted on T ′ is

also strongly even-free. If ψ is a strongly even-free masking assignment on two disjoint

subtrees T1 = (V1, E1) and T2 = (V2, E2) such that (u1, u2) ∈ E where ui ∈ Vi, i = 1, 2

then ψ is also a strongly even-free masking assignment on the subtree T1 +(u1,u2) T2

provided ψ((u1, u2)) does not appear in the multiset ψ(E1) and ψ(E2).
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Proof. If T ′′ is a subtree of T ′ then it is also a subtree of T and hence the first

statement follows. Let T ′ be a subtree of T = T1 +(u1,u2) T2. If it contains (u1, u2) then

the mask assigned on (u1, u2) is a single-man. Otherwise it is a subtree of either T1 or

T2. So, the second statement is proved. 2

8 13
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141210

4

15119

65 7

2

1

1

3

2 1 1 1 222

34 4

15

Figure 2.6: The tree T and the masking assignment ψ

Consider the masking assignment shown in Fig. 2.6. In this figure the masking as-

signments are described by the numbers written besides edges. Consider 2-λ-tree

T1 = T [3] +31 {1}. If a subtree of T1 contains the edge (6, 3) or (7, 3), then either 3 or

4 is a single-man. Otherwise 1 is a single-man. Thus ψ on T1 is strongly even-free. By

Proposition 2.3, ψ is strongly even-free on T2 = T [2]. Thus, it is strongly even-free on

T = T2 +21 T1 as the mask 5 appears only once in the arc (2, 1).

Definition 2.9 (level-unform masking assignment)

A level-uniform masking assignment on a k-ary tree T is a masking assignment ψ such

that for any two vertices u and v with l(u) = l(v), u1 ≺ · · · ≺ uk and v1 ≺ · · · ≺ vk,

sons of u and v respectively, we have ψ(ui) = ψ(vi) for all 1 ≤ i ≤ k.

The masking assignment, given in Fig. 2.6, is level-uniform. Consider a complete

binary tree T = (V, E) of height t. Define α, β : [1, t− 1] → Zl by α(i) = ψ(2t−i) and
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β(i) = ψ(2t−i + 1). If ψ is level-uniform masking assignment then the function ψ is

totally determined by α and β. An edge ei is called an α-edge (or a β-edge) if i is

even (or odd respectively). The mask on α-edge (or β-edge) is known as α-mask (or

β-mask respectively). A level uniform masking assignment is depicted in Fig. 2.7. We

also say the mask αi (or βi) is α-mask (β-mask respectively) at height i + 1.

a

b

1

1

at  a2

b
t - 1b

2
.    .    .

12

3

2

2    +   1
t-1

t-1

Figure 2.7: α and β functions in a level uniform masking assignment. Here, a denotes

the α mask and b denotes the β mask

2.5 Literature Survey

2.5.1 Universal One Way Hash Family

Naor and Yung [67] first constructed a Universal One Way Hash Family or UOWHF

based on a one-way function. There are many literatures [28, 43] in efficiency of one-

way function based universal one-way hash family. Naor and Yung also constructed a

signature scheme where a UOWHF is sufficient to prove the security of the signature

scheme. Bellare and Rogaway [7] constructed a generic signature scheme based on a

Universal One Way Hash Family (UOWHF). It was shown that one-way functions are

necessary and sufficient for signatures [79].

To construct a UOWHF on the arbitrary domain we start with a construction of

UOWHF with smaller domain from scratch, call it by a compression function, and

then extend it to the arbitrary domain. There is also other way to design UOWHF,

for example, Impagliazzo et al. [37] constructed a UOWHF based on knapsack prob-

lem. Natural domain extension method is the MD construction which preserves the

collision resistance property [20, 56]. Unfortunately, Bellare and Rogaway [7] showed

that the MD construction would not work for UOWHF. They proposed a binary tree
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based construction with the notion of XOR-ing mask (a part of the key). Sarkar [82]

generalized the class of domain extension algorithm M (see Sect. 2.3.1) which includes

all known UOWHF-preserving domain extension algorithms. The domain extension

algorithm from the class M is based on a rooted directed tree (Sect. 2.3.1) and a

masking assignment on it (Sect. 2.4.1 and Sect. 2.3.1). Sarkar [81] designed a binary

tree based construction where the number of masks or key size is less than that of

construction proposed by Bellare and Rogaway. These two algorithms are based on a

complete binary tree of height t and level-uniform masking assignments based on the

functions αt and βt on [1, t− 1] as follows;

Bellare-Rogaway [7] : αt(i) = i and βt(i) = t + i − 1. The domain extension based

on ψt is valid [7]. Here, we need 2(t− 1) masks (see Fig. 2.8).

t

1 t-12

2(t-1)t+1 .    .    .

12

3

2

2    +   1
t-1

t-1

Figure 2.8: The masking assignment used by Bellare and Rogaway [7]

Sarkar [81] : αt(i) = i and βt(i) = t + ν2(i− 1). The domain extension based on ψt is

valid and number of masks is t + dlog2(t− 1)e − 1 (see Fig. 2.9).
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Figure 2.9: The masking assignment used by Sarkar [81] for t = 6
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Shoup [92] constructed a sequential domain extension where the tree is a sequential

tree. The masking assignment of Shoup’s construction is ψ(i) = ν2(i), 1 ≤ i ≤ r,

where ν2(i) = k if 2k divides i but 2k+1 does not. Thus it is the maximum power of

two which divides the integer. Here, we need dlog2re masks. Mironov [58] proved that

it is optimum in key size among all sequential constructions. Let us denote the set of

all sequential constructions by S ⊂M.

Theorem 2.1 [58] For any valid mask based sequential domain extension should

be based on an even-free masking assignment and any even-free masking assignment

should contain dlog2re masks, where r is the number of invocations of the base function.

Thus the Shoup’s algorithm is optimum in S. Similar study has been made for any

tree based domain extensions. Sarkar proved that any valid domain extension from M
(Sect. 2.3.1) is based on a even-free masking assignment.

Theorem 2.2 [82] For any valid domain extension based on a directed tree with t ver-

tices is based on an even-free masking assignment. Any even-free masking assignment

needs at least dlog2se masks, where s is the number of nodes.

Using this necessary condition, he found a lower bound for the number of masks (or

key size) to have a valid domain extension from M. In S, the both bounds given by

Sarkar and Mironov agree. Lee et al [48] constructed an optimum algorithm in the

general class M, but parallelism is much smaller than binary tree based algorithm. It

is based on an l-dim tree (Sect. 2.2.1) with 2t vertices. We define two functions, αt

and βt as follows ((a, b) is defined in Sect. 2.2.1);

- αt : [1, 2a − 1] → [1, a] is defined by αt(i) = 1 + ν2(2
a − i).

- βt : [1, 2b − 1] → [a + 1, a + b] is defined by βt(i) = a + 1 + ν2(2
b − i).

ψt(ei) is defined as follow;

- ψt(ei) = αt(j) if 2 ≤ i ≤ 2a and j = i− 1.

- ψt(ei) = βt(j) if 2a < i ≤ 2a+b and j2a < i ≤ (j + 1)2a.

In case of l = 2, the tree and masking assignments are described in Fig. 2.5.1. It was

shown that the domain extension based on the complete binary tree and the masking
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assignment ψt is valid [48, 49]. Here, we need t masks. Because of the above necessary

condition, this construction is optimum (with respect to the number of masks) among

all tree based domain extension in M. Also Shoup’s construction is optimum in M.
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Figure 2.10: The 2-dim Valid domain extension

2.5.2 PGV-Hash Functions

Nowadays many people are designing hash functions based on the structure of block-

ciphers, for example, TIGER [1]. There are many constructions based on block-ciphers.

Let E : {0, 1}n×{0, 1}k → {0, 1}n be a block cipher, then Davis-Meyer [72] compression

function, Ex(h) ⊕ h, where |x| = k and |h| = n. Miyaguchi [59] and Preneel [72]

designed compression function Ex(h)⊕x⊕h. MMO compression function was proposed

by Matyas et al [54]. Let s : {0, 1}n → {0, 1}k be a mapping from the ciphertext space

to the key space. The the compression function is defined as Es(h)(x)⊕ x.

B. Preneel, R. Govaerts and J. Vandewalle [72] classified all block-cipher based hash

functions. Let E : {0, 1}n×{0, 1}n → {0, 1}n be a block cipher. We have compression

function f : {0, 1}n × {0, 1}n → {0, 1}n defined by f(h,m) = Ea(b)⊕ c, where a, b, c ∈
{h,m, h⊕m, v}. Here, |h| = n, |m| = n and v is some fixed n-bit constant. Note that

there are sixty-four compression functions of the above form. These above compression

functions are known as PGV-compression functions and hash functions based on these

30



compression functions are known as PGV-hash functions. In this chapter, we are

mainly interested in PGV hash functions. Black, Rogaway and Shrimpton [10] proved

that out of sixty four hash functions, only twelve PGV-compression functions and

twenty PGV-hash functions are secure with respect to collision and preimage attacks.

They proved the security in the black box model. A parallel version of PGV-hash

functions are also studied [53]. A similar results like sequential PGV hash functions

has been proved [53] i.e. twenty hash functions are secure in the black-box model.

Recently, Black, Cochran and Shrimpton [9] proved that there can not be any highly

efficient block-cipher based hash function. In PGV-hash functions the key of the block

cipher depends on intermediate hash values and hence we have to make key-scheduling

algorithm in each round. For most efficient construction we can fix keys independent

of the message and intermediate hash values. It was shown that by making two queries

of EK(·), it is possible to get a collision [9].

2.5.3 Multicollision Attack

In a recent paper by Joux [38], it was shown that there is a 2r-way collision attack for

the classical iterated hash function based on a compression function, f : {0, 1}m+n →
{0, 1}n, in complexity O(r2n/2), which is much less than Ω(2

n(2r−1)
2r ) (the complexity for

birthday attack, see Proposition 2.2). The idea of the attack is to find first r successive

collisions (see Figure 2.11) by performing r successive birthday attacks.

f(h0,m1) = f(h0, n1) = h1 (say) , m1 6= n1

f(h1,m2) = f(h1, n2) = h2 (say) , m2 6= n2
...

f(hr−1,mr) = f(hr−1, nr) = hr (say) , mr 6= nr

For 1 ≤ i ≤ r, we apply BirthdayAttack(f(hi−1, ·), 2n/2, 2) to find mi 6= ni such that

f(hi−1, mi) = f(hi−1, ni). Thus the set {x1|| · · · ||xr : xi = mi or ni, 1 ≤ i ≤ r} is a

2r-way collision set and H(x1|| · · · ||xr) = hr, where xi = ni or mi. Time complexity of

the attack is O(r2n/2).
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Figure 2.11: Graphical representation of Joux’s Multicollision attack

Recently, S. Lucks designed a multicollision secure hash function [52]. He used the

notion of wide compression function and twin pipe hash function. It hash also been

proposed by Finney in a mailing list [26].

2.5.4 Double Length Hash Functions

The most natural and efficient construction of a double length hash function is the

concatenated hash function H||G, where H and G are two classical n bit hash functions

based on the compression function, f , with two different initial values. H and G can

be based on two different compression functions f1 and f2. This concatenated hash

functions had been popularly used in many industries. Recently, A. Joux [38] showed

that there is a collision attack on the concatenated hash function in time complexity

Θ(n2n/2). There were several attempts to construct a secure block cipher based double

length compression functions. Most of these have attack much better than the birthday

attack. Let E : {0, 1}n×{0, 1}n → {0, 1}n be a block cipher. In the following example,

H1
i , H2

i ,M1
i and M2

i are n-bits. M1
i and M2

i represent the message blocks used in ith

round and H1
i and H2

i represent the chaining hash value in the classical iteration.

MDC-2 [11] was developed by Brachtl et al.

T j
i = EHj

i−1
(Mi)⊕Mi = LT j

i ||RT j
i , j = 1, 2.

Define, H1
i = LT 1

i ||RT 2
i and H2

i = LT 2
i ||RT 1

i , where LT and RT represent the left half

and right half respectively. There are many other double length block cipher based

hash functions. Parallel-DM [35] :

H1
i = EM1

i ⊕M2
i
(H1

i−1 ⊕M1
i )⊕H1

i−1 ⊕M1
i ,

H2
i = EM1

i
(H2

i−1 ⊕M2
i )⊕H2

i−1 ⊕M2
i .

The LOKI DBH [13] :
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H1
i = EH2

i−1⊕M2
i
(H2

i−1 ⊕M1
i )⊕H1

i−1 ⊕H2
i−1 ⊕M1

i ,

H2
i = EH1

i−1⊕M1
i
(H2

i−1 ⊕M2
i ⊕H1

i )⊕H1
i−1 ⊕H2

i−1 ⊕M2
i .

We can generalize the above constructions in the following way. Define F : {0, 1}4n →
{0, 1}2n as follows;

F (h1, h2, x1, x2) = Ea1(b1)⊕ c1||Ea2(b2)⊕ c2,

where a1, bi, ci’s are linear combinations of h1, h2, x1, x2. In [44], it was shown that the

most of hash functions based on these compression functions, have collision attack with

complexity O(2n/2). The remaining constructions have collision attack with complexity

O(23n/4). If we use a block cipher E : {0, 1}n × {0, 1}2n → {0, 1}n, then double length

hash functions based on compression functions of the form

F (h1, h2, x1, x2) = Ea1||a′1(b1)⊕ c1||Ea2||a′2(b2)⊕ c2,

also have collision attack with complexity O(23n/4) (see [44, 85]). Thus almost all

efficient block cipher based double length hash functions are not secure. Then people

look for some designs where the efficiencies are poor compared to the above construc-

tions. S. Lucks [52, 26] deigned a double length compression function, F (h′, h′, x) =

f(h′, h′′, x)||f(h′′, h′, x), where |h′| = |h′′| = n and |x| = m − n. He designed this

compression function to construct a multicollision secure hash function. But it can be

proved that the compression function is maximally secure in the random oracle model.

Almost same design was proposed by S. Hirose [34]. His construction is based on a

secure block ciphers E : {0, 1}n × {0, 1}2n → {0, 1}n.

2.6 Our Contribution

In this thesis we provide a sufficient condition for a valid or UOWHF-preserving domain

extension from the class M. In Sect. 3.2 we prove that the domain extension algorithm

is valid if the underlying masking assignment is strongly even-free (see Definition 2.8).

More precisely, let A be an algorithm based on the structure (T, ψ), and A : {hk} →
{Hp} then we have,
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Theorem For any (ε, t)-UOWHF {hk}, the extended hash family {Hp} is (ε′, t′)-

UOWHF, where ε′ and t′ are constant multiple of ε and t. Thus, a domain extension

algorithm based on a strongly even-free masking assignment ψ on T is a valid domain

extension.

Theorem The domain extension algorithms [7, 48, 81, 92] presented in Sect. 2.5.1 are

valid domain extensions. In fact, all these domain extension algorithms are based on

strongly even-free masking assignments.

In this thesis we propose two new methods of domain extension which are UOWHF-

preserving or valid. The first one is known as IBTC or Improved Binary Tree based

Construction and it is based on a complete binary tree of height t and a masking

assignment ψt described in Sect. 3.3.1.

Theorem The domain extension algorithm IBTC of height t is a valid domain exten-

sion. The key expansion of the algorithm is m(t+ O(log∗2 t)).

The second construction, Opt, is based on a binary tree with number of vertices 2t

and height t using t many masks. In Sect. 3.3.2 we prove the following Theorem :

Theorem There exists a binary tree T with 2t many vertices of height t + 1 and there

is a strongly even-free t-masking assignment on T . Thus the domain extension algo-

rithm based on this masking assignment is valid and optimum in both key size and the

number of parallel rounds.

In Chapter 4, we study the security properties of generalized PGV-hash families. We

show the following (target) collision bounds and inversion bounds (see Table 2.1).

Table 2.1: The case l > 0 is analyzed in this thesis.

l > 0 (T)Coll Bound Inversion Bound

E1 (20 schemes) Θ(q2/2n) Θ(q/2l) or Θ(q/2n) or Θ(q2/2n)

E2 (4 schemes) Θ(q/2l) Θ(q/2l)

E3/E4/E5 (18 schemes) Θ(q2/2l) Θ(q/2l) or Θ(q2/2l) or Θ(q/2n)

E6 (22 schemes) Θ(1) –

In Chapter 5, we first generalize the class of classical hash functions and also the
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parallel hash functions. We prove,

Theorem Let H be a hash function based on the sequence 〈α1, α2, · · ·〉 with freq(αl) ≤
2 for every l ≥ 1. Then we have a 2r-way multicollision of H with the complexity

O(r2n2n/2).

Theorem If freq(G(H)) ≤ 2 then we have a 2r-way multicollision on tree based hash

function with the complexity O(r2n.2n/2).

In Chapter 6 we propose several double length hash functions. We first propose a

class of double length hash functions based on permutations. We prove the security

of compression functions f p and hash functions Hfp
based on permutation in Sect. 6.3

and in Sect. 6.3.1.

Theorem For any permutation p where Fp is the empty set, any attack algorithm

finding collision of fp requires Ω(2n) many queries of f in the random oracle model.

Theorem The classical hash function, Hfp
, based on a good permutation and an

initial value H0 /∈ Fp[2n] has collision security Ω(2n) in the random oracle model.

Then we propose a rate 1/3 double length compression function, say F , based on three

independent compression functions and we prove the following security property in

Sect. 6.4.

Theorem The compression function, F , has collision complexity Ω(22n/3) and preim-

age complexity Ω(24n/3).

Finally, we propose a rate close to 1/2 double length compression function F based on

two independent random functions f1 and f2 in Sect. 6.5. We have the security bound

as follows;

Theorem If f1 and f2 are two independent random functions then the complexity for

finding a collision on F (i) requires Ω(2n/(ini−1)) queries.
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Chapter 3

Universal One-Way Hash Family

3.1 Introduction

Universal One-Way Hash Family or UOWHF is another name of Target Collision Re-

sistant Hash Family. Naor and Yung [67] first introduced it and gave an application to

a signature scheme. We have already stated the importance of UOWHF in Sect. 1.1.

Bellare and Rogaway [7] showed that the classical iteration is not UOWHF-preserving.

They introduced a notion of mask based domain extension. Since then there have been

many literatures regarding UOWHF-preserving mask based domain extensions.

Organization of The Chapter

As we already know that a mask based domain extension is completely determined by

a rooted directed tree and a masking assignment on it. In this chapter we first provide

a non-trivial sufficient condition for UOWHF-preserving domain extension. We first

prove that a domain extension algorithm based on a masking assignment ψ on a rooted

directed tree is UOWHF-preserving if the masking assignment is strongly even-free 2.8.

Next we show that all known valid domain extension algorithms satisfy this sufficient

condition. Then we design a valid Improved Binary Tree based Construction or IBTC.

This is a reasonable improvement over the best known domain extension [81]. Next we

design OPT or optimal valid domain extension based on a tree which uses optimum

number of masks and almost optimum number of parallel rounds. Finally, we prove

that the IBTC is also optimum among a wide subclass of complete binary tree based

domain extensions.
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3.2 Sufficient Condition for a Valid Domain Extension

In this section we prove that if a domain extension algorithm A = (T, ψ) based on

a strongly even-free masking assignment ψ then it is valid. Now we briefly recall

mask based domain extension. Let A = (T, ψ) be a structure of an algorithm where

T = (V, E) is a rooted directed tree with r vertices and q as a root and ψ is an l-

masking assignment on T . Let M = MV = Mv1|| · · · ||Mvr where ≺ is some fixed order

on V such that v1 ≺ · · · ≺ vr. Now we define a domain extension A : (n + m,n, K) →
(n + rm, n, K + nl). Given k ∈ K and p = k||µ1|| · · · ||µl, we define hv = fk(Mv)

whenever v ∈ L and hv = fk(zson(v),Mv) otherwise where zv = hv ⊕ µψv . Let yv = Mv

if v ∈ L otherwise yv = zson(v)||Mv. That is yv is the input of fk placed at node v.

Note that hv, zv and yv depends on the message M , the underlying directed tree T ,

the masking assignment ψ and the key p.

Theorem 3.1 If a domain extension algorithm is based on a strongly even-free mask-

ing assignment ψ on T then it is a valid domain extension. More precisely, if for

any (ε, t)-strategy for {Hp} there is an (ε′, t′)-strategy for {hk} where ε′ = ε/r and

t′ = t + O(r) where r is the size of the tree i.e. r = |V |.

Proof. Let A be an adversary with runtime at most t and success probability at least

ε for {Hp}. Now we define an adversary B for {hk} with runtime at most t′ and success

probability at least ε′ , where ε′ and t′ are constant multiples of ε and t respectively. .

Bguess :

1. (MV , s′) ← Aguess.

2. Choose v ∈R V (v is chosen randomly from U). Let indeg(v) = d. Choose a

random string R, |R| = dn. Output (y = R||Mv, s = (s′, v, y)).

At this point the adversary is given a k which is chosen uniformly at random from the

set K = {0, 1}K . The adversary then runs Bfind which is described below.

Bfind(y, k, s) : (Note s = (s′, v, y))

1. µ1|| . . . ||µl ← MDef(M, k, v, R, T, ψ) (see the algorithm MDef after this proof).

37



2. M ′ ← Afind(M, p, s′) where p = k||µ1|| . . . ||µl. Let y′ be the input to processor

at node v while computing Hp(M
′). Output y′.

Now we use the following Lemma to prove the rest of the Theorem. Proof of the

Lemma is given after this proof.

Lemma 3.1 The above mask defining algorithm MDef satisfies the following :

1. The masks (output of the algorithm) µ1, · · · , µl are uniformly distributed provided

R is uniformly distributed.

2. If Mdef(M, k, v, R, T, ψ) = µ1|| · · · ||µl then the input of hk at node v is R||Mv

while computing Hp(M), where p = k||µ1|| · · · ||µl.

Thus, by Lemma 3.1, input of node v while computing Hp(M) will be y which is

already committed in Bguess. Also note that p is a randomly chosen key from the set

P as both k and µi’s are random strings. We now lower bound the winning probability.

Suppose M and M ′ collides for the function Hp. Then there must be a i ∈ V such that

at vertex i there is a collision for the function hk. (Otherwise it is possible to prove

by a backward induction that M = M ′.) The probability that i = v is 1
|V | . Hence, if

the winning probability of A is at least ε, then the winning probability of B is at least
ε
|V | as two events i = v and A wins are independent (the value of i is chosen randomly

and independently). Also the number of invocation of hk by B is equal to the number

of invocation of hk by A plus at most 2|V |. (the number 2|V | is coming from the fact

that in MDef algorithm we need at most |V | many invocations and we may need at

most |V | many invocation of hk again to compute y′). 2

Now we state the algorithm MDef and prove Lemma 3.1. Let R = Rson(v) where

v1 ≺ · · · ≺ vd be sons of the node v and |Rvi
| = n, 1 ≤ i ≤ d.

Algorithm MDef(M, k, v, R, T, ψ)

1. Suppose, ψ(u) = l (say) is a single man for the subtree T [v]. Let T1 = T \ T [u].

Obviously, T1 6= T (in fact |T1| < |T |. Note that u 6= v. Let u′ be the father of u

and without loss of generality son(u′) = {u1, · · · us}, where u1 ≺ · · · ≺ us = u.
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2. Let ψ1 be the masking assignment ψ restricted on T1. Note that ψ1 is an l′-

masking assignment. So, l′ ≤ l − 1.

3. If v 6= u′ then define r as an n-bit random string, otherwise r = Ru. Define a

message M ′ such that M ′
u′ = r||Mu′ and M ′

w = Mw for other node w in T1.

4. If u′ = v then define R1 = Ru1 ‖ · · · ‖ Rus−1 . Otherwise R1 = R.

5. Run MDef(M ′, k, v, R1, T1, ψ1) to get µ1, · · · , µl′ . Define all other masks except

µl randomly. Define, µl = r⊕h′u, where h′u represent the h value at node u while

compute H(M) based on the tree T [u].

Proof of the Lemma 3.1 : We can check easily that all the masks are random

strings as either they are random strings or they are XOR of two strings one of which

is a random string (see step-5 in the algorithm). So, we can prove the first part of the

Lemma by using induction on size of the tree. The second part of the Lemma is also

straightforward by induction on size of tree. 2

Remark 3.1 In the proof of the above theorem we assume that the u is a single man

in the subtree T [v] where u is the last son of its father (see step-1 in Algorithm MDef).

One can remove this assumption by considering a more general class of domain exten-

sion. In that class we consider a permutation on the input of the function hk placed at

node v for all v ∈ V . So when we recursively call MDef, we only need to redefine the

permutation at node u.

3.2.1 Validness of Known Constructions

Now we can use the above Theorem to prove the UOWHF-preserving property for the

domain extension algorithms presented in Sect. 2.5.1. In fact, one can check that all

other valid domain extensions are based on strongly even-free masking assignments.

Theorem 3.2 The domain extension algorithms [7, 48, 81, 92] presented in Sect. 2.5.1

are valid domain extensions. In fact, all these domain extension algorithms are based

on strongly even-free masking assignments.
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Proof. Because of Theorem 3.1, we only need to prove that all these domain extensions

are based on strongly even-free masking assignments.

(1) (Shoup [92]): Any nontrivial sub-tree of an sequential tree is an interval [a, b],

where 1 ≤ a < b ≤ r. Now there exists unique c ∈ [a, b−1] such that ν2(c) is maximum

on that interval as there can not be more than one c’s with maximum ν2(c). If not,

there are two integers x = 2ir1 and y = 2ir2, where r1 < r2 are odd integers and both

x and y lie on the interval [a, b − 1]. Then 2i(r1 + 1) lies on the same interval and

ν2(2
i(r1 + 1)) ≥ i + 1 > ν2(x). Thus, j = ν2(c) = ψ(c) is a single-man for the sub-tree

[a, b]. So, it is a strongly even-free masking assignment.

(2) (Bellare-Rogaway [7]) : Let T ′ = (V ′, E ′) be any sub-tree. Let i be the vertex

with minimum level in T ′. Again, there can not be more than one such i as the subtree

is connected. Now either ψ(2i) or ψ(2i + 1) is a single-man for T ′.

(3) (Sarkar [81]) : Let T ′ = (V ′, E ′) be any sub-tree. Consider the α edge (2i, i) in

E ′ so that i is minimum. If there is one such i then ψ(2i) is a single-man. So, assume

there is no α edge in E ′. Then T ′ is a sequential tree consists of β edges. But along

β edges the masking assignment is same as that of Shoup’s. So, in that case we also

have a single man.

(4)(Lee et al (l − dim)) [48] : We prove it for 2-ary tree. The other cases follows

similarly. Let T ′ = (V ′, E ′) be any sub-tree. Note that, [1, 2a] ∩ V ′ is an interval say,

[c, d]. If d > c then from the definition of the masking assignment it is clear that on

[1, 2a] is same as Shoup’s assignment which is strongly even-free. Also note that the

masks used on [1, 2a] are totally different with the masks used in other parts. So the

single man on [c, d] is also single man of T ′. Now if c = d or [1, 2a]∩ V ′ = φ then T ′ is

a sequential sub-tree of the tree induced by the vertices {i, i + 2a, . . . , 2a(2b − 1) + i}
for some 2 ≤ i ≤ 2a. Again along this tree the masking assignment is determined by

βt which is strongly even-free as it is same as Shoup’s assignment. So the masking

assignment is strongly even-free. 2
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3.3 Two New Efficient Valid Domain Extensions

3.3.1 Improved Binary Tree based Construction (IBTC)

Define a sequence {tk}k≥0 recursively as follows;

tk+1 = 2tk+k + tk, where t0 = 2 and k ≥ 0

It is easy to check that, t0 = 2 < t1 < · · · < tk−1 < tk < · · ·. We define another

sequence {mt}t≥2 based on {tk}k≥0 as follows;

m2 = 2, mt = t + k, if tk−1 < t ≤ tk, t > 2.

Proposition 3.1 mt+1 = mt + 2, when t = tk for some k and mt+1 = mt + 1 when

tk < t < tk+1 for some k.

Proof. When t = tk, mt = t+k and mt+1 = (t+1)+(k+1), since t+1 ∈ [tk +1, tk+1].

Thus, mt+1 = mt + 2. Similarly, mt+1 = mt + 1, when tk < t < tk+1. 2

Definition 3.1 For x ≥ 1, define log∗2 x = k, if log
(k)
2 (x) ≤ 1 but, log

(k−1)
2 (x) > 1,

k ≥ 1. Here, f (k)(x) means the the function f applies k many times on x. f (0)(x) = x.

Proposition 3.2 mt ≤ t + log∗2 t, t ≥ 2.

Proof. For t = 2, proof of the statement is trivial. For t > 2, mt = t + k, where

t ∈ [tk−1 + 1, tk] and k ≥ 1. Note that, log tk+1 > tk. Thus, log∗ tk ≥ log∗ tk−1 + 1 and

so on. By continuing, we get log∗ tk ≥ log∗ t0 + k = k + 1. Since t > tk−1, we have

log∗ t ≥ log∗ tk−1 ≥ k. So, mt = t + k ≤ t + log∗2 t. 2

We define a level uniform masking assignment on a complete binary tree of height

t ≥ 2 by using mt many masks. Recall that, a level uniform masking assignment is

completely determined by two functions αt, βt : [1, t−1] → [1,mt], t ≥ 2. The masking

assignment of IBTC is determined by the following two functions αt and βt which are

defined recursively.

1. α2(1) = 2 and β2(1) = 1.
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2. For t ≥ 3,

(a) αt(i) = αt−1(i) and βt(i) = βt−1(i) whenever 1 ≤ i ≤ t− 2.

(b) If t = tk + 1 for some k then αt(t − 1) = αt−1(t − 2) + 2 and βt(t − 1) =

αt−1(t− 2) + 1 and if tk < t− 1 < tk+1 then αt(t− 1) = αt−1(t− 2) + 1 and

βt(t− 1) = ν2(t− 1− tk) + 1.

For t = 6, the masking assignment is depicted in Fig. 3.1.
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Figure 3.1: The masking assignment used in IBTC for t = 6

Proposition 3.3 αt([1, t− 1]) ∪ βt([1, t− 1]) = [1,mt]. For a subtree rooted at height

tk + 1, the masks of both α and β-edge at the height tk + 1 are single man. For other

height, t, only the mask of α-edge at height t is a single man.

Proof. We first prove by induction that αt(t − 1) = mt, t ≥ 2. We have, α2(1) =

m2 = 2. Now if t = tk + 1, αt(t − 1) = αt(t − 2) + 2 = mt−1 + 2 = mt. Otherwise,

αt(t− 1) = αt(t− 2) + 1 = mt−1 + 1 = mt.

The first part of the proposition can be proved by using induction. The statement

can be proved trivially for t = 2. Let αt([1, t − 2]) ∪ βt([1, t − 2]) = [1,mt−1]. If

t − 1 = tk then mt = mt−1 + 2 and βt(t − 1) = mt−1 + 1 and αt(t − 1) = mt−1 + 2.

Otherwise, mt = mt−1 + 1 and βt(t − 1) < mt−1 + 1 and αt(t − 1) = mt−1 + 1. So,

αt([1, t− 1]) ∪ βt([1, t− 1]) = [1, mt].

The second part is immediate from the definitions of αt and βt. 2

Theorem 3.3 The masking assignment, ψt, on a complete binary tree of height t,

based on αt and βt defined as above, is a strongly even-free masking assignment.
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Proof. Let S be a sub-tree with root v, l(v) = t′. Let tk+1 ≥ t′ ≥ tk + 1. If there is

an α-edge in S between height tk+1 to tk + 1 then the mask of first such one (i.e. the

α edge at maximum height) will be a single-man so we are done. So S can contain at

most one β edge at height tk +1. If it contains that, then βt(t− tk +1) is a single-man

for S. If S does not contain that β edge at height tk + 1, then again it is a sequential

sub-tree consists of only β-edges from height t′ to at least height tk+2. But on that tree

masking assignment is define by ν2 function which is itself strongly even-free masking

assignment. So, the above masking assignment is strongly even-free. 2

Theorem 3.4 The domain extension algorithm based on a complete binary tree of

height t and the masking assignment ψt is a valid domain extension. The key expansion

of the algorithm is m(t+ O(log∗2 t)).

Proof. This is an immediate corollary of Theorem 3.1, 3.3 and Proposition 3.3. 2

3.3.2 An optimal binary tree based construction

We know that if ψ is even-free or strongly even-free m-masking assignment, then

2m ≥ |V | [82]. A m-masking assignment ψ on T = (V,E) is called optimal masking

assignment if it is strongly even-free and 2m ≥ |V | > 2m−1. So, an optimal masking

assignment is a strongly even-free masking assignment whose number of masks is mini-

mum possible. One such example is given by Shoup’s [92] sequential construction. We

say Shoup’s masking assignment on n-sequential path n-sequential optimal masking

assignment.

Suppose, ψi is a k-masking assignment on Ti for i = 1, 2, then we can define ψ a (k+1)-

masking assignment on T1 +uv T2, where ψ on Ti is same as ψi on Ti and ψ(uv) = k +1

(see Fig. 3.2). We denote ψ as ψ1 +uv ψ2 or ψ1 + ψ2. If both ψ1 and ψ2 are strongly

even-free then so is ψ. It is easy to check that if both ψ1 and ψ2 are optimal then so

is ψ = ψ1 + ψ2.

Definition 3.2 A m-masking assignment is called (m, l, i)-optimal masking as-

signment if it is optimal masking assignment on a i-λ tree T such that ht(T ) = l

and |V | = 2m.
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u v
k

(k-1)-m.a. (k-1)-m.a.

k-m.a. on

(T1+uv T2)

T1 T2

Figure 3.2: Concatenation of two masking assignments

(3,4,1) (3,6,3)(3,5,2)
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Figure 3.3: some optimal masking assignments (the numbers besides edges denote the

values of masking assignment). The vertex 1 is the root.

Theorem 3.5 There exists an (n, n + i, i)-optimal masking assignment if i ≤ 2n.

Proof. Let f(k) = 2k + k + 1 for k ≥ 0. It is strictly increasing function, So, given

positive integers n and i there exists a unique k ≥ 1 such that f(k) > (n+i) ≥ f(k−1).

We prove the Theorem by induction on n + i. For small values of n + i we have shown

some examples in Fig. 3.3. Now given n and i we assume that the Theorem is true for

any i1 and n1 such that i1 ≤ 2n1 and i1 + n1 < i + n. Choose k as above for these n

and i.

First assume that, f(k) > (n + i) > f(k − 1). Let j = (n + i) − f(k − 1) ≥ 1. By

induction hypothesis there is a (k−1, k−1+j, j)-optimal masking assignment (2k−1 ≥ j

as f(k) > n + i). Call this by ψk−1. Now, ψk−1 is a masking assignment on a j-binary

tree Tk−1 = (Vk−1, Ek−1, v1), where {v1, . . . , vj} is the i-path. Now take the sequential

2k−1-optimal masking assignment ψ on T = (V,E) and define ψk = ψk−1 +vjvj+1
ψ,

where V = {vj+1, . . . vj+2k−1}. Now we can add optimal masking assignment one by

one with ψk at vi’s. More precisely, let ψ′l be a (l− 1, 1, l)-optimal masking assignment
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on Tl = (Vl, El, ul) for k + 1 ≤ l ≤ n. Define ψl = ψl−1 +vl−k+1ul
ψ′l recursively for

k + 1 ≤ l ≤ n. Now it can be checked easily that ψn is (n, n + i, i)-optimal masking

assignment. This is explained diagrammatically in Fig. 3.4.

Now assume that, n+i = f(k) for some k. In this case construct a 2k-sequential optimal

masking assignment ψ on a sequential tree Tk = (Vk, Ek), where Vk = {v1, . . . , v2k} For

each l, k ≤ l ≤ n − 1 we have (l, l + 1, 1)-optimal masking assignment psil. We

can concatenate ψl with ψ one by one. Finally we have (n, n + i, i)-optimal masking

assignment. 2

k

k+1 n-1

sequential opt m.a.(k-1,k-1+j,j)-opt m.a.

(k,k+1,1)-opt m.a. (n-1,n,1)-opt m.a.

Figure 3.4: Construction of (n, n + i, i)-optimal masking assignment

One immediate corollary is given below which tells that we have a domain extension

algorithm which needs t many masks and t + 1 many rounds for 2t many invocation of

base hash function. Note that both number of rounds and number of keys are minimum

possible.

Corollary 3.1 There exists an (m,m + 1, 1)-optimal masking assignment i.e. there

exists a binary tree T of size 2m with ht(T ) = m + 1 which is minimum possible (a

complete binary tree of level m has size 2m−1) so that an optimal masking assignment

ψ on T exists.

3.4 Optimality of IBTC

We fix a Tt = (Vt, Et), a full binary tree of height t and a level uniform masking

assignment (see Definition 2.9) ψ on it which is based on two functions αt and βt
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Table 3.1: Specific comparison of domain extenders for UOWHF 1:seq/par, 2:message

length, 3:# invocation of hk, 4:# masks, 5:# rounds, 6:speed-up, 7:rank in parallelism,

8:rank in key expansion

Param Shoup [93] l-DIM(l ≥ 2) [48] Sarkar[81] IBTC[61] Opt [63]

1 sequential parallel parallel parallel parallel

2 2tn 2tn 2tn (2t − 1)n 2tn

−(2t − 1)m −(2t − 1)m −(2t − 1)m −(2t − 2)m −(2t − 1)m

3 2t 2t 2t − 1 2t − 1 2t

4 t t t+ O(log2t) t+ O(log∗2t) t

5 2t l2t/l − l + 1(t ≡ 0 mod l) t t t + 1

6 1 2t

l2t/l−l+1
(t ≡ 0 mod l) 2t

t+1
2t

t+1
2t

t+1

7 3 2 1 1 1

8 1 1 3 2 1

on [1, t − 1]. Form now onwards, we write αi or βi instead of αt(i − 1) or βt(i − 1)

respectively, 2 ≤ i ≤ t. Thus if v is a vertex at height i ≥ 2 then ψ(2v) = αi and

ψ(2v + 1) = βi (see Fig. 3.5).

v  (height = i )

2v 2v + 1

b ia i

Figure 3.5: Definition of αi (or ai) and βi (or bi)

Let M1 = ∅. For t ≥ j ≥ i ≥ 1, define M [i] = {αi, βi} and M [i, j] =
⋃j

k=i M [k]. Define

New(i) = M [i] \M [1, i− 1], i ≥ 2. k ∈ New(i) is a new mask rooted at height i.

Let m′
i = |M [2, i]| the number of masks used in the full binary sub-tree rooted at

vertex of height i.
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For any non-trivial sub-tree S, supp(S) = {i : vecψ(S)i is odd } ⊂ [1, l] where

vecψ(S)i = the number of times the mask i appears in the multi-set ψ(S). In Fig. 2.6,

supp(T ) = {1, 5}, where T is the complete tree. Note, if ψ is even-free (See Defini-

tion 2.8) then there is no non-trivial sub-tree S with empty supp(S).

For each v define, S(v) = {A : A = supp(S) and S is a nontrivial sub-tree with

root v}. Define, N(v) = |S(v)|. If ψ is level-uniform then S(v1) = S(v2) whenever

ht(v1) = ht(v2) and hence we write Ni instead of N(v), where i = ht(v).

Lemma 3.2 Suppose ψ is any level-uniform masking assignment on a complete binary

tree Tt. Then, for i ≥ 2 and any subset A ⊂ M [2, i] containing New(i) and for any

v ∈ V with height i, A ∈ S(v).

Proof. We prove the lemma by induction on i. For i = 2, M [2, 2] = New(2). Hence

for any A ⊃ New(2), we always can find a subtree S rooted at vertex of height 2 such

that supp(S) = A.

Assume the result is true for i− 1 ≥ 2. Let v1 and v2 be two sons of v such that (v1, v)

is the α-edge and (v2, v) is the β-edge. We have a subtree S2 rooted at v2 so that

supp(S2) = New(i− 1) \ A. We consider three cases depending on the set New(i).

- Case(1) : Let New(i) = ∅ and αi ∈ A but βi /∈ A and αi /∈ New(i − 1). A′ =

(A ∪ {βi} ∪New(i− 1)) \ {αi} contain New(i− 1) and hence by induction hypothesis

there exists a subtree S1 rooted at v1 such that supp(S1) = A′. Thus, supp(S) = A,

where S = S1 ∪ {(v1, v)} ∪ {v2, v} ∪ S2. Similarly we can prove the other cases.

- Case(2) : Let New(i) = {αi}. First assume that βi /∈ A and βi /∈ New(i − 1). Let

A1 = A \ {αi}. Define A′ = A1 ∪New(i− 1)∪{βi}. By induction hypothesis there is a

subtree S1 rooted at v1 so that supp(S1) = A′. Let S = S1∪{(v1, v)}∪{v2, v}∪S2, then

supp(S) = A. If βi ∈ A and βi /∈ New(i− 1), then define A′ = (A1 ∪ New(i− 1)) \ βi.

By similar argument supp(S) = A. One can define A′ for other two cases.

- Case(3) : Let New(i) = {αi, βi}. Let A1 = A \ New(i). Then define A′ = A1 ∪
New(i−1). Now by induction hypothesis there exists a subtree S1 rooted at v1 so that

supp(S1) = A′. Then it is easy to check that supp(S) = A, where S = S1 ∪ {(v1, v)} ∪
{v2, v} ∪ S2. 2
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In particular, if ψ is even-free then at each height there is a new mask, otherwise we

have a nontrivial tree whose support is empty which contradicts the assumption that

ψ is even-free. Using the above Lemma we can get the following recursively inequality

on Ni’s.

Lemma 3.3 If ψ is level-uniform even-free masking assignment then for each i, Ni+1 =

m(Ni + 1) + 2m′
i when |New(i)| = 1 and Ni+1 = 3× 2m′

i when |New(i)| = 2.

Proof. When New(i + 1) = {k} for any subset A of [1,m′
i], we have a non trivial

sub-tree rooted at v of height i + 1 such that supp(S) = A ∪ {k}. Also there are

Ni + 1 sets in S(v) which does not contain k (by considering all sub-tree rooted at v

not containing the edge which contains the new mask). So we have (Ni + 1) + 2m′
i

many different sets in S(v). Similarly we can prove when |New(i)| = 2. 2

Observation : If ψ is even-free then, |New(i)| is either 1 or 2 and more importantly,

2m′
i−1 ≤ Ni < 2m′

i . The first inequality can be proved by induction using the above

Lemma. Now we have our main Theorem in this section:

Theorem 3.6 If ψ is level-uniform even-free masking assignment then for any lk+1 ≤
i ≤ lk+1, Ni ≥ 2mi − j ≥ 2mi−1, where j = lk+1 − i + 1. In particular, m′

i ≥ mi. So,

IBTC is optimal in all valid level-uniform domain extensions.

Proof. By induction on i. Suppose the result is true for i. First assume i = lk then,

Ni ≥ 2mi − 1 (by induction hypothesis, here j = 1). Now consider two cases.

1. m′
i ≤ mi : Ni ≥ 2m′

i−1 and hence Ni = 2m′
i−1 and mi = m′

i. Now, |New(i+1)| =
2 as all non-empty subsets of [1,mi] occur in S(v) where ht(v) = i. So we can

apply the Lemma 3.3 for |New(i + 1)| = 2. We have, Ni+1 = 3.2m′
i = 3.2mi =

2mi+2 − 2mi = 2mi+1 − 2mi . Now note that lk+1 − lk = 2mi . So we are done.

2. m′
i > mi : Apply the corollary for both possible values of |New(i + 1)|.

If j > 1 then Ni+1 ≥ (Ni + 1) + 2m′
i ≥ 2mi+1− j + 1 = 2mi+1 + j − 1 (since i 6= lk). For

smaller values of i, say i = 2, proof of the result is trivial. 2
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So we have proved that we can not have level-uniform even-free masking assignment

using less than mt many masks. We prove now that minimum number of masks for

strongly even-free masking assignment is mt.

Theorem 3.7 The minimum number of masks for a strongly even-free masking as-

signment on a complete binary tree of height t is mt.

Proof. Let Li,j(v) be a i-λ tree where the binary tree is the complete binary tree of

height j with root v. We prove that if ψ : Li,j → [1, l] is strongly even-free masking

assignment then there exists ψ′ : Li,j → [1, l] which is level uniform even-free (i.e.

it is level uniform on the complete binary tree). In particular, when i = 1, L1,j is

the complete binary tree of height t. So, we can change a strongly even-free masking

assignment to a level uniform even-free masking assignment on full binary tree using

same number of masks and hence by Theorem 3.6, minimum number of masks for

strongly even-free masking assignment is mt and IBTC achieves this bound.

We prove the result by induction on |Li,j(v)|. Suppose e = (u1, v1) is an edge so that

ψ(e) = l (say) is a single-man for the subtree Li,j(v). If e ∈ Si then by removing e

we have Li′,j(u1) as one component and the other component is a sequential tree. As

i′ < i, by induction hypothesis we can change the masking assignment ψ restricted at

Li′,j(u1) to level uniform even-free masking assignment ψ′ using same set of masks. On

the rest of the tree ψ′ is same as ψ. If e ∈ Tj then Li+1,j−1(u) is a subtree of bigger

component of Li,j(v)−{e} where u is a son of v. Again, change ψ on that part to level

uniform even-free ψ′ (by induction hypothesis). Then define ψ′(u′, v) by ψ(e) and ψ′

on the full binary tree rooted at u′ is same as ψ on rooted subtree at u. It is easy to

check that, ψ′ is level uniform masking assignment. 2
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Chapter 4

PGV-Hash Family

4.1 Introduction

Nowadays many people are designing hash functions based on block ciphers. Let

E : {0, 1}m × {0, 1}n → {0, 1}n be a block cipher, where {0, 1}m is the key space.

Note that the permutation E(K, ·) itself compresses the input considering K as a

input, |K| = m. Moreover, an ideal block-cipher E should behave like a random

permutation. Thus, it is likely that a good compression function can be constructed

based on an ideal block-cipher E.

There are many constructions of compression functions f : {0, 1}n+m → {0, 1}n based

on block-ciphers. For example, Davis-Meyer [72] compression function, f(x, h) =

Ex(h) ⊕ h, |x| = m and |h| = n, When m = n we have, Miyaguchi [59] and Pre-

neel [72] compression function, f(x, h) = Ex(h) ⊕ x ⊕ h, |h| = |x| = n. Later,

B. Preneel, R. Govaerts and J. Vandewalle [72] classified block-cipher based hash

functions. Let E : {0, 1}n × {0, 1}n → {0, 1}n be a block cipher. We have com-

pression function f : {0, 1}n×{0, 1}n → {0, 1}n defined by f(h,m) = Ea(b)⊕ c, where

a, b, c ∈ {h,m, h ⊕m, v}. Here, |h| = n, |m| = n and v is some fixed n-bit constant.

Note that there are sixty-four compression functions of the above form. These above

compression functions are known as PGV-compression functions and hash functions

based on these compression functions are known as PGV-hash functions.

In PGV-hash functions, key of the block ciphers depends on the message blocks or

chaining hash values. Thus, we have to make key scheduling algorithm of the block-

ciphers in each round. But it was shown [9] that there is no highly efficient (where
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the keys of block cipher are independent of message blocks and chaining hash values)

block cipher based hash function.

Organization of The Chapter

In this chapter, we are mainly interested in PGV hash functions. J. Black, P. Rog-

away, and T. Shrimpton [10] proved that out of sixty four hash functions, only twelve

PGV-compression functions and twenty PGV-hash functions are secure with respect to

collision and preimage attacks. They proved the security in the black box model (see

Section 2.3.3 or [91, 90] for more details). In this chapter we generalize the definition

of PGV hash function and study the collision resistance and other security properties

in the black box model. We generalize the definition of a PGV hash function by mak-

ing them into a hash family. We call these hash families by PGV hash families. We

also study their security properties in the black-box model. We found many of the

hash families (more than twenty) are collision and preimage secure with tight security

bounds. The security bound is the maximum success probability of any attacker for

finding collision or preimage using some number of queries. We define the security

bound in Section 2.3.2 in more details. Also we study their UOWHF-ness property as

they are hash families unlike original PGV hash functions.

4.2 Generalized PGV-Hash Family

Let 0 ≤ l < n and E : {0, 1}n × {0, 1}n → {0, 1}n be a block cipher. If l = 0, let

{0, 1}0 = {ε}, where ε is the empty string. Given two fixed n-bit constants h0, v ∈
{0, 1}n and k ∈ {0, 1}l, define fk : {0, 1}n × {0, 1}n−l → {0, 1}n as follows;

fk(h, m) = Ea(b)⊕ c

where a, b, c ∈ {h, (m||k), h ⊕ (m||k), v}. Note that |h| = n, |k| = l and |m| = n − l.

If l = 0 then F = {fk}k∈{0,1}0 = {f ε} is a singleton set and this corresponds to the

original definition of PGV. In this case, we denote this F as just f without superscript

ε. We call this f a (block-cipher- based) compression function. Similarly, we denote

H as H without superscript ε. And we call this H an extended hash function.
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Table 4.1: The l = 0 is analyzed in [72] . The case l > 0 is analyzed in this thesis.

l = 0 (T)Coll Bound Inversion Bound

E1 (20 schemes) Θ(q2/2n) Θ(q/2n) or Θ(q2/2n)

E2/.../E6 (44 schemes) Θ(1) –

l > 0 (T)Coll Bound Inversion Bound

E1 (20 schemes) Θ(q2/2n) Θ(q/2l) or Θ(q/2n) or Θ(q2/2n)

E2 (4 schemes) Θ(q/2l) Θ(q/2l)

E3/E4/E5 (18 schemes) Θ(q2/2l) Θ(q/2l) or Θ(q2/2l) or Θ(q/2n)

E6 (22 schemes) Θ(1) –

Here we fix E1 = {1, ..., 20}, E2 = {21, 22, 26, 28}, E3= {23, 24, 25, 31, 34, 35}, E4=

{27, 29, 30, 32, 33, 36}, and E5 = {37, · · · , 42}. Here, the numbers are corresponding to

the numbers in the first column of Fig. 4.2 and 4.3. And E6 is the set of remaining

extended hash families which are not represented in the first column of Fig. 4.2 and 4.3.

So |E6| = 22. This classification is based on some properties of these hash families

which are used to prove the security.

The black-box model is stated in Sect. 2.3.3. We define transcript or view of an

adversary in the black box model in the following way;

Definition 4.1 Transcript or view of an adversary, A, is defined by the sequence of

query-response quadruples {(si, xi, yi, σi)}1≤i≤q, where q is the maximum number of

queries made by adversary, si, xi, yi ∈ {0, 1}n and σi = +1 (in case of E-query) or −1

(in case of E−1-query) and for all i, Esi
(xi) = yi, where q is the maximum number of

queries made by adversary,.

The four-tuple (si, xi, yi, σi) is called by ith query-response quadruple (or q-r quadru-

ple). Note that, if σi = +1 (respectively, −1) then y (resp. x) is a random string as

we assume that the block-cipher Es(·) is a random permutation. Thus we have the

following proposition which will be useful to find security bounds.

Proposition 4.1 For fixed x, y ∈ {0, 1}n and A ⊆ {0, 1}n, Pr[yi = y] ≤ 1
2n−i+1

and

Pr[yi ∈ A] ≤ |A|
2n−i+1

whenever σi = +1. Similarly, if σi = −1 then Pr[xi = x] ≤ 1
2n−i+1

and Pr[xi ∈ A] ≤ |A|
2n−i+1
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Proof. Before ith query at most (i − 1) outputs (or inputs) of a block-cipher with

same key are known. Thus, the output (or input) of ith query of E will be uniformly

distributed over a set of size at least 2n − (i− 1) elements. 2

4.3 (Target) Collision Resistance of Extended Hash Family

In this section we analyze the security of Hı for each ı ∈ [1, 42] defined in Section 5.5.1

in the notion of (target) collision resistant. We consider any adversary A with respect

to Coll. i.e. after having random key k he will try to find a collision pair (M1,M2) for

Hk
ı i.e. M1 6= M2, Hk

ı (M1) = Hk
ı (M2). For that he will make some E/E−1 queries.

Definition 4.2 (useful arc set)

For any arbitrary hash family Fı for ı ∈ [1, 42] and a triple τ = (s, x, y) where, s, x, y ∈
V define a set of labeled arcs A(τ), called useful arc set; A(τ) = {(h1, h2,m) ∈ V ×
V × L : fk

ı (h1,m) = h2 ⇒ Es(x) = y}.

Example. For F21, fk
21(h1,m) = Eh1(m||k) ⊕ h1. Thus, fk(h1,m) = h2 ⇒

Eh1(m||k)⊕ h1 = h2. So, (h1, h2,m) ∈ A(τ) ⇒ h1 = s, h2 = y ⊕ h1 = y ⊕ s,m||k = x.

Hence, A(τ) = {(s, s⊕y, x[L])} if x[R] = k otherwise it is an empty set (x = x[L]||x[R],

where |x[L]| = n− l and |x[R]| = l.

Given a set of labeled arcs A we define induced arc set A′ = {(h1, h2) : ∃m ∈ L,

(h1, h2,m) ∈ A}. For a set of triple(s) τ = {τ1 = (s1, x1, y1), . . . , τa = (sa, xa, ya)} we

can define labeled arc set A(τ) =
⋃a

i=1 A(τi). It can be easily checked that A′(τ) =
⋃a

i=1 A′(τi). Every member of A(τ) (or A′(τ)) will be called an labeled arc (or arc)

corresponding to the set of triple(s) τ . Given a transcript {(si, xi, yi, σi)}1≤i≤q of an

adversary A let τ [i] denote the set of triples {τ1 = (s1, x1, y1), . . . , τi = (si, xi, yi)}.
For each i we have a labeled directed graph Ti = T (τ [i]) = (V,A(τ [i])) and a directed

graph T ′
i = (V, A′(τ [i])). Define T0 = (V, ∅).

Lemma 4.1 Adversary can compute fk
ı (h1,m) = h2 after ith query if and only if

for some j ≤ i, Esj
(xj) = yj ⇒ fk

ı (h1,m) = h2 and hence (h1, h2,m) ∈ A(τ [i]).
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Similarly, adversary can compute Hk
ı (m1|| · · · ||ma) = ha after ith query if and only if

h0 →m1 h1 →m2 · · · →ma ha is a path in A(τ [i]).

Definition 4.3 For each 1 ≤ i ≤ q, we define some useful events related to collision.

Ci : adversary gets a collision after ith query. PathColli : ∃ two distinct labeled paths

P1 and P2 in Ti from h0 to some h∗.

Obviously the above events Ci and PathColli are equivalent. Thus to estimate the

collision probability we only need to estimate the probability of existence of PathCollq,

where q is the maximum number of queries. Before this we have to understand the

graph Ti in more detail. The following proposition says about the structure of A(τi).

Note that Ti is the union of all graphs A(τj) for 1 ≤ j ≤ i.

Proposition 4.2 If A(τi) is not empty then we have,

1. For ı ∈ E1 or E2, A(τi) is a singleton

2. For ı ∈ E3, A′(τi) = {(h1, h2) : h2[R] = u} where, h1 and u are fixed depending

only on j and τi. So, the graph of the A′(τi) looks like an outward directed star

and |A′(τi)| = 2n−l = |A(τi)|.

3. For ı ∈ E4, A′(τi) = {(h, h ⊕ a) : h[R] = u} where, a and u are fixed depending

only on j and τi. So, the graph of the A′(τi) consists of 2n−l parallel arcs and

|A′(τi)| = 2n−l = |A(τi)|.

4. For ı ∈ E5, A′(τi) = {(h1, h2) : h1[R] = u} where, h2 and u are fixed depending

only on j and τi. So, the graph of the A′(τi) looks like an inward directed star

and |A′(τi)| = 2n−l = |A(τi)|.

Moreover, for each (h1, h2) ∈ A′(τi), there exists unique m such that h1 →m h2.

Proof. We prove the results for one hash function from each class. Other cases will

be very similar and one can check analogously. Let τi = (si, xi, yi).

1. In case ofH1, fk
1 (h1,m) := Eh1(m||k)⊕(m||k). So, fk(h1,m) = h2 ⇒ Eh1(m||k)⊕

(m||k) = h2 ⇒ (h1 = si, h2 = yi ⊕ (m||k), xi = m||k). Hence, A(τ) =

{(si, yi ⊕ xi, xi[L])} if xi[R] = k otherwise it is an empty set.
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In case of H21, we have shown in example 5.5.1, that A(τ) = {(si, si⊕ yi, xi[L])}
if xi[R] = k otherwise it is an empty set.

2. In case of H23, fk
23(h1, m) := Eh1(h1)⊕ (m||k). So, fk(h1,m) = h2 ⇒ Eh1(h1)⊕

(m||k) = h2 ⇒ (h1 = si = xi, h2 = yi ⊕ (m||k)). Hence, A(τ) = {(si, h2,m) :

h2[R] = yi[R]⊕ k, m = h2[R]⊕ yi[R]} if xi = si otherwise it is an empty set.

3. In case of H27, fk
27(h1,m) := Ew1(w1) ⊕ (m||k) where w1 = h1 ⊕ (m||k). So,

fk(h1,m) = h2 ⇒ Ew1(w1)⊕(m||k) = h2 ⇒ (h1 = si⊕(m||k), h2 = yi⊕(m||k) =

h1⊕(yi⊕si), si = xi). Hence, A(τ) = {(h1, h1⊕(si⊕yi), xi[L]⊕h1[R])} if xi = si

otherwise it is an empty set.

4. In case of H36, we can prove similarly that A(τi) = {(h1, yi ⊕ v,m) : h1[R] =

si[R]⊕ k, m = h1[L]⊕ si} if xi = si otherwise it is an empty set. 2

E5 E3E4

Figure 4.1: The Graphs of A′(τ) for E3/E4/E5 Hash Families

Definition 4.4 For each hash function and 0 ≤ i ≤ q

1. When ı ∈ E1, E2 or E3, h in Ti is old if deg(h) ≥ 1 in Ti or h = h0.

2. When ı ∈ E4 or E5, h in Ti is old if h = h0 or there exists h1, deg(h1) ≥ 1 in

Ti and h[R] = h1[R].

Remaining all other vertices are known as new vertices. Denote the set of all old

vertices in Ti by Oi.

Proposition 4.3 1. For ı ∈ E1 or E2, we have |Oi| ≤ 2i + 1.
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2. For ı ∈ E3, we have, |Oi| ≤ (2i + 1)2n−l.

3. For ı ∈ E4, we have |Oi| ≤ (2i + 1)2n−l.

4. For ı ∈ E5, we have |Oi| ≤ (2i + 1)2n−l.

Proof. This is immediate from Proposition 4.2. 2

Define an event Succi occurs if ∃ an arc (h, h′) ∈ A′(τi) where both h and h′ are old

vertices in Ti−1.

Proposition 4.4 For E1-E4 hash families, the event (Pathcolli | ¬Pathcolli−1) neces-

sarily implies Succi. For E5, Pathcolli necessarily implies Succi′ for some i′ ≤ i.

Proof. Let P1 and P2 be two distinct labeled paths from h0 to h∗ in T ′
i . Since

PathColli−1 is not true ∃ at least one arc in P1 ∪ P2 which corresponds to τi. If Succi

is not true then one of the vertices of an arc corresponding to τi should be new in Ti−1

which implies ∃ two arcs either (h1, h2), (h2, h3) or (h1, h3), (h2, h3) corresponding to

τi. But this is not possible by the structure of A′(τi) (see Proposition 4.3) in case of

E1, E2, E3 and E4 hash families.

For E5 hash families, A′(τi) can not contain (g1, h1) and (g2, h2) with h1 6= h2. Let

P ′
i be the corresponding non-labeled directed path of Pi, i = 1, 2. Thus for P ′

1 = P ′
2,

the proof is trivial. Otherwise there exists g1 and g2 such that both (g1, h) and (g2, h)

belongs to A′(τi) and g1 and g2 are old vertices. But g1 and g2 both can not become

old vertex after ith1 query for i1 < i. So there exists i′ such that g2 become old for the

first time and g1 is already old. Thus the events Succi′ occurs. 2

Since Cq ⇒ ⋃q
i=1 Succi (Proposition 4.4), we have Pr[A gets a collision] ≤ ∑q

i=1 Pr[Succi].

Thus it is enough to have an upper bound of Pr[Succi] in all hash functions.

Theorem 4.1 For each 1 ≤ i ≤ q we have

1. For E1 hash family, Pr[Succi] ≤ (2i− 1)/2n−1

2. For E2 hash family, Pr[Succi] ≤ 2/(2l+1 − 1) if q ≤ 2n−l−1.

3. For E3,E4 or E5 hash families, Pr[Succi] ≤ (2i− 1)/2l−1 .
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Proof. Let A be an adversary attacking Hı. Assume that A asks its oracles at most

q total queries. Assume that the random key k is given. Let (si, xi, yi, σi) be the ith

q-r quadruple.

Consider Hk
1 in case of E1 hash family. For the other hash families in E1, the proof is

analogous to the proof of 1. Let σi = +1. Succi ⇒ yi⊕xi ∈ Oi−1 (See Proposition 4.3).

Hence, Pr[Succi] ≤ Pr[yi ∈ Oi−1 ⊕ xi] ≤ (2i − 1)/(2n − i + 1) (by Proposition 4.1

and 4.3). In case of, σi = −1, Succi ⇒ yi ⊕ xi ∈ Oi−1 (See Proposition 4.2). Hence,

Pr[Succi] ≤ Pr[xi ∈ Oi−1 ⊕ yi] ≤ (2i − 1)/(2n − i + 1) (by Proposition 4.1 and 4.3).

Therefore, Pr[Succi] ≤ (2i− 1)/(2n − i + 1) ≤ (2i− 1)/2n−1.

Consider Hk
21 in case of E2 hash family. For the other hash families in E2, the proof is

analogous to the proof of 21. If σi = +1, Succi ⇒ yi⊕ si ∈ Oi−1 (See Proposition 4.3).

Hence, Pr[Succi] ≤ Pr[yi ∈ Oi−1 ⊕ si] ≤ (2i − 1)/(2n − i + 1) (by Proposition 4.1

and 4.3). If σi = −1, Succi ⇒ xi[R] = k. Let Q = {x : x[R] = k} then |Q| = |2n−l|.
Hence, Pr[Succi] ≤ Pr[xi ∈ Q] ≤ 2n−l/(2n − i + 1) (by Proposition 4.1). Therefore,

Pr[Succi] ≤ max{(2i−1)/(2n − i + 1), 2n−l/(2n− i+1)}. Since q ≤ 2n−l−1, Pr[Succi] ≤
2n−l/(2n − i + 1) ≤ 2/(2l+1 − 1).

Consider Hk
23 in case of E3 hash family. For the other hash families in E3, the proof

is analogous to the proof of 21. For E4/E5 hash functions the proof will be analogous

to the proof of 23. If σi = +1, then Succi implies that ∃ an arc (h, h′) ∈ A(τi)

such that h′ ∈ Oi−1. This implies that ∃ m such that (yi ⊕ (m||k)) ∈ Oi−1. By the

Proposition 4.3 (yi ⊕ (m||k)) ∈ Oi−1 ⇔ (yi ⊕ (0||k)) ∈ Oi−1 ⇔ yi ∈ Oi−1 ⊕ (0||k).

Therefore, by the Proposition 4.1 and 4.3, Pr[Succi] ≤ 2n−l(2i − 1)/(2n − i + 1). If

σi = −1, then Succi implies that xi = si. Hence, Pr[Succi] ≤ Pr[xi = si]. Hence, by

the Proposition 4.1, Pr[Succi] ≤ Pr[xi = si] ≤ 1/(2n − i + 1). Therefore, Pr[Succi] ≤
max{2n−l(2i−1)/(2n − i + 1), 1/(2n−i+1)} = 2n−l(2i−1)/(2n − i + 1) ≤ (2i−1)/2l−1.

Since q ≤ 2n−l, Pr[Succi] ≤ 2n−l(2i− 1)/(2n − i + 1) = (2i− 1)/(2l − ((i− 1)/2n−l)) ≤
(2i−1)/(2l−1). Therefore, we have AdvColl

H23
(q) ≤ Σq

i=1Pr[Succi] ≤ Σq
i=1(2i−1)/(2l−

1) = q2/(2l − 1). 2

Theorem 4.2 1. AdvColl
Hı

(q) ≤ q2/2n−1 for ı ∈ E1

2. AdvColl
Hı

(q) ≤ 2q/(2l+1 − 1) for all q ≤ 2n−l−1 and ı ∈ E2.

3. AdvColl
Hı

(q) ≤ q2/2l−1 for ı ∈ E3, E4 or E5.
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Theorem 4.3 For all ı ∈ [1, 42], AdvColl
Hı

(q) ≤ AdvColl
Hı

(q)

Proof. Suppose A is an adversary with respect to Coll for the hash family Hı. We can

construct an adversary B with respect to Coll for Hı very easily. Choose k at random

from {0, 1}l. Run A to get M1 and M2 where, M1 = m1
1|| · · · ||m1

a, M1 = m2
1|| · · · ||m2

b ,

|mj
i | = n − l and j = 1 or 2. B outputs (M ′

1,M
′
2) where M ′

1 = (m1
1||k)|| · · · ||(m1

a||k),

and M ′
2 = (m2

1||k)|| · · · ||(m2
b ||k). It is very easy to check that if (M1,M2) is a collision

pair for Hk
ı then (M ′

1,M
′
2) is a collision pair for Hı. Note, whenever A asks for E-

query/E−1-query, B asks same query and output of the query is given to A as a

response of the query made by B. 2

In [10] we know the followings :

1. For ı ∈ [1, 12], AdvColl
Hı

(q) ≤ q(q + 1)/2n

2. For ı ∈ [13, 20], AdvColl
Hı

(q) ≤ 3q(q + 1)/2n

So, we can conclude from Theorem 4.2 and 4.3 that,

Corollary 4.1 For ı ∈ [1, 12], AdvTColl
Hı

(q) ≤ AdvColl
Hı

(q) ≤ q(q + 1)/2n.

For ı = [13, 20], AdvTColl
Hı

(q) ≤ AdvColl
Hı

(q) ≤ q2/2n−1.

In fact we can have better bound like q(q + 1)/2n for the hash family Hı where ı ∈
[13, 20]. For that we need to change the definition of old vertex.

4.4 (Target) Collision Attack

The idea of attack : Here we give a generic attack for all Hj for the game TColl

(See Section 2.3.2). Commit M1 = (m1|| . . . ||mq). we describe later how these mi’s

will be chosen. Then given random key k compute Hk
j (M1) by using q many queries.

We obtain h1, . . . hq and Hk
j (M1) = hq where, h0 →m1 h1 →m2 . . . hq−1 →mq hq. If we

get one such i < i′ such that hi = hi′ then define M2 = m1|| . . . ||mi||mi′+1|| . . . mq. So,

M1 and M2 will be a collision pair. Roughly hi’s are random string and the probability

of success will be probability for birthday collision of hi’s which is o(q2/2n). We choose

mi’s such that the key for each query (i.e. si’s) are different.
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Choice of mi’s : If key of block cipher E is w in the definition of compression function

then choose mi = 0. So each wi will be different as hi’s are different otherwise we get

a collision. If key is h or m then choose mi = i and hence keys are different. If key is

v then choose mi’s so that inputs of compression functions are different. In this case

we study the lower bound separately.

Theorem 4.4 AdvColl
Hı

(q) ≥ AdvTColl
Hı

(q) ≥ 0.3q(q−1)
2n for each ı ∈ [1, 42] whenever

key of E is not v in the definition of compression function.

Proof. Define Di by the event that no collision occurs after ith query and D is the

event that the above attack fails after all queries i.e. it is same as Dq. Define D0

by a sure event. Now Pr[D] =
∏q

i=1 Pr[Di|Di−1]. If Di−1 is true then all hi′ ’s are

different for i′ < i. Now hi = yi ⊕ αj (here αj depends on hi−1,mi and v). Now Di is

true ⇔ yi /∈ {h0, h1, . . . , hi−1} ⊕ αj. So, Pr[Di|Di−1] = (1 − i
2n ). So AdvTColl

Hı
(q) ≥

1−∏q
i=1(1− i

2n ) ≥ ·3q(q−1)
2n (the last inequality is followed from Proposition 4.5). 2

For hash family E3/E4/E5 we can have better attack with lower bound o( q2

2l ) if we

just check whether hi[R] = hi′ [R] for i < i′. Construction of M2 is given below where

hi[R] = hi′ [R] for i < i′:

1. E3 : In E2 family if h →m h′ then (h⊕(a||0)) →m⊕a (h′⊕(a||0)). So, define M2 =

m1|| . . . ||mi′||(mi+1 ⊕ a)|| . . . ||mi′ ⊕ a||mi+1|| . . . ||mq. Here, a = hi[R] ⊕ hi′ [R].

This will give collision because Hj(m1|| . . . ||mi′||(mi+1 ⊕ a)|| . . . ||(mi′ ⊕ a) = hi.

2. E4 : By Proposition 4.3 we have some m′
i′ such that hi′−1 →m′

i′
hi′ . So define

M2 = m1|| . . . ||mi−1||m′
i′|| . . . ||mq. This will give a collision.

3. E5 : This case is very similar to E4 so we skip this.

Theorem 4.5 Let ı ∈ E3 or E4 or E5. If v is not the key of E in the definition

for compression function then AdvColl
Hı

(q) ≥ AdvTColl
Hı

(q) ≥ 0.3q(q−1)
2l . In other cases

AdvColl
Hı

(q) ≥ AdvTColl
Hı

(q) ≥ 0.3q(q−1)
2l−1 .

Proof. We use same notations as above. If Di−1 is true then all hi′ [R]’s are different

for i′ < i. Now hi = yi ⊕ αj (here αj depends on hi−1,mi and v). Now Di is true ⇔
(yi[R] ⊕ α =) hi[R] /∈ {h0[R], h1[R], . . . , hi−1[R]}. So, yi /∈ A − {y1, . . . , yi−1} where
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A = {x; x[R]⊕a = hi′ [R], 0 ≤ i′ ≤ i−1} and |A| = i.2n−l. Hence Pr[Di|Di−1] = (1− i
2l ).

So AdvTColl
Hı

(q) ≥ 1 − ∏q
i=1(1 − i

2l ) ≤ ·3q(q−1)
2l (the last inequality is followed from

Proposition 4.5).

When key is same as v then everything is same as above except Pr[Di|Di−1] = (1 −
i2n−l−i+1
2n−(i−1)

) as yi can not take previous i − 1 outputs. So if q ≤ 2n−1, Pr[Di|Di−1] ≥
(1− i

2l−1 ) and hence AdvTColl
Hı

(q) ≥ ·3q(q−1)
2l−1 2

Attack for E2 Hash Family : We consider H21 hash family from E2. Other cases

are similar. Fix some integer a > 0 such that (a + 1)(a + 2)/2 + a + 1 ≥ q. Let

m1, . . .ma ∈R {0, 1}n−l. Commit M1 = m1|| . . . ||ma where mi’s are chosen like above

(to make the keys different and note that in E2 there is no hash function with key

v). Then given random key k compute H21(M1) using a queries (we have to do it by

our convention). We obtain h0, h1 . . . , ha = H21(M1). If hi = hi′ for some i < i′ then

M2 = m1|| . . .mi||mj+1||ma. Output M2. Otherwise run the loop below for q−a many

times.

For i, j = 0 to a (j 6= i + 1, i ≤ j)

Compute E−1
hi

(hi ⊕ hj) = x

If x[R] = k then M2 = m1|| . . . ||mi||mj+1 and output M2.

Theorem 4.6 For each ı ∈ E2, AdvColl
Hı

(q) ≥ AdvTColl
Hı

(q) ≥ ·3a(a + 1)/2n + (q −
a)/2l for integer a > 0 such that (a + 1)(a + 2)/2 + a + 1 ≥ q.

Proof. Here we have two possibility to get collision. In first case success probability

is at least ·3a(a + 1)/2n by similar argument as above. In the second case Pr[x[R] =

k] ≥ 1/2l for each loop. Altogether we have success probability is at least (q − a)/2l.

One can write down the proof in more details. 2

Proposition 4.5 [10]

1−∏q
i=1(1− i

2a ) ≥ ·3q(q−1)
2a for any integer a.
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4.5 Inversion Resistance of Extended Hash Family

4.5.1 Upper Bound

In the Inv game a random key k and a random h∗ will be given where, h∗ ∈ {0, 1}n.

Then he will try to compute M in case of extended hash function or h,m in case of

compression function such that Hk
ı (M) = h∗ or fk

ı (h,m) = h∗. If he finds that then

we say that adversary wins. As we study in black-box model adversary can query

E/E−1 similar to other games like Coll or TColl. So, adversary has a transcript or

sequence of query-response quadruples {(si, xi, yi, σi)}1≤i≤q. In this section we modify

the definition of old vertices. In addition to the previous old vertices we also include h∗

as an old vertex in each Ti. By the new definition of old vertex, size of Oi is one more

than that of previous Oi. Definition of Succi is same as previous definition. Note that

the definition of Succi involves old vertices. In that sense this definition is changed

a little. Like Ci we define Invi which means that adversary gets inverse of h∗ (i.e.

adversary wins) after ith query. It is very easy to check that (Invi|¬Invi) implies Succi.

So for extended hash family we have one upper bound for probability of winning in

the Inv game which will be same as that in Coll game. But we can have better bound

for extended hash family using the theorem below.

Theorem 4.7 AdvInv
Hı

(q) ≤ UBı for each ı ∈ E2/E3/E4/E5.

Proof. Proof is very much similar to that collision resistant. We only have to change

the definition of old namely we consider h∗ as an old vertex where h∗ is given randomly

to the adversary for finding inverse of that. All propositions and lemma will be valid

in the new definition. For example Ci|¬Ci−1 ⇒ Succi is true even if Succ is changed by

new definition of old. 2

Theorem 4.8 AdvInv
Hı

(q) ≤ AdvInv
Fı

(q) for each ı ∈ [1, 42].

Proof. The proof for single hash function and single compression function is given

in [10]. Same proof will carry forward for hash family and compression family also.

Intuitively finding inverse for extended hash family is stronger than finding that for

compression function. 2
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Now we first study the security analysis of inversion resistance of compression func-

tions. It can be easily observed that, for ı ∈ {15, 17, 19, 20, 35, 36, 37}, the compression

functions are not inversion resistance-secure. All other compression functions are in-

version resistance-secure.

Theorem 4.9 AdvInv
Fı

(q) ≤ q/2l−1 for ı ∈ [21, 34] or ı ∈ {13, 14, 16, 18}.

Proof. Here we consider the hash family H23. Other cases will be very similar. A

random key k and h∗ are given to the adversary. The event (Invi|¬Invi−1) implies the

arc (h, h∗) corresponds to τi for some h. So, Esi
(xi) = yi ⇔ h →m h∗ for some h and

m. So h∗ = yi ⊕ (m||k) and si = xi.

1. If σi = +1 then Pr[Invi|¬Invi−1] ≤ Pr[yi[R] = h∗[R] ⊕ k ≤ 2n−l/(2n − i + 1) ≤
1/2l−1 (assume q ≤ 2n−l otherwise the bound is trivial).

2. If σi = −1 then Pr[Invi|¬Invi−1] ≤ 1/(2n − i + 1) ≤ 1/2n−1.

So, AdvInv
Fı

(q) ≤ ∑q
i=1 Pr[Invi|¬Invi−1] ≤ q/2l−1. 2

Theorem 4.10 AdvInv
Fı

(q) ≤ q/2n−1 for ı ∈ [38, 42] or [1, 12].

AdvInv
Fı

(q) ≤ q/2l−1 for ı ∈ {13, 14, 16, 18}.

Proof. Consider ı = 38. Other cases will be similar. In fact, the idea of proof is

same with the previous one. Invi|¬Invi−1 implies yi = h∗⊕ v and xi = si. So whenever

i ≤ 2n−1, Pr[Invi|¬Invi−1] ≤ 1/2n−1 (check for σi = +1 and −1). 2

For other cases ı ∈ {35, 36, 37} we can use the same technique used in proving the

upper bound for Coll game. By the discussion made in beginning of the section we can

have the following theorem.

Theorem 4.11 AdvInv
Hı

(q) ≤ q2/2l−1 for ı ∈ [35, 37] and AdvInv
Hı

(q) ≤ AdvInv
Hı

(q)

≤ 9(q + 3)2/2n for ı ∈ {15, 17, 19, 20}.

In 21/22/23/24/25/26/27/28/29/30/31/32/33/34 has upper bound q/2l−1 and lower

bound q/2l+1 (some cases we have better lower bound) [35,37] compression families are

not OWF-secure but extended hash family has same upper bound as Coll bound and

lower bound q2/2l+1. 38/39/40/41/42 has upper bound q/2n−1 and lower bound q/2n.

62



4.5.2 Some attacks in Inv game for Lower Bound

Attack 1 : When ı ∈ {15, 17, 19, 20, 35, 36, 37} i.e. when the corresponding compres-

sion functions are not inversion resistance-secure we can perform meet-in-the-middle-

attack. Idea of the attack is presented in [10]. Given h0 and h∗ we compute two sets F

and B such that h → h1 for every h1 ∈ F and h2 → h∗ for every h2 ∈ B. Note we can

construct B as the compression functions are not inversion resistance-secure. If we get

an element in F ∩ B say h then we have an inverse element of h∗. More precisely, if

h0 →m1 h →m2 h∗ for some m1 and m2 then m1||m2 will be an inverse element of h∗.

So we have the following lower bound which is similar to the bound given in [10] and

hence we skip the proof.

Theorem 4.12 AdvInv
Hı

(q) ≥ (0.15)q2/2n for ı ∈ {15, 17, 19, 20} and AdvInv
Hı

(q) ≥
(0.15)q2/2l for ı ∈ [35, 37].

Consider H35. fk
23(h,m) = Ev(h) ⊕m. Choose q/2 different values of h and compute

Ev(h) for those h. Call that output set by S. Roughly all elements of S have different

right part. Define S1 = {a : a[R] = b[R] for some b ∈ S}. |S1| ≈ q2n−l−1. Similarly

choose q/2 different values of y such that y[R] = k ⊕ h∗[R]. Compute E−1
v (y) and get

the set T1. Now if h1 ∈ S1 ∩ T1 then we can compute the inverse of h∗. Pr[S1 ∩ T1 6=
∅] ≈ q2/2l+1.

Attack 2 : The attacking algorithm is same as the generic attack for target collision

resistance described in Section 4.4. We choose m1, · · · ,mq and then compute h1, · · · , hq

and finally we look for some hi such that hi = h∗ (for ı ∈ [38, 42] or [1, 12]) or hi[R] =

h∗[R] (for ı ∈ [21, 34]). One can prove it exactly but this will be same as the proof for

collision attack so we skip the details. In case of ı ∈ {13, 14, 16, 18} choose si different

and compute xi = E−1
si

(h∗ ⊕ v).

Theorem 4.13 AdvInv
Hı

(q) ≥ q/2l+1 for ı ∈ [21, 34] and AdvInv
Hı

(q) ≥ q/2n for ı ∈
[38, 42] or [1, 12].
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ı  hi = (T)CR LB (T)CR UB IR LB IR UB

1 Exi(xi)⊕ v 1 1 – –
22 2 Ehi−1(xi)⊕ v q/2l+1 2q/2l+1 − 1 q/2l+1 q/2l−1

13 3 Ewi(xi)⊕ v .3q(q − 1)/2n q2/2n−1 q/2l q/2l−1

4 Ev(xi)⊕ v 1 1 – –

5 Exi
(xi)⊕ xi 1 1 – –

1 6 Ehi−1(xi)⊕ xi .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

9 7 Ewi
(xi)⊕ xi .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

8 Ev(xi)⊕ xi 1 1 – –

9 Exi(xi)⊕ hi−1 1 1 – –
21 10 Ehi−1(xi)⊕ hi−1 q/2l+1 2q/2l+1 − 1 q/2l+1 q/2l−1

11 11 Ewi(xi)⊕ hi−1 .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

12 Ev(xi)⊕ hi−1 1 1 – –

13 Exi
(xi)⊕ wi 1 1 – –

3 14 Ehi−1(xi)⊕ wi .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

14 15 Ewi(xi)⊕ wi .3q(q − 1)/2n q2/2n−1 q/2l q/2l−1

16 Ev(xi)⊕ wi 1 1 – –

15 17 Exi(hi−1)⊕ v .3q(q − 1)/2n q2/2n−1 .15q2/2n 9(q + 3)2/2n

18 Ehi−1(hi−1)⊕ v 1 1 – –
16 19 Ewi(hi−1)⊕ v .3q(q − 1)/2n q2/2n−1 q/2l q/2l−1

20 Ev(hi−1)⊕ v 1 1 – –

17 21 Exi(hi−1)⊕ xi .3q(q − 1)/2n q2/2n−1 .15q2/2n 9(q + 3)2/2n

23 22 Ehi−1(hi−1)⊕ xi .3q(q − 1)/2l q2/2l−1 q/2l q/2l−1

12 23 Ewi(hi−1)⊕ xi .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

35 24 Ev(hi−1)⊕ xi .3q(q − 1)/2l−1 q2/2l−1 .15q2/2l q2/2l−1

5 25 Emi(hi−1)⊕ hi−1 .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

26 Ehi−1(hi−1)⊕ hi−1 1 1 – –
10 27 Ewi(hi−1)⊕ hi−1 .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

28 Ev(hi−1)⊕ hi−1 1 1 – –

7 29 Exi(hi−1)⊕ wi .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

24 30 Ehi−1(hi−1)⊕ wi .3q(q − 1)/2l q2/2l−1 q/2l q/2l−1

18 31 Ewi(hi−1)⊕ wi .3q(q − 1)/2n q2/2n−1 q/2l q/2l−1

25 32 Ev(hi−1)⊕ wi .3q(q − 1)/2l−1 q2/2l−1 q/2l q/2l−1

Figure 4.2: Summary of results about 64 extended hash families. Column 1 is our

number ı for the function family (We write Fı for the compression function family and

Hı for its induced extended hash family). Column 2 is the number from [10]. Column

3 defines fk(hi−1,mi) for some k ∈ {0, 1}l. We write xi for (mi||k) and wi for xi⊕hi−1.

Columns 4 and 5 give our (target) collision resistance bounds. Columns 6 and 7 give

our inversion resistance bounds.
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ı  hi = (T)CR LB (T)CR UB IR LB IR UB

19 33 Exi(wi)⊕ v .3q(q − 1)/2n q2/2n−1 .15q2/2n 9(q + 3)2/2n

26 34 Ehi−1
(wi)⊕ v q/2l+1 2q/2l+1 − 1 q/2l+1 q/2l−1

38 35 Ewi(wi)⊕ v .3q(q − 1)/2l q2/2l−1 q/2n q/2n−1

37 36 Ev(wi)⊕ v .3q(q − 1)/2l−1 q2/2l−1 .15q2/2l q2/2l−1

20 37 Exi(wi)⊕ xi .3q(q − 1)/2n q2/2n−1 .15q2/2n 9(q + 3)2/2n

4 38 Ehi−1(wi)⊕ xi .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

27 39 Ewi(wi)⊕ xi .3q(q − 1)/2l q2/2l−1 q/2l q/2l−1

36 40 Ev(wi)⊕ xi .3q(q − 1)/2l−1 q2/2l−1 .15q2/2l q2/2l−1

8 41 Exi(wi)⊕ hi−1 .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

28 42 Ehi−1(wi)⊕ hi−1 q/2l+1 2q/2l+1 − 1 q/2l+1 q/2l−1

29 43 Ewi(wi)⊕ hi−1 .3q(q − 1)/2l q2/2l−1 q/2l q/2l−1

30 44 Ev(wi)⊕ hi−1 .3q(q − 1)/2l−1 q2/2l−1 q/2l q/2l−1

6 45 Exi(wi)⊕ wi .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

2 46 Ehi−1(wi)⊕ wi .3q(q − 1)/2n q(q + 1)/2n .4q/2n 2q/2n

39 47 Ewi(wi)⊕ wi .3q(q − 1)/2l q2/2l−1 q/2n q/2n−1

40 48 Ev(wi)⊕ wi .3q(q − 1)/2l−1 q2/2l−1 q/2n q/2n−1

49 Exi(v)⊕ v 1 1 – –

50 Ehi−1(v)⊕ v 1 1 – –

41 51 Ewi(v)⊕ v .3q(q − 1)/2l q2/2l−1 q/2n q/2n−1

52 Ev(v)⊕ v 1 1 – –

53 Exi(v)⊕ xi 1 1 – –

31 54 Ehi−1(v)⊕ xi .3q(q − 1)/2l q2/2l−1 q/2l q/2l−1

32 55 Ewi(v)⊕ xi .3q(q − 1)/2l q2/2l−1 q/2l q/2l−1

56 Ev(v)⊕ xi 1 1 – –

57 Exi(v)⊕ hi−1 1 1 – –

58 Ehi−1(v)⊕ hi−1 1 1 – –

33 59 Ewi(v)⊕ hi−1 .3q(q − 1)/2l q2/2l−1 q/2l q/2l−1

60 Ev(v)⊕ hi−1 1 1 – –

61 Exi(v)⊕ wi 1 1 – –

34 62 Ehi−1(v)⊕ wi .3q(q − 1)/2l q2/2l−1 q/2l q/2l−1

42 63 Ewi(v)⊕ wi .3q(q − 1)/2l q2/2l−1 q/2n q/2n−1

64 Ev(v)⊕ wi 1 1 – –

Figure 4.3: Summary of results about 64 extended hash families, continued.
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Chapter 5

Multicollision Attacks on a Class of Hash

Functions

5.1 Introduction

In this chapter, we discuss multicollision attacks on certain general classes of hash

functions. A multicollision is a generalized notion of collision on a function. A collision

on a function g : D → R is a doubleton subset {x, y} of D such that g(x) = g(y).

For an integer r ≥ 2, an r-way collision (or multicollision) on a function, g(·), is an

r-subset {x1, . . . , xr} of D such that g(x1) = g(x2) = . . . = g(xr) = z (say). The

common output value, z, is known as the collision value for this r-way collision set.

The birthday attack for r-way collisions has time complexity Ω(|R|(r−1)/r).

Recently, A. Joux [38] found an algorithm to construct a 2K-way multicollision set

on a classical iterated hash function, having time complexity O(K 2n/2), which is a

considerable improvement over the birthday attack. This multicollision attack can be

considered as a weakness of the iterated hash function design because of the following

reasons:

1. Joux also showed how the multicollision attack can be used to construct a colli-

sion attack, which is better than the birthday attack, on the concatenated hash

function H ‖ G where H is the classical hash function and G is any hash func-

tion. This concatenated hash function has often been used when large output

hash values are needed.

2. There are some other practical applications where multicollision secure hash func-
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tions are required. These include the micropayment scheme Micromint [76], the

identification scheme of Girault and Stern [30], the signature scheme of Brickell

et al [12], etc.

3. Multicollision secure hash function design is an interesting fundamental question,

because a function having an efficient multicollision attack gives evidence of the

non-randomness of the function.

Organization of the Chapter

We first give a brief introduction of Joux’s attack and its applications. Then we

generalize the definition of classical iterated hash functions in a natural way. After

defining this class of generalized iterated hash functions, we show 2K-way collision

attacks with complexity O(nK2 2n/2). We also find multicollision attacks on a certain

class of generalized tree-based hash functions, having complexity O(nK2 2n/2). Tree-

based hash functions can be viewed as a parallelization of the classical iterated hash

functions (which are evaluated in a sequential manner). Finally, we conclude with a

brief note on multipreimage attacks and possible future work.

5.2 Joux’s Multicollision Attack

In a recent paper by Joux [38], it was shown that there is a 2r-way collision attack for

the classical iterated hash function based on a compression function, f : {0, 1}m+n →
{0, 1}n, where the attack has complexity O(r 2n/2). This complexity is much less than

Ω(2
n(2r−1)

2r ), which is the complexity for the birthday attack (see Proposition 2.2).

Here is the basic idea of the attack. Consider a set of vertices V = {0, 1}n. We use

the notation h →M h′ (a labeled arc) to mean f(h,M) = h′. Here, |h| = |h′| = n

and |M | = m. The strategy is to first find r successive collisions (see Figure 5.1) by

performing r successive birthday attacks, as follows:

f(h0, m1) = f(h0, n1) = h1 (say), where m1 6= n1

f(h1, m2) = f(h1, n2) = h2 (say), where m2 6= n2

...

f(hr−1, mr) = f(hr−1, nr) = hr (say), where mr 6= nr.
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For 1 ≤ i ≤ r, we apply BirthdayAttack(f(hi−1, ·), 2n/2, 2) to find mi 6= ni such that

f(hi−1, mi) = f(hi−1, ni). Thus the set

{x1 ‖ · · · ‖ xr : xi = mi or ni, 1 ≤ i ≤ r}

is a 2r-way collision set. The complexity of the attack is O(r 2n/2).

Figure 5.1 is a diagram illustrating the attack.

.  .  .
h0 h1 h2 hr

m1

n1 nrn2

mrm2

Figure 5.1: Graphical representation of Joux’s multicollision attack

Remark: Since the birthday attack is itself a probabilistic attack, there is some posi-

tive probability that Joux’s attack fails. One can perform the birthday attack repeat-

edly until each required intermediate collision is found. If ε is the success probability of

the birthday attack, then on the average we need r/ε calls of BirthdayAttack in total.

In fact, if we make a total of 2r/ε calls of BirthdayAttack, then we have an overall

success probability exceeding 1/2. This is because of the following fact which follows

immediately from Markov’s Inequality: if the expected value of a random variable, X,

is µ, then Pr[X ≤ 2µ] ≥ 1/2.

5.2.1 Applications of Multicollision Attacks

The birthday attack is feasible for small sized output hash values. To make the birthday

attack infeasible, one simply specifies a large output hash value. There are many

approaches of designing hash functions having large output hash values based on secure

block ciphers; see [33, 34, 45, 85]. However, most of these designs were proven to be

insecure; see [33, 45, 85]. Recently, Hirose [34] designed secure double length hash

functions based on secure block ciphers. But the efficiency of the design is fairly low.

A natural and efficient approach to produce large output hash values is the concate-

nation of several smaller output hash values. For example, given two classical iterated
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hash functions, H and G, one can define a hash function H(M) ‖ G(M). This idea

has been frequently used because it is efficient and simple to implement. However, due

to the attacks of Joux [38], there exists a collision attack that is more efficient than

than the birthday attack. The complexity of the attack is roughly the maximum of

the complexity of the multicollision birthday attack on H and the complexity of the

standard birthday attack on G.

We briefly describe the attack (see [38] for more details). Let H and G have output

hash values of nH and nG bits in length, respectively.

1. By using Joux’s multicollision attack, find 2nG/2 messages which have common

output hash value (say h∗) on H.

2. Find two messages, say M and N where M 6= N , which are members of the set

of 2nG/2 messages found in step 1, such that they have same output hash value

(say g∗) on G. Note that we expect to be able to find a collision on an nG-bit

function from a set of 2nG/2 messages using the standard birthday attack.

Thus, we have H(M) ‖ G(M) = H(N) ‖ G(N) = h∗ ‖ g∗. The overall complexity

of this attack is O(nG 2nH/2 + 2nG/2). Note that we only assume that H is a classical

iterated hash function; G can be any hash function at all.

Remark: As mentioned previously, we ignore the padding that includes the binary

representation of the length of the inputs. Note that, even if we included the padding,

it does not affect the above attack, as the multicollision sets consist of messages of

equal length.

5.3 A General Class of Hash Functions

We have seen in Section 5.2 that the classical iterated hash function is vulnerable to

a multicollision attack. Thus one cannot use the classical iterated hash function if

multicollision secure hash functions are needed. There are some other disadvantages

of using classical iterated hash functions. For example, very recently, Kelsey and

Schneier [41] have found a generic second preimage attack that is better than the

birthday attack.
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To fix all these problems, one can try to use some suitable variant of the classical

iterated hash function. We note that, recently, Lucks [52] designed a hash function

that is secure against multicollision attack. In his construction a “wide” compression

function is used. The hash function is proven to be secure if the compression function

and the output transformation are both random oracles.

Alternatively, one might consider a modification of the classical iterated hash function

where message blocks are used more than once. Another approach is to use a parallel

design, which is characterized by a directed tree; see [80]. One can also combine these

two approaches.

These generalized hash functions could be considered as an alternative to the classical

iterated hash function since the Joux’s attack cannot be applied. For example, the hash

function H ′(M) = H(H(IV, M),M) uses each message block twice. Here H denotes

the classical iterated hash function. We call this hash function by double iterated hash

function as it uses the classical iteration twice. Obviously, Joux’s attack can not be

applied directly to this hash function. Thus it is worthwhile to study this class in more

detail.

To begin with, we define a very general class of hash functions. Let f : {0, 1}N →
{0, 1}n be a compression function. A hash function H from the class behaves in the

following manner:

1. It invokes f a finite number of times.

2. The entire output of any intermediate invocation (not the final invocation) is fed

into the input of other invocations of f .

3. Each bit of the message, M , is fed into at least one invocation of f .

4. The output of the final invocation is the output of the hash function, H.

We define a general class D of hash functions satisfying the above conditions. We will

assume that our message has the form M = m1 ‖ · · · ‖ ml, where each mi is a message

block that is an m-bit string. We also assume that we have a fixed set of initial values,

denoted v1, v2, · · ·, each of which is an n-bit strings. Every input to f is of the form

h ‖ x. Each h is the concatenation of r n-bit strings, each of which is a previously
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computed output of f or an initial value; and each x is the concatenation of q message

blocks. We will require that r ≥ 0, q ≥ 1 and nr + mq = N .

Then we can specify the computation of the hash function by a list of triples

L = {(hi, xi, yi) : 1 ≤ i ≤ s},

where the following conditions hold for all i:

f(hi ‖ xi) = yi,

hi = h1
i ‖ · · · ‖ hr

i ,

hj
i ∈ {v1, v2, · · ·} ∪ {y1, · · · , yi−1},

xi = x1
i ‖ · · · ‖ xq

i , and

xj
i ∈ {m1, · · · ,ml}.

Each yi is an intermediate hash value and ys is the output hash value. Note that

the values of r and q do not have to be constant; they may depend on i. However,

nr + mq = N must always hold.

In this chapter, we consider two special (but still quite general) subclasses of D. They

are termed generalized sequential hash functions (denoted S) and generalized binary

tree based hash functions (denoted T ). We show multicollision attacks on certain

subclasses of S and T .

Generalized Sequential Hash Functions

In the class S of generalized sequential hash functions, we have r = q = 1 for all i and

N = m + n. Define a sequence α = 〈α1, · · · , αs〉 where αi ∈ [1, l] = {1, 2, . . . , l}. Let

h1 = v1 (an initial value), hi = yi−1 for all i ≥ 2, and let xi = mαi
for all i ≥ 1. Hence,

we can express the computation in the form

hi = f(hi−1,mαi
), 2 ≤ i ≤ s + 1,

where h1 is an initial value and hs+1 is the final hash value.

We can present this hash function diagrammatically, as follows:

h1 →mα1
h2 →mα2

h3 →mα3
· · · →mαs−1

hs−1 →mαs
hs+1.
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Note that a message block can be used more than once. In the case of the classical

iterated hash function, however, we have αi = i for all i, and s = l. Also, in the

classical iterated hash function, each message block is used exactly once.

To define a hash function with arbitrary domain ({0, 1}m)∗, say H : ({0, 1}m)∗ →
{0, 1}n, we have a sequence of sequences 〈α1, α2, · · ·〉 such that H(M) is defined based

on the sequence αl, where αl contains elements from [1, l], whenever M is an l-block

message.

Generalized Tree based Hash Functions

We also consider a class T of binary tree based hash functions in this section. We

assume that N = 2n. so the compression function f : {0, 1}2n → {0, 1}n.

We can specify the computation of the hash function by a list of triples

L = {(z1
i , z

2
i , yi) : 1 ≤ i ≤ s},

where the following conditions hold:

f(z1
i ‖ z2

i ) = yi, and

z1
i , z

2
i ∈ {v1, v2, · · ·} ∪ {y1, · · · , yi−1} ∪ {m1, · · · ,ml}.

We describe this class in more detail in Section 5.5.

5.4 Attacks on Generalized Sequential Hash Functions

5.4.1 Some Terminologies on Sequences

Consider a finite sequence α = 〈α1, α2, · · · , αs〉 of [1, l]. The length of the sequence is

s and it is denoted by |α|. The index set of the sequence is [1, s]. Given any subset

I = {i1, · · · , it} of the index set [1, s], we have a subsequence α(I) = 〈αi1 , · · · , αit〉
where, i1 < · · · < it. Sometimes, we use the same notation α(I) to denote the multiset

{αi1 , · · · , αit}.
We say subintervals I1, · · · , Id form a partition of I ⊆ [1, s] if there exists

a1 = 1 < b1 + 1 = a2 < b2 + 1 · · · bd−1 + 1 = ad < bd = s
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such that [ai, bi] ∩ I = Ii. The Ii’s are disjoint subintervals of I and their union is the

whole set I. Let J = [a, b]∩ I and suppose that the minimum elements of I and J are

the same. Then we say that J is a left-end subinterval of I.

Definition 5.1 (Independent Elements in a Subsequence)

Distinct elements x1, . . . , xd ∈ [1, l] are said to be independent in the subsequence α(I)

if there exist d subsets I1, . . . , Id which form a partition of I such that xi ∈ α(Ii) but

xi /∈ α(Ij) for 1 ≤ j 6= i ≤ d.

Observation: x1, · · · , xd are independent in α if and only if any subsequence contain-

ing x1, · · · , xd of α is of the form

〈x1, · · · , x1, x2, · · · , x2, · · · , xd, · · · , xd〉.

x1, · · · , xt cannot be independent in α if there is a subsequence 〈xi, xj, xi〉 of α for some

1 ≤ i 6= j ≤ t; this is because any interval containing all occurrences of xi also contains

xj.

We write

I(α(I)) := max{d : ∃ d independent elements in the subsequence α(I)}.

Thus, existence of d independent elements in α(I) implies I(α(I)) ≥ d. Obviously, for

any subsequence α1, it holds that I(α1) ≥ 1. If there are k elements which appear

only once in the sequence α, then I(α) ≥ k.

We now consider some examples illustrating the above definition and terminologies.

Later, we also show multicollision attacks on the generalized sequential hash functions

based on these sequences.

Example 5.1 Let ϑ(1) = 〈1, 2, . . . , l〉 (the sequence for the classical iterated hash func-

tion). It is easy to note that I(ϑ(1)) = l.

Example 5.2 Let ϑ(2) = 〈1, 2, . . . , l, 1, 2, . . . , l〉. The doubly iterated hash function

is based on the sequence ϑ(2). It is easy to observe that there are no two independent

elements in the sequence ϑ(2) and hence I(ϑ(2)) = 1. But, I(ϑ(2)([1, l])) = I(ϑ(1)) = l.
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Example 5.3 Let θl = 〈1, 2, 1, 3, 2, 4, 3, · · · , l− 1, l− 2, l, l− 1, l〉. Here, I(θl) ≥ b l+1
2
c

as 1, 3, · · · , l (if l is odd) or 1, 3, · · · , l − 1 (if l is even) are independent elements. To

show this, consider the partition [1, 3], [4, 7], [8, 11], · · · [2l−2, 2l] of [1, 2l]. Assume that

l is odd (the other case can be proved similarly). Now one can see that 1 ∈ θl[1, 3],

3 ∈ θl[4, 7] , · · · , l ∈ θl[2l−2, 2l]. These elements are not appearing in other intervals.

Thus 1, 3, · · · , l are independent elements (see Definition 5.1) for the sequence θl.

In fact, we have I(θl) = b l+1
2
c. For any b l+1

2
c + 1 elements from [1, l] there are two

consecutive elements (by applying the pigeonhole principle), say i and i + 1, and hence

there is a subsequence 〈i, i+1, i〉 of θl. Thus no b l+1
2
c+1 elements can be independent

(see the observation above).

For a sequence α of [1, l] and x ∈ [1, l] we define

freq(x, α) = |{i : α(i) = x}|.

Sometimes we write this as freq(x) and we call it the frequency of x. This value denotes

the number of times x appears in the sequence α. We also write freq(α) (frequency

of the sequence) for the maximum frequency of any element from the sequence. More

precisely,

freq(α) = max{freq(x) : x ∈ [1, l]}.
Note that, for all 1 ≤ i ≤ l, freq(i, ϑ(2)) = 2 and hence freq(i, θl) = 2. Thus freq(ϑ(2)) =

2 and freq(θl) = 2. We show some multicollision attacks on sequential hash functions

based on sequences whose frequencies are at most two.

5.4.2 Multicollision Attacks on Generalized Sequential Hash

Function

For the sake of convenience, we slightly modify the notation used in the definition of the

generalized sequential hash functions. Given a compression function f : {0, 1}n+m →
{0, 1}n, a fixed initial value h0, and a sequence α = 〈α1, · · · , αs〉 on [1, l], the generalized

sequential hash function based on α is defined to be H(m1 ‖ · · · ‖ ml) = hs, where

hi = f(hi−1,mαi
) for all i.

We present a 2r-way multicollision attack on the hash function based on a sequence α,

where I(α) = r. The complexity of the attack is O(s 2n/2) where s = |α|. In case of
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the classical iterated hash function, the corresponding sequence is ϑ(1) (see Example

5.1). Here we have I(ϑ(1)) = l and thus we have a 2l-way multicollision attack with

complexity O(l 2n/2). This is the same as the complexity of Joux’s attack. In fact, we

will see that our attack is same as Joux’s attack in the case of the classical iterated

hash function.

The idea of the attack is to first identify some independent message blocks, and then

to find a sequence of intermediate collisions by varying only those message blocks.

First, we illustrate our attack for the hash function based on the sequence θ5 =

〈1, 2, 1, 3, 2, 4, 3, 5, 4, 5〉 (see Example 5.3). Here 1, 3, 5 are independent elements in

θ5. The attack proceeds as follows:

1. We first fix the message blocks m2, m4 and m6 arbitrarily, by defining their values

to be equal to some string IV .

2. Then we find m1
1 6= m2

1 such that

f(f(f(h0,m
1
1), IV ),m1

1) = f(f(f(h0,m
2
1), IV ), m2

1) = h1.

3. Then, we find find m1
3 6= m2

3 such that

f(f(f(f(h1,m
1
3), IV ), IV )m1

3) = f(f(f(f(h1,m
2
3), IV ), IV )m2

3) = h2.

4. Finally, we find m1
5 6= m2

5 such that

f(f(f(h2,m
1
5), IV ),m1

5) = f(f(f(h2,m
2
5), IV ), m2

5) = h3.

5. Now it is easy to see that

C = {m : mi = m1
i or m2

i for i = 1, 3, 5,mi = IV for i = 2, 4, 6} (5.1)

is a 23-way multicollision set with collision value h3 (see Figure 5.2). The com-

plexity of the attack is O(10× 2n/2), because |θ5| = 10.

The attack is depicted diagrammatically in Figure 5.2.
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Figure 5.2: Graphical representation of Multicollision attack on the hash function

based on the sequence θ5

Before giving the proof of a general attack based on the ideas used in this example,

we first want to introduce some additional notation and rewrite the above attack in

terms of this notation. Referring to the previous attack, we introduce some notation

relating to h1, h2 and h3. These are the intermediate hash values where we are looking

for intermediate collisions.

Consider the algorithm for computing a generalized sequential hash function. In the

ith round, we have hi = f(hi−1,mαi
). We can define certain partial computations

in that algorithm. Define H(h∗, [a, b],M) = hb when computing H(M), given that

ha = h∗. Note that ha and hb are the intermediate hash values at rounds a and b,

respectively. So, H(h∗, [a, b],M) is the hash value at round b given that we start with

the intermediate hash value h∗ at round a.

Now, we rewrite the above-described attack in terms of the notation just defined. We

have the partition [1, 3], [4, 7] and [8, 10] and independent elements 1, 3 and 5 (see

Example 5.3). We have fixed the message blocks m2, m4 and m6 to be equal to a

certain string IV . Thus H(h0, [1, 3],M) depends on only on the message block m1

and hence we can write H(h0, [1, 3],m1) instead of H(h0, [1, 3],M). Similarly, we write

H(h1, [4, 7],m3) and H(h2, [8, 10], m5) instead of H(h1, [4, 7],M) and H(h2, [8, 10],M)

respectively.

Then the 23-way collision attack can be described succinctly as follows :

1. Find m1
1 6= m2

1 such that H(h0, [1, 3],m1
1) = H(h0, [1, 3],m2

1) = h1 (say).

2. Find m1
2 6= m2

2 such that H(h1, [4, 7],m1
3) = H(h1, [4, 7],m2

3) = h2 (say).

3. Find m1
3 6= m2

3 such that H(h2, [8, 10],m1
5) = H(h2, [8, 10], m2

5) = h3.

4. Then C (as defined in (5.1)) is a 23-way multicollision set with collision value h3.
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In general, we have the following multicollision attack on a generalized sequential hash

function.

Proposition 5.1 Let H be a hash function based on a sequence α = αl, where I(α) =

r. Then we have a 2r-way multicollision attack on H with complexity O(s 2n/2), where

s = |α|.

Proof. As I(α) = r, we have r independent elements x1, . . . , xr and r disjoint and

exhaustive subintervals, I1, · · · , Ir. Now fix the message blocks mi to be equal to an

arbitrary string IV , for all i /∈ {x1, . . . , xr}.
Because the xi’s are independent, it follows that H(h∗, Ii,M) will only depend on mxi

for all i. Thus, for simplicity, we write H(h∗, Ii,mxi
) instead of H(h∗, Ii,M).

Now find r successive collisions as follows:

H(hi−1, Ii,m
1
xi

) = H(hi−1, Ii,m
2
xi

) = hi,

for 1 ≤ i ≤ r. Then, it is easy to check that the following set

{m1 ‖ . . . ‖ ml : mx1 = m1
x1

or m2
x1

, . . .mi = IV ∀i /∈ {x1, . . . , xr}}

is a multicollision set of size 2r.

To get the ith intermediate collision, we need to make O(|α(Ii)| 2n/2) queries of f . For

the complete attack we need O(
∑

i |α(Ii)| 2n/2) = O(|α| 2n/2) queries of f . 2

Remark: Note that the above attack reduces to Joux’s attack in the case of the clas-

sical iterated hash function. In this case, all the elements 1, 2, · · · , l are independent

and thus we find a collision for each intermediate hash value by varying each message

block. This is what Joux’s attack does.

To get a 2r-way collision on the hash function based on the sequence θl (see Example

5.3), we can take l = 2r − 1. So I(θl) = r. By Proposition 5.1, we have a 2r-way

collision attack with complexity O(r 2n/2). However, we cannot apply the same idea

to the hash function based on the sequence ϑ(2) (since I(ϑ(2)) = 1; see Example 5.2).

Here, we have to use a different multicollision attack. This attack is summarized as

follows.
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1. First, we take l = rn/2 and we use Joux’s multicollision attack to find l pairs,

(m1
1,m

2
1), (m

1
2, m

2
2), · · · , (m1

l , m
2
l ),

such that

f(hi−1,m
1
i ) = f(hi−1,m

2
i ) = hi,

1 ≤ i ≤ l. Thus we have a 2l-way collision set

C = {m : mi = m1
i or mi = m2

i }

for the hash function based on the sequence ϑ(2)[1, l].

2. Next, to get a 2r-way multicollision for the desired hash function, we search for

intermediate collisions within the set C. Divide the index interval [l + 1, 2l] into

r consecutive intervals, each consisting of n/2 elements, i.e., I1 = [l + 1, l +

n/2], · · · , Ir = [l + 1 + (r − 1)n/2, l + rn/2]. Write h′0 = hl.

Then, for each 1 ≤ i ≤ r, find a pair M1
i 6= M2

i from the set

Ci =
{
mj1

(i−1)n/2+1 ‖ · · · ‖ m
jn/2

in/2 : j1, · · · jn/2 ∈ {1, 2}
}

such that H(h′i−1, Ii,M
1
i ) = H(h′i−1, Ii,M

2
i ) = h′i. Note that |Ci| = 2n/2 so the

desired pair should exist.

3. Finally, it is easy to observe that

C∗ = {M j1
1 ‖ · · · ‖ M jr

r : j1, · · · jr ∈ {1, 2}}

is a multicollision set (of size 2r) for our hash function.

See Figure 5.3 for a diagrammatic representation of the attack.

Now, we prove a general result which says that for any sequence α with frequency

at most two with I(α) ≥ rn/2 there is a 2r-way collision attack with complexity

O(r2 n 2n/2).
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Figure 5.3: Graphical representation of multicollision attack on the hash function based

on the sequence ϑ(2)

Proposition 5.2 Let H be a hash function based on αl with freq(αl) ≤ 2. If there is a

left-end subinterval I such that I(αl(I)) ≥ rn/2, then there is a 2r-way multicollision

attack on H having complexity O(r2 n 2n/2).

Proof. Let x1, · · · , xk be independent elements in α(I), where k = rn/2. As in

Proposition 5.1, we have a set

C = {M = m1 ‖ . . . ‖ ml; mx1 = m1
x1

or m2
x1

, . . . , mxk
= m1

xk
or m2

xk
}

of size 2k so that C is a multicollision set for the hash function based on the sequence

α(I). Let h′0 be the collision value for the multicollision set C. Without loss of gener-

ality, we assume that each xi appears exactly once in the sequence α([a + 1, s]), in the

same order as they appear in I, where I = [1, a] and s is the length of the sequence.

(If this is not the case, then the proof can be modified suitably.)

Define Ci+1 for 0 ≤ i ≤ r − 1 as follows:

Ci+1 =
{
mj1

xin/2+1
‖ · · · ‖ m

jn/2
x(i+1)n/2 : j1, · · · , jn/2 ∈ {1, 2}

}
. (5.2)

Now divide the interval [a+1, s] into r disjoint and exhaustive subintervals I ′1, I
′
2, · · · , I ′r

so that xin/2+1, · · · , x(i+1)n/2 appear in I ′i+1, 0 ≤ i ≤ r−1. To make the notation simpler,

we ignore all other message blocks as these are fixed to be equal to a string IV . We

write

H(h∗, I ′i+1,mxin/2+1
‖ · · · ‖ mx(i+1)n/2

)

instead of

H(h∗, I ′i+1, M).

Note that |Ci| = 2n/2. Then we find r successive collisions:

H(h′i−1, I
′
i,M

1
i ) = H(h′i−1, I

′
i,M

2
i ) = h′i,
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for 1 ≤ i ≤ r, where M1
i ,M2

i ∈ Ci. Now it is easy to observe that

C∗ = {M j1
1 ‖ · · · ‖ M jr

r : j1, · · · jr ∈ {1, 2}}

is a multicollision set of size 2r. 2

So far, we have provided a multicollision attack if the underlying sequence satisfies

certain conditions. More precisely, if I(α) = r or if there exists an interval I such

that I(α(I)) = rn/2, then there is a 2r-way multicollision attack. Now we show that

these conditions are satisfied by any sequence with a sufficient number of elements and

having frequency at most two.

Definition 5.2 Given any subsequence α(I) of α, we define

S(α(I)) = |{x ∈ [1, l] : freq(x, α(I)) ≥ 1}|.

Similarly, we can define

Si(α(I)) = |{x ∈ [1, l] : freq(x, α(I)) = i}|.

So, when freq(α) ≤ 2 we have S(α(i)) = S1(α(i)) + S2(α(i)).

Proposition 5.3 Let α be a sequence of elements from [1, l] with freq(α) ≤ 2 and

S(α) = l. Suppose that l ≥ MN . Then one of the folllowing holds:

1. I(α) ≥ M , or

2. there exists a left-end subinterval I such that I(α(I)) ≥ N .

Proof. The proof is by induction on l. Let |α| = s. For the left-end subinterval,

I = [1, N ], either I(α(I)) ≥ S1(α(I)) = N or there exists an element, say x1, which

appears twice in the sequence α(I). In the former case we are done, so assume the

latter. Remove all elements from α which appear in α(I) and call this new sequence

α1 = α(I1) for some set I1.

Note that S(α1) ≥ MN − N = (M − 1)N . By induction, either I(α1) ≥ M − 1 or

there exists a left-end subinterval J of I1, such that I(α1(J)) ≥ N . In the latter case,

I(α([1, r])) ≥ N , where r is the last element in the set J . In this case, we are done. In
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the former case there exist M − 1 independent elements x2, . . . , xM in the subsequence

α1. Also x1 does not appear in the subsequence α[N + 1, s] and x2, . . . , xM do not

appear in α([1, N ]). Thus, x1, x2, . . . , xM are independent elements in α. 2

Now we have a multicollision attack for any generalized sequential hash function with

frequency at most two. This is immediate from Propositions 5.1, 5.2 and 5.3.

Theorem 5.1 Let H be a generalized sequential hash function based on the sequences

〈α1, α2, · · ·〉, where freq(αl) ≤ 2 for every l ≥ 1. Then we have a 2r-way multicollision

attack on H with complexity O(r2 n 2n/2).

5.5 Multicollision attacks on generalized tree-based hash func-

tions

Similar attacks can be carried out on generalized tree based hash functions. First, we

define the generalized tree based hash function and some terminology. We modify the

notation somewhat to make the attacks easier to describe.

Here we consider a compression function, f : {0, 1}n × {0, 1}n → {0, 1}n, on which

an l-block generalized tree based hash function H(·) is defined. Suppose that m =

m1 ‖ m2 ‖ · · · ‖ ml is an l-block message where every block is a bit string of length

n. Also, suppose that h1, h2, · · · ∈ {0, 1}n are constants (i.e., fixed initial values which

only depend on l).

Define a list of s ordered pairs {(x1
j , x

2
j)}1≤j≤s. For 1 ≤ j ≤ s, we have that

x1
j , x

2
j ∈ {h1, h2, . . .} ∪ {m1,m2, · · · ,ml} ∪ {z1, . . . , zj−1}

and zj = f(x1
j , x

2
j). For j 6= s, the zj’s are the intermediate hash values and zs is known

as the final hash value. Finally, define H(m) = zs.

We can assume that each intermediate hash value zi and each message block mj are in

the list and hence they are inputs to some invocations of f . So there are no message

blocks and intermediate hash values which are not hashed. The above hash function

also can be defined using a directed binary tree and a MIV (message-initial value)

assignment.
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Generalized Tree based Hash Functions

Let G = (V,E) be a directed binary tree. An MIV assignment is a mapping ρ :

L → [1, l] ∪ {0, 1}n. If ρ(v) ∈ [1, l] then it denotes an index of a message block.

When ρ(v) ∈ {0, 1}n, it denotes an initial value. Given a pair (G, ρ), we define a hash

function H based on (G, ρ) as follows: For an l-block message m = m1 ‖ · · · ‖ ml, we

assign recursively an n-bit string to each vertex of G in the following manner:

1. For each leaf v, assign the n-bit string mi to v if ρ(v) = i, or assign h to v if

ρ(v) = h.

2. For any other node v, assign the n-bit string f(z, z′) to v, where z and z′ are

assigned to the vertices u and u′ respectively, u is the left child of v and u′ is the

right child of v.

3. The output of the hash function, H(m), is the value assigned to the root of the

tree.

Now we define some more notation which will be used in the multicollision attack.

• For x ∈ [1, l], we write freq(x,G) (or simply freq(x)) for the number of times x

appears in the multi-set ρ(L) (this is called the frequency of x). That is, freq(x)

denotes the number of times the message block mx is hashed to get the final

output hash value. Also, define freq(G) = max{freq(x) : x ∈ L}.

• We define the hash output at vertex v (i.e., the value assigned to v, given that the

message is m) to be H(v, m). Note that a message block mi is used to compute

H(v,m) if and only if i is in ρ(L[v]). We also use the notation H(v,mi) instead

of H(v, m) when H(v, m) only depends on the ith message block, i.e., if the only

index appearing in ρ(L[v]) is i.

• Given any vertex v, define S(v, G) (or more simply, S(v)) to be the quantity

|{x ∈ [1, l] : freq(x,G[v]) ≥ 1}|.

Similarly, we define

Si(v) = |{x ∈ [1, l] : freq(x,G[v]) = i}|.
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So S(v) (Si(v), resp.) denotes the number of message blocks which are hashed

at least once (exactly i times, resp.) to compute H(v, m).

Definition 5.3 (independent sequence of message indices ) Given a directed

binary tree (G, ρ), we say that (x1, x2, . . . , xk) is an independent sequence of message

indices if there exist vertices v1, v2, . . . , vk ∈ V such that

1. All occurrences of xi are in ρ(L[vi]) for all 1 ≤ i ≤ k.

2. xi /∈ ρ(L[vj]) for all i > j.

3. vk = q, where q denotes the root of the directed binary tree G.

We use the notation I(v) to denote the maximum value of k such that there exists

an independent sequence of message indices in G[v] of length k. In particular, I(q)

denotes the maximum length of an independent sequence of message indices in the tree

G. We say that vi is the corresponding vertex of xi.

Because of condition 2 in Definition 5.3, the order of independent elements is important.

So (x2, x1, x3, · · · , xk) might not be an independent sequence, even if (x1, x2, · · · , xk) is

an independent sequence. The definition of the independent sequence coincides with

independent elements in a subsequence (see Definition 5.1) if our tree has a suitable

“sequential” structure.

We illustrate Definition 5.3 with a small example. In Figure 5.4, (1, 5, 4) is an inde-

pendent sequence. Here the corresponding vertices of 1, 5 and 4 are v1, v2 and v3,

respectively. However, note that (4, 1, 5) is not an independent sequence since the only

vertex v such that all occurrences of 4 are in ρ(L[v]) is v3. One can also check that

(5, 4) is still an independent sequence in G−G[v1] and 1 does not appear in G−G[v1].

In general, we have the following lemma.

Lemma 5.1 If (x1, x2, . . . , xk) is an independent sequence in G, then (x2, · · · , xk) is

also an independent sequence in G−G[v1], where v1 is the corresponding vertex of x1.

Also, we have that x1 /∈ ρ(L[G−G[v1]]).

83



m m1 m m m m m m m m mm1 2 3 4 6 4 2 5 3 5 6

v v

v

1 2

3

Figure 5.4: An example of 6-block binary tree based hash function.

Proof. x1 /∈ ρ(L[G−G[v1]]) since all occurrences of x1 are in ρ(L[v1]) (by condition 1

of Definition 5.3). Also, it is easy to check that (x2, · · · , xk) is an independent sequence

in G−G[v1]. 2

Now we can state one of our main theorems of this section. It says that, given a

pair (G, ρ) with r independent elements in G, there is a 2r-way collision attack on

the hash function H based on (G, ρ). The complexity of this attack is O((s + 1)2n/2),

where s is the number of intermediate nodes in G. The idea of the attack is very

similar to that of Joux’s attack. First we try to find r intermediate collision pairs

(m1
x1

,m2
x1

), · · · (m1
xr

,m2
xr

). Then we can combine all these pairs independently to obtain

a 2r-way collision attack.

We demonstrate the attack with the example shown in Figure 5.4.

1. First, fix the message blocks m2, m3 and m6 to be an n-bit string, say IV .

2. Find m1
1 6= m2

1 such that H(v1,m
1
1) = H(v1,m

2
1) = h∗1 by using 3× 2n/2 compu-

tations of f (note that three computations of f are required to obtain a value

assigned to v1).

3. Consider the graph G2 = G − G[v1]. Find m1
5 6= m2

5 such that H(v2,m
1
5) =

H(v2,m
2
5) = h∗2 by using 3×2n/2 computations of f (note that three computations

of f are required to obtain a value assigned to v2).
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4. Consider the graph G3 = G2 −G[v3] and the mapping ρ3(v1) = h∗1, ρ3(v2) = h∗2.

For this pair (G3, ρ3), we can find m1
4 6= m2

4 such that H(v3,m
1
4) = H(v3,m

2
4) = h∗3

by using 5×2n/2 computations of f (note that five computations of f are required

to obtain a value assigned to v3, given specified values for h∗1 and h∗2).

5. Now it is easy to check that the set

{m : mi = IV for i = 2, 3, 6, mj = m1
j ,m

2
j for j = 1, 4, 5}

is a multicollision set with the collision value h∗3. In this example we need O(11×
2n/2) computations of f . Note that 10 is the number of intermediate nodes.

Now we state and prove a general theorem in detail.

Theorem 5.2 There is a 2r-way multicollision attack on H having complexity O((s+

1)2n/2), where s is the number of the intermediate nodes in the directed binary tree G

and I(q) = r for the root of the binary tree, q.

Proof. Suppose that (x1, · · · , xr) is an independent sequence in G. We will find a 2r

multicollision set where each mxi
(1 ≤ i ≤ r) takes on one of two possible values, and

the other mj’s are fixed to be some value IV .

We prove the result by induction on r. Let vi be the corresponding vertex of xi. For

r = 1 this is just a standard birthday attack on H, varying the message block mx1 and

fixing all other message blocks by a string IV .

For r > 1, we first define the message blocks mi to be IV for all i /∈ {x1, · · · , xr}. Then

we find a pair (m1
x1

,m2
x1

) with m1
x1
6= m2

x1
such that H(v1,m

1
x1

) = H(v1,m
2
x1

) = h∗1
(say). This computation has complexity t 2n/2, where t = |V [v1]− L[v1]|.
Now consider the graph G′ = G−G[v1] and the MIV ρ′ : L[G′] → [1, l]∪{0, 1}n defined

as ρ′(v1) = h∗1 and ρ′(v) = ρ(v) for any other leaf v in L[G′]. By Lemma 5.1, we know

that (x2, · · · , xr) is an independent sequence for the hash function based on (G′, ρ′).

So, by induction, we can find a 2r−1-way collision set

{m : mj = m1
xi

or m2
xi

if j = xi, 2 ≤ i ≤ r, otherwise mj = IV, where j 6= x1},

with the collision value h∗ (say). This computation has complexity O(|V ′ − L[G′]|).
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Note that there is no occurrence of index x1 in the multi-set ρ′(L[G′]), and if the

intermediate hash value at the vertex v1 is h∗1, then the final hash value for (G′, ρ′) is

the same as the final hash value for (G, ρ). Hence,

{m : mj = m1
xi

or m2
xi

if j = xi, 1 ≤ i ≤ r, otherwise mj = IV }

is a 2r-way collision set with collision value h∗. The complexity of the attack is

O((|V ′ − L[G′]|+ |V [v1]− L[v1]|)2n/2) = O(|V − L[V ]|2n/2) = O((s + 1)2n/2).

2

Now we prove a simple fact on directed binary trees relevant to out multicollision

attack on generalized tree based hash functions. Recall that S(v) denotes the number

of indices which appear in ρ(L[v]).

Lemma 5.2 For any pair (G, ρ) with S(q) ≥ 2N , there exists a vertex v ∈ V with

N ≤ S(v) ≤ 2N , where q is the root of the tree G = (V, E).

Proof. Let u1 → v and u2 → v. Then it is easy to check that S(v) ≤ S(u1) + S(u2).

So, if u1 → q, u2 → q, then S(u1) + S(u2) ≥ 2N . There will be one vertex, say u1,

with S(u1) ≥ N . If S(u1) ≤ 2N , then the result follows for v = u1. If not, we can

continue until we reach a vertex v with N ≤ S(v) ≤ 2N . 2

Proposition 5.4 Let l = |S(q)| where q is the root of the tree. If freq(G) ≤ 2, then

there is a vertex v such that I(v) ≥ N or I(q) ≥ M whenever l ≥ 2MN .

Proof. We prove the stated result by induction on l. For M = 1, the proof is trivial

since I(q) ≥ 1. So assume M > 1. Since S(q) ≥ 2MN ≥ 2N , it follows from

Lemma 5.2 that there is a vertex v such that N ≤ S(v) ≤ 2N . Now, if S1(v) = S(v) ≥
N , then I(v) ≥ S1(v) ≥ N . If S1(v) < S(v), then there is an element, say x1, which

appears exactly twice in ρ(L[v]) (note that freq(G) ≤ 2). Let G′ = G−G[v]. After we

choose an index x1 in ρ(L[v]), we want to make sure that no xi (i > 1) that is chosen

later on also occurs in ρ(L[v]). To prevent this from happening, we take all indices of

message blocks in ρ(L[v]) and “remove” them from any other leaves in the graph, by
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fixing their values, before applying the inductive hypothesis. Formally, we define ρ′(u)

to be an n-bit string, where u ∈ ρ(L[v])∩ ρ(L[G′]); otherwise, ρ′(u) = ρ(u). Note that

S(G′) ≥ 2MN − 2N = 2(M − 1)N .

By the induction hypothesis on the graph G′, either I(q) ≥ M − 1 or there exists a

vertex u such that I(u) ≥ N . In the latter case, I(u) ≥ N (for the graph G). Otherwise

there exist M − 1 independent elements, x2, . . . , xM , in the graph G′. Also, x1 does

not appear in ρ(L[G′]) and x2, · · · , xM do not appear in ρ(L[v]). So, x1, x2, . . . , xM are

independent elements in G. 2

Whenever l ≥ 2r2n either I(q) ≥ r or there is a vertex v such that I(v) ≥ rn = k

(say). In the former case, we already have a 2r-way collision attack. In the latter case,

we can do the same thing that we did in the sequential case: Let (x1, · · · , xk) be an

independent sequence. Find r vertices v1, v2, · · · , vr = q in G′ (=G − G[v]) such that

the following occurs:

1. xin+1, xin+2, · · · , xin+n/2 ∈ ρ(L(G′[vi])) for all i.

2. xin+1, xin+2, · · · , xin+n/2 /∈ ρ(L(G′[vj])) for all j < i.

First, we find a 2k-way collision on v. Then, we find r successive collisions from the

multicollision set. The idea of the attack is very similar with that of the sequential

case, so we ignore the details. Our main theorem is as follows.

Theorem 5.3 If freq(G(H)) ≤ 2 then we have a 2r-way multicollision attack having

complexity O(r2 n 2n/2).

5.5.1 A Note on Multi-Preimage Attacks

For the sake of completeness, we briefly study the corresponding multi-preimage attacks

on generalized sequential or generalized tree-based hash functions. For a hash function

H : {0, 1}∗ → {0, 1}n, we define the r-way preimage (multi-preimage) attack as follows:

Given a random y ∈ {0, 1}n, find a subset C = {x1, · · · , xr} of size r (≥ 1) such that

H(x1) = · · · = H(xr) = y. The complexity of an r-way preimage attack for a random

oracle is Ω(r 2n). On the other hand, for a generalized tree based or sequential hash
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function there is an r-way preimage attack with complexity O(2n). The attack is almost

same as the multicollision attack. It starts out exactly the same as the multicollision

attack. At the final step, instead of finding a collision, we instead look for outputs

having a given value y. The complexity for last step is O(2n) which will dominate the

O(r2 n 2n/2) complexity of the remaining steps in the attack.
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Chapter 6

Designs of Efficient Secure Large Hash Values

6.1 Introduction

In this chapter we design several double length compression functions and double length

hash functions based on single length compression functions. More precisely,

Problem : Given a compression function, f : {0, 1}n+m → {0, 1}n (or s compression

functions f1, · · · , fs : {0, 1}n+m → {0, 1}n), m > 0, how to design a compression

function F : {0, 1}N → {0, 1}2n and a hash function H : {0, 1}∗ → {0, 1}2n, where

N > 2n.

If a n-bit compression function is ideal or maximally secure then the best collision

attack requires Ω(2n/2) many queries (same as that of the birthday attack). To increase

the security level, one can design 2n-bit compression functions and hash functions (also

known as double length compressions or hash functions respectively). Theoretically as

well as practically, it would be interesting to design a secure double length compression

functions and also a double length hash function.

A natural approach to design a double length hash function is method of concatenation,

that is, H ‖ G, where both H and G are n-bits hash functions. Unfortunately, this

hash function is not secure as shown in [38] (also see Chapter 5). There were several

attempts to construct a secure block cipher based double length compression functions.

Again, most of these have several collision and preimage attacks much better than the

birthday attack [33, 44, 52, 34, 85]. Recently Lucks [52] deigned a double length

compression function, F (h′, h′, x) = f(h′, h′′, x)||f(h′′, h′, x), where |h′| = |h′′| = n and

|x| = m−n. He designed this compression function to construct a multicollision secure
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hash function. But it can be proved that the compression function is also maximally

secure with respect to collision attack and preimage attack in the random oracle model.

Almost same designed is proposed by S. Hirose [34]. His construction is based on a

secure block ciphers E : {0, 1}n × {0, 1}2n → {0, 1}n.

Organization of the Chapter

In this chapter we design several new double length hash functions and compute their

security level and the rate. Our first design is a generalization of Lucks’s [52] and

Hirose’s [34] constructions. Given a permutations p(·) on the set of all N -bit strings

and a compression function f : {0, 1}N → {0, 1}n, define f p(X) = f(X)||f(p(X)). We

show that the double length function f p is maximally secure provided the permutation

p does not have any fixed point (see Sect. 6.3).

Next, we study the security level for the double length hash function defined by the

classical iteration of a compression function fp defined as above. We show that, along

with secure compression functions there are many more compression functions which

extends to a secure double length hash functions. Thus, we have a wide class of

maximally secure double length hash functions. Lucks and Hirose’s construction belong

to this class.

Then we design two efficient double length compression functions. The first one is based

on three independent compression functions and it has collision (preimage) security

level as Ω(22n/3) (or Ω(24n/3) respectively). The next construction is similar to the

concatenated hash function. We show the collision security (or preimage security)

level of the double length hash function Ω(2n/ini−1) (or Ω(22n/ini−1) respectively),

where i is some parameter which also determines the efficiency of the hash function.

Finally, we propose a double length hash function which is the best known efficient

double length hash function and we leave the security level of the hash function as an

open problem.
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6.2 Rate or Efficiency of a Double Length Hash Function

We have underlying compression functions f1, f2, · · · fk : {0, 1}n × {0, 1}m → {0, 1}n.

We design a double length compression function, F : {0, 1}N → {0, 1}2n, based on

f1, f2, · · · fk. We define a measurement of the efficiency of the compression function,

F (·), called the rate function of F . Roughly, it says the number of message blocks are

hashed per underlying compression function. By a message block, we mean the size of

hashed message in the underlying compression functions. Thus, a message block has

size m, since f1, f2, · · · fk : {0, 1}n × {0, 1}m → {0, 1}n.

Definition 6.1 (Rate Function)

Let a double length compression function, F , be based on f1, · · · , fk. Define the rate

function of F by N−2n
m×s

, where s is the number of invocations of all fi’s are required to

compute F (X), X ∈ {0, 1}N .

Since F is a compression function, N > 2n. Thus, the rate function is always positive.

When the rate function is constant, we only use the term “rate” instead of rate function.

Recall that, Hf is the classical hash function based on the compression function f .

Example 6.1 The underlying double length compression function of the concatenated

hash function Hf1||Hf2 is F (H1, H2,M) = f1(H1, M)||f2(H2,M), where |H1| = |H2| =
n and |M | = m. The rate function of F is 1/2.

Example 6.2 Let F (X) = f1(X)||f2(X) be a compression function with domain

{0, 1}n+m. Here, the rate function is n+m−2n
2m

= 1
2
− n

2m
. Similarly, rate function

of fp(X) = f(X) ‖ f(p(X)) is 1
2
− n

2m
, where p is a permutation on the set of (n+m)-

bit strings. Obviously, we need to assume that m > n. When m = 2n, the rate of the

compression function is 1
4
.

Example 6.3 Consider a compression function (see Sect. 6.4) [65]. Let fi : {0, 1}2n →
{0, 1}n be three underlying compression functions, i = 1, 2, 3. Define, F : {0, 1}3n →
{0, 1}2n, where F (x, y, z) = (f1(x, y)⊕ f2(y, z)) || (f2(y, z)⊕ f3(z, x)) with |x| = |y| =
|z| = n. The rate of this compression function is 1/3.
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6.3 A Class of Double Length Compression Functions

Fix a compression function, f : {0, 1}n+m → {0, 1}n, and define a class of double length

compression functions

C = {fp = f(·) ‖ f(p(·)) : p is a simple permutation on {0, 1}n+m}.

By a simple permutation we mean both the permutations, p and p−1, are easy to

compute. One can also consider a compression function

fp1,p2(X) = f(p1(X))||f(p2(X)) where |X| = n + m

for two simple permutations p1 and p2. Since p1 and p2 are simple, it is enough to

study the security properties of fp where p = p2 ◦ p−1
1 . All these compression function

have rate 1
2
− n

2m
(as in Example 6.2). In this section, we study the security properties

of the compression functions from the class, C, in the random oracle model of f .

Example 6.4 [52] p(H1, H2,M) = H2||H1||M , where |H1| = |H2| = n and |M | =

m − n. Thus fp(H1, H2,M) = f(H1, H2,M)||f(H2, H1,M). By using the birthday

attack, find H, G and M1, M2, such that (H, M1) 6= (G,M2) and f(H, H,M1) =

f(G,G, M2). Now, it is easy to check that f p(H, H,M1) = fp(G,G, M2). Here, we

need O(2n/2) many queries.

The reason for having the above attacks is that the permutation p has many “fixed

points”. X is called a fixed point of a function p(·), if p(X) = X. We write Fp for the set

of all fixed points of p. In the above example, Fp = {H||H||M : |H| = n, |M | = m−n}
is the set of fixed points of the permutation p and |Fp| > 2n. Thus, one can apply

birthday attack to find a collision (or a preimage) on the compression function f from

the fixed point set. Similar attack can be done for any compression function based on a

permutation with more that 2n many fixed points. In the light of the above discussion,

one should use a permutation, p, which does not have many fixed points. In fact, there

are many permutations where the set of fixed points are the empty set. We give two

classes of examples of that kind, in below.

Example 6.5 Let A be a non-zero N-bit string. Then define a permutation p :

{0, 1}N → {0, 1}N such that p(X) = X ⊕ A. In particular, if A = 11 · · · 1 then
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p(M) = M , where M is the bit-wise complement of M . It is easy to check that Fp is

the empty set.

Example 6.6 We can think any N-bit string by an integer modulo 2N . Let p(X) =

X +A(mod 2N) where A 6= 0. For simplicity, we also use the notation X +A to denote

the modulo addition X + A(mod 2N). Note that, p(X) 6= X for all X. Moreover, if

A 6= 2N−1 then p(p(X)) = X + 2A 6= X. Thus, the set of fixed point for p ◦ p (in

notation, p2) is also empty.

Suppose, fp is a double length compression function based on a permutation, p, where

Fp is the empty set. Then a collision, fp(X) = fp(Y ) with X 6= Y implies f(X) = f(Y )

and f(p(X)) = f(p(Y )), where X 6= Y . Thus, {X,Y } and {p(X), p(Y )} are collision

sets of f . Now, we have the following two cases.

• Case-1 : {X,Y } = {p(X), p(Y )}. Since p does not have any fixed point, we have

Y = p(X) and X = p(Y ). Thus, we should have a collision set {X, p(X)}, where

p(X) 6= X and p(p(X)) = X. Let Ω(K1(n)) (or in short K1) be the complexity

of the best attack to find a collision set of the form {X, p(X)}.

• Case-2 : {X,Y } 6= {p(X), p(Y )}. Let Ω(K2(n)) (or in short K2) be the com-

plexity of the best attack to find two distinct collision sets of the form {X,Y }
and {p(X), p(Y )}.

Thus a collision on f p reduces to the one of the above two events and hence the

complexity of best collision attack is min{K1, K2}. If p2 does not have any fixed point

then we can exclude the first case also. We summarize the above discussion as

Proposition 6.1 The complexity of the best collision attack on f p is min {Ω(K1(n)),

Ω(K2(n))} where p is a permutation with no fixed point and K1 and K2 are defined

as above. Moreover, if the permutation p2 does not have any fixed point (like in the

Example 6.6) then the best collision attack on fp is Ω(K2(n)).

Now we give some evidences why K1 and K2 would be large for a good compres-

sion function f . Suppose an adversary tries to find two collision sets {X, Y } 6=
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{p(X), p(Y )}. After finding a collision set {X, Y }, he does not have any freedom

to choose for the second collision set and he is forced to check whether {p(X), p(Y )} is

a collision set or not. Thus K2 would be large and may be close to 2n for a good under-

lying compression function. Next, an adversary tries to find a collision set {X, p(X)}.
After fixing one message X, p(X) is completely determined (and also vice-versa) and

hence the adversary has to check equality of two values, f(X) and f(p(X)), instead of

comparing several values like in the birthday attack. Thus we expect K1 to be large.

In the random oracle model of f , we can prove that, K1(n) = K2(n) = 2n

Theorem 6.1 Under the assumption of the random oracle model of f , K1(n) =

K2(n) = 2n. Thus, for any permutation p where Fp is the empty set, any attack algo-

rithm finding collision requires Ω(2n) many queries of f in the random oracle model of

f .

Before proving it, we first introduce a new notion called computable message. A set of

pairs, {(x1, y1), · · · , (xq, yq)} is called view of a function, f , if f(xi) = yi, 1 ≤ i ≤ q.

Similarly, Q = (Q1, · · · ,Qk) is called view of f1, · · · , fk, where Qi is the view of fi.

Intuitively, a computable message, X of F is a message so that F (X) can be computed

from view.

Definition 6.2 (Computable Message)

Let the double length compression function, F , be based on the compression functions,

f1, · · · , fk. Let Qj = {(xj
1, y

j
1), · · · , (xqj

, yqj
)} be the view of fj, 1 ≤ j ≤ k. Let

Q = (Q1, · · · ,Qk) be the view of the underlying compression functions f1, · · · , fk. We

say, an input X is computable message of F with respect to the view Q, if the value

of F (X) can be computed from Q.

For example, when F = fp, an input X is computable message of F with respect to

{(x1, y1), · · · , (xq, yq)}, view of f , if X = xi and p(X) = xj for some i, j ∈ [1, q]. Thus,

f p(X) = f(xi)||f(xj) = yi||yj, which can be computed from Q.

Proof of Theorem 6.1: Since f is a random function, for {X,Y } 6= {p(X), p(Y )},
Pr [ f(X) = f(Y ) and f(p(X)) = f(p(Y )) ]
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= Pr [ f(p(X)) = f(p(Y )) | f(X) = f(Y ) ] × Pr [ f(X) = f(Y ) ]

= Pr [ f(p(X)) = f(p(Y )) ] × Pr [ f(X) = f(Y ) ]

= 1/22n.

The second equality holds because the compression function f is assumed to be a

random function and {X, Y } 6= {p(X), p(Y )}. So either p(X) or p(Y ) does not belong

to {X, Y }. Without loos of generality we assume that p(X) /∈ {X, Y }. Then f(p(X))

is uniformly distributed given (f(p(y)), f(X), f(Y )). Thus, the conditional probability

Pr[f(p(x)) = f(p(Y )) | f(p(Y )), f(X), f(Y )] is 1/2n and hence so is unconditional.

If an adversary can ask at most q many queries then he can have at most q many

computable messages and hence at most
(

q
2

)
2-sets {X,Y }. Hence the probability that

the adversary finds X 6= Y with {X,Y } 6= {p(X), p(Y )} such that f(X) = f(Y ) and

f(p(X)) = f(p(Y )) is at most
(

q
2

)
/22n. Thus, to have a significant success probability,

q should be Ω(2n).

Similarly, from a set of q queries one can get O(q) many pairs of the form (X, p(X)),

where X and p(X) both are computable. For fixed X, Pr[f(X) = f(p(X))] = 1/2n

provided p(X) 6= X. Thus success probability is at most q/2n and hence q = Ω(2n) for

significant success probability. 2

Remark 6.1 Let p be a permutation where |Fp| << 2n/2 so that there are no two

elements X 6= Y ∈ Fp such that p(X) = p(Y ). We can prove Theorem 6.1 if the per-

mutation p satisfies the above condition instead of the condition given in the Theorem.

6.3.1 A Class of Secure Double Length Hash Functions

Now we study the double length hash functions defined by the classical iteration of the

compression functions f p stated in Sect. 6.3.

Definition 6.3 Let p be a permutation on the set of (n + m)-bits strings, m ≥ n.

Define Fp[2n] = {Z ∈ {0, 1}2n : ∃ M ∈ {0, 1}m−n such that Z||M ∈ Fp }. It is a

projection of Fp onto the the first 2n-bits of it. We say the permutation, p(·), is good

if 22n/|Fp[2n]| = Ω(2n). In other words, |Fp[2n]| < 2n.
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Now we define the following attack. Find M and H /∈ Fp[2n], such that fp(H,M) ∈
Fp[2n], where |M | = m − n and |H| = 2n. Let the complexity of the best attack be

Ω(K3(n)) (or in short K3).

Theorem 6.2 The classical hash function, Hfp
, based on a good permutation and an

initial value H0 /∈ Fp[2n] has collision security min{K1, K2, K3}. For a good permuta-

tion p and random compression function f , K3(n) = 2n. Thus, in the random oracle

model of f , Hfp
is maximally secure against collision attack for a good permutation

p(·).

Proof. Let (M, M ′) be a collision on Hfp
and H0 /∈ Fp[2n]. We denote Hi and Gi for

internal hash values while computing the final hash value for messages M = M1||M2 · · ·
and M ′ = M ′

1||M ′
2 · · · respectively. Now we have one of the following :

1. There is an i such that Hi /∈ Fp[2n] but f p(Hi||Mi+1) ∈ Fp[2n] or there is a

j such that Gj /∈ Fp[2n] but fp(Gj||M ′
j+1) ∈ Fp[2n]. To achieve this we need

Ω(K3) many queries.

2. There are Hi, Gj /∈ Fp[2n] such that X = (Hi,Mi+1) 6= (Gj,M
′) = Y and

f p(X) = f p(Y ). Since Hi, Gj /∈ Fp[2n], p(X) 6= X and p(Y ) 6= Y . Thus either

{X, Y } 6= {p(X), p(Y )} are collision two sets or {X, p(X)} is a collision set for

the compression function f . To achieve this adversary requires min{K1, K2}
many queries of f .

Thus the adversary needs min{K1, K2, K3} complexity. We have already seen that

after q many queries the adversary can have at most q many computable messages for

f p. Given a computable message H||M with H /∈ Fp[2n], we have p(H||M) 6= H||M
and hence f p(H||M) is uniformly distributed over the set {0, 1}2n. But |Fp[2n]| < 2n

since the permutation p(·) is good. Thus we have, Pr[fp(H||M) ∈ Fp[2n]]≤ 1/2n.

Since we have at most q computable message the success probability of the adversary

is less than q/2n. This proves the fact that K3(n) = 2n under the random oracle model

of f(·). By Theorem 6.1, Hfp
is maximally secure under the random oracle model of

f . 2
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6.4 A Rate 1/3 Secure Double Length Compression Function

The design of the double length compression function

We first illustrate some statistical notations and properties. We write X |= UN if the

probability distribution of X is uniformly distributed on the set {0, 1}N . We denote

UN by the uniform random variable on {0, 1}N .

Proposition 6.2 If X = (X1, · · · , Xk) |= Ukn then for any vector l ∈ Zk
2 with l 6= 0 ,

the random variable X · lT |= Un, Xi is a n-bit random variable. For any matrix Lk×r

with rank r(≤ k), the random vector X · L |= Unr.

Proof. For any y = (y1, · · · , yr) ∈ {0, 1}r, the size of the set {x ∈ {0, 1}k : xL = y}
has size 2k−r since the matrix L has full column rank r. Thus Pr[Y1 = y1, · · ·Yr = yr]

is equal to 1/2r. 2

Example 6.7 Take r = 2 and k = 3. Let L = [lT1 , lT2 ] l1 = (0, 1, 1) and l2 = (1, 1, 0)

then X ·L = (X2⊕X3, X1⊕X2) , where X = (X1, X2, X3) |= U3n. By Proposition 6.2,

both X2⊕X3 and X1⊕X2 are independently and uniformly distributed on {0, 1}n since

L has rank 2.

Let fi : {0, 1}2n → {0, 1}n be independent random functions, i = 1, 2, 3. Define, F :

{0, 1}3n → {0, 1}2n, where F (x, y, z) = (f1(x, y)⊕ f2(y, z)) || (f2(y, z)⊕ f3(z, x)) with

|x| = |y| = |z| = n. We also write F = F1 || F2, where F1(x, y, z) = f1(x, y)⊕ f2(y, z)

and F2(x, y, z) = f2(y, z) ⊕ f3(z, x) (see Figure 6.1). The rate of the compression

function is n/3n = 1/3.

Theorem 6.3 (F (x1, y1, z1), F (x2, y2, z2)) |= U4n, (x1, y1, z1) 6= (x2, y2, z2). In partic-

ular, ∀M 6= N and Z, Pr[F (M) = F (N)] = 1
22n and Pr[F (M) = Z] = 1

22n .

Proof. Let M = (x1, y1, z1) 6= (x2, y2, z2) = N . Assume that x1 6= x2, y1 =

y2 = y (say), and z1 = z2 = z (say). For the other cases, we can prove the re-

sult similarly. Since f1, f2 and f3 are independent random functions and x1 6= x2,

f1(x1, y), f1(x2, y), f2(y, z), f3(z, x1) and f3(z, x2) are independently distributed. Thus,
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Figure 6.1: A double length compression function

by Proposition 6.2, we know that f1(x1, y) ⊕ f2(y, z), f3(z, x1) ⊕ f2(y, z), f1(x2, y) ⊕
f2(y, z) and f3(z, x2) ⊕ f2(y, z) are independently distributed as it is a linearly inde-

pendent combination. 2

Definition 6.4 (Computable message)

Let Q1 = {(x1
i , y

1
i )}1≤i≤q, Q2 = {(y2

i , z
2
i )}1≤i≤q and Q3 = {(z3

i , x
3
i )}1≤i≤q be the three

sets of queries for the random oracles f1,f2 and f3, respectively. We say a message

M = (x, y, z) is computable if (x, y) ∈ Q1, (y, z) ∈ Q2 and (z, x) ∈ Q3.

Thus it is easy to observe that a message M is computable if and only if F (M) can

be computed from the set of queries. Because of Theorem 6.3 of this section if we can

bound the number of computable message by some number say Q then it is easy to

check that the adversary will get a collision with probability at most Q(Q−1)/22n+1. In

case of preimage attack, the probability is at most Q/22n. Thus the question reduces

how to get an upper bound of the number of computable messages from any set of

queries Q1,Q2 and Q3 where |Qi| ≤ q, 1 ≤ i ≤ 3. To have an upper bound we can

convert our problem into a combinatorial graph theoretical problem.
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A Combinatorial Graph Theoretical Problem

Recall that a graph G = (V, E) is known as a tripartite graph if V = A t B t C

(disjoint union) and for any edge {u, v} ∈ E either u ∈ A, v ∈ B or u ∈ A, v ∈ C

or u ∈ B, v ∈ C (see Figure 2.1). We use the notation e(A,B) for the set of edges

between A and B. Similarly we can define e(B,C) and e(A,C). Note that for every

triangle 4 in G, the vertices of 4 are from A,B and C with one vertex from each one.

Now we can state the following problem.

Problem : Given an integer q, what is the maximum number of triangles of a tripar-

tite graph G on A tB t C such that |e(A,B)|, |e(B,C)|, |e(A,C)| ≤ q.

Theorem 6.4 Given a positive integer n, the number of triangles of any tripartite

graph G on A t B t C is at most (XY Z)1/2 such that, |e(A, B)| ≤ X, |e(A,C)| ≤ Y

and |e(B,C)| ≤ Z. In particular, when X = Y = Z = n2 the number of triangle is at

most n3.

Proof. Let xa be the number of edges from the vertex a ∈ A between A and B.

Similarly, ya is the number of edges between A and C from the vertex a. Obviously,

∑
a∈A xa = X and

∑
a∈A ya = Y .

Now the number or triangles containing the vertex a is bounded by min{Z, xaya}.
Since a triangle containing the vertex a is determined by two edges containing a or

determined by the opposite edge of a. But we have, min{Z, xaya} ≤
√

Zxaya. Thus

the number of triangles is bounded by

∑
a

√
Zxaya =

√
Z

∑
a
√

xaya ≤
√

Z.
√∑

a xa)(
∑

a ya) (by Cauchy-Schwartz inequality).

So we are done. 2

Cauchy-Schwartz Inequality : Let a1, · · · ak and b1, · · · , bk be positive real num-

bers. Then we have, (x2
1 + · · · x2

k)(y
2
1 + · · · y2

k) ≤ (x1y1 + · · · xkyk)
2.

If we take X = Y = Z = n2 then the number of triangle is bounded by n3. We have

an example where the number of triangles is exactly n3 namely we take a complete

tripartite graph. That is we have three disjoint set of vertices A, B and C each of size
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n. Consider all possible edges between A and B, between A and C and between B

and C. Obviously the number of edges between A and B or B and C or A and C are

exactly n2 and the number of triangles is n3.

Security Study of The Double Length Compression Function.

Let A = {0, 1}n × {1}, B = {0, 1}n × {2} and C = {0, 1}n × {3}. We can correspond

each query by an edge of a tripartite graph G on A t B t C as follow: given a query

(x, y) on f1 we add an edge {(x, 1), (y, 2)}. The number 1,2 and 3 are used to make

A, B and C disjoint. Similarly we can add edges for queries on f2 and f3. Now it

is easy to note that a computable message corresponds to a triangle in the graph G.

Thus the number of computable message is equal to the number of triangles. Also

the adversary can ask at most q queries to each fi and hence the number of edges

between A and B or B and C or A and C are at most q. Thus by Theorem 6.4 we have

at most q3/2 computable inputs for F . Thus the winning probability is bounded by

q3/2(q3/2 − 1)/22n+1. Thus, the number of queries needed to get a collision is Ω(22n/3).

We show an attack which makes O(22n/3) queries to get a collision on F . Thus, the

security bound is tight. For preimage attack the winning probability is bounded by

q3/2/22n, thus the number of queries needed to get a preimage is Ω(22n/3). This bound

is also tight and one can find an attack very similar to the following collision attack.

A Collision Attack on F . The attack procedure is very much similar with the

security proof. We first choose 2n/3 values of xi, yi and zi independently, 1 ≤ i ≤ 2n/3.

Now we query f1(xi, yj) for all 1 ≤ i, j ≤ 2n/3. Thus we have to make 22n/3 queries of

f1. Similarly, we query for f2 and f3. Now we have 2n computable inputs and check

whether there is any computable collision pair.

Remark 6.2 It is easy to note that, in the security proof of F we do not use the fact

that |x| = |y| = |z| = n. In fact, if we have fi : {0, 1}3n → {0, 1}n, 1 ≤ i ≤ 3 and

define F (x, y, z) = (f1(x, y||0n) ⊕ f2(y, z))||f2(y, z) ⊕ f3(x, z) , where |x| = |y| = n

and |z| = 2n then we have same security level and similar attack as in the previous

definition. Since the message block size is 2n, the rate of this compression function is

2n/(3× 2n) = 1/3.
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6.5 An Efficient Double Length Hash Function

Let the compression function f : {0, 1}n × {0, 1}n → {0, 1}n. For i > 1, define

f (i) : {0, 1}(i+1)n → {0, 1}n by using the classical iteration. Thus, for x0|| · · · ||xi with

|xj| = n, 0 ≤ j ≤ i and h0 = x0.

f (i)(x0|| · · · ||xi) = hi, where hj = f(hj−1, xj), 1 ≤ j ≤ i.

We say f (i) by the i-iterated compression function. Now we can observe that the

multicollision on this compression function is not as easy as the classical hash function,

since we restrict the number of message blocks (see Chapter 5 for more detail discussion

about multicollision) Any ri-way collision on f (i) reduces to at least r-way collision on

the underlying compression function f (by using pigeon-hole principle). Thus, if we

assume that (r + 1)-way collision on f is infeasible then we can have at most ri-way

collision on f (i). Recall that, in the random oracle model of f , r-way collision requires

Ω(2n(r−1)/r) queries. Now we summarize this by the following lemma.

Lemma 6.1 (ri + 1)-way collision on f (i) reduces to at least (r + 1)-way collision on

f . In particular, when f is a random function, the complexity of (ri + 1)-way collision

attack on f (i) is Ω(2nr/(r+1)) and the complexity of (ni + 1)-way collision attack on f (i)

is Ω(2n).

Like the concatenation of two independent hash functions we can define the concatena-

tion of two independent i-iterated compression functions. Thus, given two independent

compression functions, f1 and f2, we can define a double length compression function,

F (i)(X) = f
(i)
1 (X)||f (i)

2 (X), |X| = n(i + 1). Obviously, in this construction, we need

to assume i ≥ 2. Otherwise, for i = 1, it does not compress the input. Now we can

study the security property of this concatenated compression function in the random

oracle model.

Lemma 6.2 If f is a random function then for any two distinct (i + 1)-block inputs

X and Y , Pr[f (i)(X) = f (i)(Y )] ≤ i/2n. If f1 and f2 are two independent random

functions then Pr[F (i)(X) = F (i)(Y )] = i2/22n.
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Proof. Let j be the round number where collision of f occurs. Call this event by

Cj. Thus, f (i)(X) = f (i)(Y ) implies ∪i
j=1Cj. Now, Pr[Cj] = Pr[f(Xj) = f(Yj) and

Xj 6= Yj] = 1/2n, Xj and Yj denote the input of f at jth invocation for messages X

and Y respectively. Thus, Pr[∪i
j=1Cj] ≤ i/2n.

Pr[F (i)(X) = F (i)(Y )] = Pr[f
(i)
1 (X) = f

(i)
1 (Y ), f

(i)
2 (X) = f

(i)
2 (Y )]

= Pr[f
(i)
1 (X) = f

(i)
1 (Y )] × Pr[f

(i)
2 (X) = f

(i)
2 (Y )]

= i2/22n.

The second equality follows from the fact that f1 and f2 are independent random

functions and the last equality is immediate from the first half of the Lemma. 2

Thus to find the collision probability for any adversary we need to compute the number

of pairs (X, Y ) it can get from any possible set of queries. Note that the adversary

should compute the F -values of both X and Y . Now we state the computable message

which means the message whose hash value can be computed from the set of queries

the adversary made. We fix i ≥ 2.

Definition 6.5 (Computable message) Let Qj be the set of query response tuples

for the random function fj, j = 1, 2. X is said to be a computable message for f
(i)
j

(also for F (i)) with respect to Qj if the value of f
(i)
j (X) (or F (i)) can be computed from

Qj (or Q1 ∪Q2 respectively).

More precisely, if X = x0|| · · · ||xi then X is computable for f
(i)
1 with respect to Q1 if

(x0||x1, h1), (h1||x2, h2),· · ·,(hi−1||xi, hi) ∈ Q1. Thus the f
(i)
1 -value of X is hi. Similarly

one can define computable messages for f
(i)
2 . A message X is computable with respect

to Q1 ∪ Q2 for the compression function F (i), if X is computable for both f (i) with

respect to Qj, j = 1, 2.

Let q be the number of queries. We assume that q = o(2n). Thus there is no n-way

collision on both f1 and f2. Note that, the complexity of n-way collision on a random

function is Ω(2n(n−1)/n) = Ω(2n). Thus we can have at most ni−1-way collision on f
(i−1)
1

or f
(i−1)
2 . The number of computable messages for F (i) is at most qni−1. Thus, total

number of pairs of the form (X, Y ) where X 6= Y are (i + 1)-block inputs and both X

and Y are computable messages is at most q2n2(i−1)/2. Thus, probability that we have
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a collision among these pairs is bounded by i2q2n2(i−1)/22n+1. To have non-negligible

probability we need q = Ω(2n/ini−1). Thus we have the following theorem :

Theorem 6.5 If f1 and f2 are two independent random functions then the complexity

for finding a collision on F (i) requires Ω(2n/(ini−1)) queries.

Efficiency of the compression function. The rate function of the compression

function, F (i), is ((i + 1)n − 2n)/2ni = 1
2
− 1

2i
. Thus, the rate of the compression

function is close to 1/2 provided i is large. So we have a trade-off between the security

level and the efficiency.

Now we define a double length hash function Hs : ({0, 1}n)∗ → {0, 1}2n, s ≥ 2. We

can define the hash function on arbitrary domain by applying some standard padding

rule. Let M = m1|| · · · ||ml be l-block message, |mi| = n for each i. Let l = (s−1)b+r,

where 0 ≤ r < s − 1. Thus, we divide the message M = M1|| · · · ||Mb||Mb+1, where

|Mi| = (s − 1)n, 1 ≤ i ≤ b and |Mb+1| = rn. In case of r = 0 we do not have any

message block Mb+1. Let H0 be an initial two block message that is |H0| = 2n. Now

define the hash function Hs(H0, M) as follows;

Algorithm Hs(H0,m1|| . . . ||ml)

Hi = F s(Hi−1,Mi), i = 1 to b

If r > 0 then H = F r+1(Hb,Mb+1)

If r = 0 then H = Hb

Return H

Thus, the hash function is the classical iterated hash function by using two underlying

compression functions F (s) and F (r+1). Thus any collision on H(s) reduces to the

collision on one of the compression function. Thus we have the following theorem;

Theorem 6.6 For any s ≥ 2, collision on H(s) requires Ω(2n/s2ns−1) complexity.
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(2nd) Preimage security of the new hash function.

Similar to the previous section we can study the (2nd) preimage security. Recall

that we say a message X is computable from the set of queries Q if f (i)(X) can be

computed from the set Q. We have already observed that if q is the maximum number

of queries and at most r-way collision is possible then we can have qri−1 computable

messages. Now given M , F (i)(M) is a 2n-bit random string. We also have observed

that Pr[F (M) = F (N)] = i2/22n, where M 6= N . So, if q = o(2n) then the number of

computable message for N is at most ni−1q. Thus, there will be a computable message

N 6= M such that F (i)(M) = F (i)(N) is bounded by qni−1/i222n. Thus complexity for

any attack algorithm of 2nd preimage attack is Ω(22n/i2ni−1).

Note that, in preimage or collision attack on F (i), we do not count the complexity for

multicollision attack. In fact, it is likely that if the number of computable message is

qri−1 then the number of queries is at least q2n(r−1)/r. Thus we can try to prove the

following statement;

The complexity of the best collision (or preimage) attack on the above double length

compression function F (i) is Ω(2n/i) (or Ω(22n/i) respectively).

6.5.1 A Proposal of Most Efficient Hash Function

Let f1, f2 : {0, 1}2n → {0, 1}n be two independent random compression functions. We

define a compression function g(i) : {0, 1}(i+1)n → {0, 1}2n as follows;

g(i)(x0||x1|| · · · ||xi) = f
(i)
1 (x0||x1|| · · · ||xi)||f2(h, x),

where h = h1⊕· · ·⊕hi⊕x0 and x = x0⊕· · ·⊕xi. The rate function of g(i) is almost equal

to one provided i is large. More precisely, rate is (i−1)n/(i+1)n = 1−2/(i+1). If the

number of computable message would be qri−1, then the number of queries is at least

q.2n(r−1)/r. So we conjecture that the collision complexity of the above compression

function is Ω(2n/i). So it would be interesting to prove this conjecture in the random

oracle model.
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Chapter 7

Conclusion and Future Work

This thesis dealt with several design of hash function and multicollision attack on hash

function. We proposed two parallel mask based domain extension algorithms. One of

them was based on a complete binary tree which is very easy to implement. It was a

reasonable improvement over the best known complete binary tree based extension [81].

It uses mt = O(t+log∗2 t) many masks for a complete binary tree of height t. Previously,

it was (t+log2 t) [81]. We also proved that this is optimum among all complete binary

tree based domain extension where the masking assignment is level-uniform. We can

pose the following conjecture;

Conjecture : The minimum number of masks to be required to have a strongly

even-free masking assignment on a complete binary tree is mt.

We provided a sufficient condition which says that if the underlying masking assignment

is strongly even-free then the extension is valid. In fact, we see that all known valid

constructions were based on strongly even-free masking assignment. Thus, it would be

interesting to prove the condition as a necessary condition.

Conjecture : A necessary condition for UOWHF-preserving domain extension algo-

rithm is that the underlying masking assignment is strongly even-free.

Finally we proposed a tree based construction which is optimum (with respect to

both the number of masks and time complexity or parallelism) among all tree based

constructions.

In this thesis we generalized the definition of PGV-hash functions into a PGV-hash

families. In the new definitions we had more secure hash family (forty-two hash fami-

lies) with respect to collision resistant and one-wayness. Unlike the original definition
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of PGV hash functions, the new definition is a keyed family. Thus we can study other

security notions like target collision resistant. In fact all these forty-two hash families

become target collision resistant. As AES is considered to be a good candidate for a

block cipher, we can implement these hash families using AES. Because of our results,

the only attacks for these hash families should be based on some internal weakness of

AES. In other words, these hash families can be practically constructed using AES.

The proof techniques used here are natural and apply directly to the security notions.

So one can also study these proof techniques to get better ideas about using the black

box model.

Recently there have been many proposed approaches to design hash functions with

large output hash values. The most simple and natural one is the concatenation of

two classical iterated hash functions. Joux [38] showed some collision (and preimage)

attacks on this hash function. It is an interesting question to find design techniques

for hash functions for which multicollision attacks are infeasible. In this paper, we

have defined a large natural class of hash functions and we studied their security with

respect to multicollision attacks. Unfortunately, we have found efficient multicollision

attacks on the hash functions when the message blocks are processed at most twice.

So the natural question that arises is if multicollision security can be obtained if the

message blocks are used more than twice. One can also search for some other designs

outside this class of hash functions, and study their multicollision security.

We also studied several new double length compression functions. We first introduced

a class of double length compression function which contains recently known construc-

tions [34, 52]. We studied their security levels in the random oracle model. We designed

a double length compression functions of rate 1/3 and we study its security level. We

also designed a double length compression function F (i) of rate close to 1/2 (the rate

of concatenated hash function). The design is very much similar to the concatenated

hash functions. It had almost maximal security level. In fact, we believe that the com-

plexity of the best collision attack on the above double length compression function

F (i) is Ω(2n/i). Finally, we proposed a rate almost equal to one double length hash

function. We leave as an open problem to find the security level of this hash function.

Our future research would be to design efficient and as well as secure double length

hash functions.
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