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Blockchains can change a lot of things

3Source: http://startupmanagement.org/blog

http://startupmanagement.org/blog


Outline

✦ The Good 
✦ Bitcoin Basics 
✦ Blockchain Evolution and Applications 
 

✦ The Bad 
✦ Privacy and Linkability Attacks  
✦ Deanonymization 
 

✦ The Ugly 
✦ Privacy preserving solutions 
✦ Challenges 
✦ Unresolved issues
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✦ Replications 
-The blockchain is shared across a pre-defined network, such that all 

participants can have their own identical copy of the ledger 

✦ Digital signatures/PKI 
- to control who can do what within the shared ledger 

✦ A consensus mechanism + Smart Contracts 
-ensuring that asset owner cannot use/spend their assets twice

Core Blockchains Ideas
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✦ Identity Management 
 
 
 

✦ Supply Chain Management 
✦ Track Diamonds, food, goods, 

and even software
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Why to use Bitcoin or crypto-currencies?

✦ Decentralized crypto-currencies: 
✦ They are arguably fast 
✦ They are cheap 
✦ No central authority! 
✦ Digital, still private 
-People can’t steal your payment information from merchants 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Ethereum: A Universal Computer

✦ Turing-complete smart contracts on a blockchain 

✦ A contract is a program that lives inside the  
distributed Ethereum network 

✦ its own ether balance, memory and code 

✦ Every time you send a transaction to a contract,  
it executes its code, which can store data,  
send transactions and interact with other  
contracts 

✦ Contracts are written in languages  
instantly familiar to any programmer  
and powered by Ether, Ethereum's  
cryptofuel.
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Permissioned/Consortium Blockchain

✦ Permissioned/Consortium Setting 
✦ The pre-defined-but-adaptive set of validators 
✦ Asynchronous Atomic Broadcast 
✦ Fast and cheap (mater of a few seconds) 
 

✦ Hyperledger (https://www.hyperledger.org/)  
An open source collaborative effort 
✦ The Linux Foundation 
✦ IBM, and several others … 
 

✦ Other Industry Players 
✦ Corda, Multichain, …
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Traditional Supply Chain Systems

✦ Supply Chain:  
Multiple bilateral links joined together to form a chain 
 

✦ Most traditional supply chain systems fail to make their 
processes transparent across links 
 

✦ As a result, 
✦  the growth of counterfeit goods, and 
✦  the theft of companies' intellectual property 

are considered as some of the biggest  
challenges  faced by the industry
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Blockchain for Supply chains

✦ To make the supply chain items tamper-resistant (or tamper 
evident) 
✦ RFID tags 
✦ Physically uncloneable 

functions (or PUFs) 

✦ These hardware modules can facilitate  
✦ identification of each unique item, and  
✦ resultantly allow its traceability 

✦ We cannot always stop equivocation from the legitimate-but- 
malicious supply chain players 

✦ How to make these log tamper-resistant? 
✦ Blockchain: Multiple bilateral links joined together  

to form a chain
12
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Deanonymization Attacks in Practice

bitiodine.net [Spagnuolo et. al., FC'14]

16

[Meiklejohn et al., IMC'13]
bitiodine.net [Spagnuolo et. al., FC'14]

[Koshy et al., FC'14]

[Androulaki et al., FC’13]
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Attacks on privacy of Ripple links & transactions  

Credit GraphTransaction Details

Ripple provides pseudonymity to its users 
by employing public-key hashes as identities
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Attacks on privacy of Ripple links & transactions  

Credit GraphTransaction Details

Ripple provides pseudonymity to its users 
by employing public-key hashes as identities

It is possible to link multiple transactions  
and identities belonging to the same user

18

[Moreno-Sanchez et al., PETS'16]



Why Deanonymization is a big deal!

✦ Greenwich Associates’s survey finds that 56% surveyed cited 
transaction confidentiality as a major security concern 

✦ Privacy is enforced by legislation (e.g., EU data protection 
legislation), regulation (client confidentiality) or contract 
(commercial confidentiality) 

✦ Competing organizations do not like to be 
snooped by others 
 

✦ Individuals do not want their medical  
conditions treatment can get reveal  
to the media

19
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Privacy Issues with Consortium Blockchain

✦ Access Control 
✦ Everybody in the system can see all entries,  

which is indeed not necessary. 
 

✦ Validation vs Access Control 
✦ Just encrypting blockchain entries is  

not a solution. 

✦ Access Revocation 
✦ Users leave organization, change their roles. 
✦ The current immutable nature of blockchains  

may raise significant concerns here.
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The Ugly 
- Current Approaches 
- Issues 
- Challenges



Key Approaches for Blockchain Privacy

✦ It is a Zoo! 

✦ Mixing (Coinjoin mixing and third-party Mixing) 

✦ Ring Signatures 

✦ Stealth Addresses  

✦ Additive Homomorphic Commitments with Range Proofs  

✦ Zero-Knowledge Succinct Non-interactive Arguments of 
Knowledge (ZK-SNARKs)  

✦ Not everything works with every blockchain!

22



23

Coinjoin (P2P) mixing

Input 
Addresses

Output 
Addresses

A (1 BTC) B’ (1 BTC)
B (1 BTC) C’ (1 BTC)
C (1 BTC) A’ (1 BTC)

Alice

Bob

Charlie

Coinjoin (Atomic) transaction
A’

B’

C’

A

B

C

Anonymous Broadcast



23

Coinjoin (P2P) mixing

Input 
Addresses

Output 
Addresses

A (1 BTC) B’ (1 BTC)
B (1 BTC) C’ (1 BTC)
C (1 BTC) A’ (1 BTC)

Alice

Bob

Charlie

Coinjoin (Atomic) transaction

A’

B’

C’

A

B

C

Anonymous Broadcast



23

Coinjoin (P2P) mixing

Input 
Addresses

Output 
Addresses

A (1 BTC) B’ (1 BTC)
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✦ Relationship Anonymity 
✦ No Amount/Value Privacy 
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✦ Compatible with Bitcoin 
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✦ Availability Assumptions about the mixes 
✦ Examples: MixCoin, Blindcoin, TumbleBit

24

A

C

D
E

B



Single Mix-based Solutions

✦ (Better!?) Relationship Anonymity 
✦ No Value Privacy 
✦ No co-ordination is required 
✦ Compatible with Bitcoin 
✦ Availability Assumptions about the mixes 
✦ Examples: MixCoin, Blindcoin, TumbleBit

24

A

C

D
E

B

To be used 
in practice



(Traceable) Ring Signatures

25



(Traceable) Ring Signatures

✦ Ring signature 
✦ a signature with any group of possible signers, without revealing 

which member actually created the signature 

25



(Traceable) Ring Signatures

✦ Ring signature 
✦ a signature with any group of possible signers, without revealing 

which member actually created the signature 

✦ Double spending is a problem! 

25



(Traceable) Ring Signatures

✦ Ring signature 
✦ a signature with any group of possible signers, without revealing 

which member actually created the signature 

✦ Double spending is a problem! 

✦ Traceable Ring Signatures 
✦ Double spending leads to identity revelation 

25



(Traceable) Ring Signatures

✦ Ring signature 
✦ a signature with any group of possible signers, without revealing 

which member actually created the signature 

✦ Double spending is a problem! 

✦ Traceable Ring Signatures 
✦ Double spending leads to identity revelation 

✦ Properties 
✦ Sender Anonymity 
✦ No Value Privacy 
✦ No co-ordination is required 
✦ Increased Transaction Size 
✦ Not compatible with Bitcoin, but Monero uses it

25



Stealth Addresses
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Because information leakage regarding the identity of the receiver does not occur until they want to 
spend the received funds, one-time use payment addresses may be suitable for use cases where the 
counterparties only want to keep their involvement in a transaction private for a limited amount of 
time (i.e., transact using the one-time use payment address then consolidate into their main wallets 
after their identity is no longer sensitive information).  
However, it should be noted that the privacy provided by one-time use payment addresses only 
extends to the counterparties to a transaction (principally the recipient). The transaction details are 
still published to the blockchain. Furthermore, the sender can tell when the recipient spends the funds, 
simply by watching the one-time use payment address.  

2.5 Stealth Addresses  
One-time use payment addresses can be unwieldy to manage. Each new address must be generated by 
the recipient and communicated to the sender. Imagine if you had to create a new email address each 
time you wanted to receive an email and let the sender know what address they should use.  
Stealth addresses remove this requirement by allowing the sender to generate the new one- time use 
payment address.  
It works like this: the recipient generates a parent key pair and publishes the public key - this is the 
stealth address. Any sender can then use the stealth address to generate a new one-time use payment 
address. The recipient uses their parent private key to calculate the one-time use payment address’s 
secret key, which is required in order to spend the funds.  
There is no way for an observer to link a one-time use payment address to the stealth address used to 
generate it. More importantly, only the recipient can calculate the one-time use payment address’s 
secret key. Despite the fact that it is the sender who generated the new one-time use payment address, 
the sender does not know the secret key and there is no way for he or she to calculate it.  

How Stealth Addresses are Used to Generate One-time Use Payment Addresses  
The one-time use payment address is generated using a variant of the Diffie-Hellman key exchange 
protocol . The sender generates an ephemeral key and uses it in conjunction with the stealth address 14

to create the one-time use payment address. The ephemeral key is then attached to the transaction.  
The recipient can use the ephemeral key in conjunction with his or her parent private key to calculate 
the one-time use payment address’ secret key.  

Because the recipient does not know the one-time use payment address in advance, he or she must 
scan all transactions and attempt to generate the secret key for each transaction’s destination address 
by using the ephemeral key attached to the transaction. This can be done automatically by a process 

 W Diffie & M E Hellman: “New Directions in Cryptography” (1976)14

#13
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Source: r3 Report on Blockchain Privacy 



Stealth Addresses

✦ Recipient Anonymity 
✦ No Value Privacy 
✦ No co-ordination is required; but the recipients have to  

continuously watch 
✦ Delegation possible, but not perfect 
✦ Employed by Monero, Z.cash, retrofitted into Bitcoin
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Homomorphic Commitments w/ Range Proofs

✦ Confidential Transactions  
✦ Concealing amount being transferred using commitments 
✦ Commitments: Binding and Hiding 

✦ A range zero knowledge proof proves that a value lies within a 
certain range, without revealing the value  
✦ The inputs and the outputs of a confidential transaction sum to zero 

✦ Properties 
✦ Value Privacy 
✦ No sender/recipient/relationship anonymity 
✦ Increased Transaction Size 
✦ Combing with other solutions! 
-Monero: Ring Signature + Stealth Address + Commitments 
-ValueShuffle: Commitments + CoinShuffle++

27



Zcash

✦ Zero-Knowledge Succinct Non-interactive Arguments of 
Knowledge 
✦ particularly short and easy to verify 

✦ The stealth address concept is employed  

✦ Properties 
✦ Sender/Recipient/Relationship Anonymity 
✦ Value Privacy 
✦ Anonymity set is all other private coins 
✦ A trusted/distributed Setup is required!

28



Credit Network/Ripple/Stellar Privacy
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Privacy of Permissioned Blockchain
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Networking Aspects are missing
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Payment Channel Network
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Non-bold numbers: capacity of the channels  
                                before the payment  
        bold numbers: capacity of the channels 
                                after the payment

Alice wants to pay $2$ bitcoins to Bob via Carol, Edward and Fabi
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Payment Channel Network: Execution

✦ Hash Time-Lock Contract (HTCL) 
✦ HTLC (Alice, Bob, h, x, t): 

- If Bob produces the condition R* such that H(R*) = h before t days, 
Alice pays Bob x bitcoins 
- If t days elapse, Alice gets back x bitcoins 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✦ Hash Time-Lock Contract (HTCL) 
✦ HTLC (Alice, Bob, h, x, t): 

- If Bob produces the condition R* such that H(R*) = h before t days, 
Alice pays Bob x bitcoins 
- If t days elapse, Alice gets back x bitcoins 
 
 
 
 
 
 
 
 
 
 
 

✦ Privacy and Reliability Issues
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Payment Channel Network
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[ACM CCS’17]



In the Future

36



In the Future

✦ The Interledger Protocol 
                                             https://www.w3.org/community/interledger 

✦ Several distributed/decentralized/centralized ledger solutions are 
coming up 

✦ Performing transactions across different ledgers 

36



In the Future

✦ The Interledger Protocol 
                                             https://www.w3.org/community/interledger 

✦ Several distributed/decentralized/centralized ledger solutions are 
coming up 

✦ Performing transactions across different ledgers 

✦ Atomic Swaps 

36



In the Future

✦ The Interledger Protocol 
                                             https://www.w3.org/community/interledger 

✦ Several distributed/decentralized/centralized ledger solutions are 
coming up 

✦ Performing transactions across different ledgers 

✦ Atomic Swaps 

✦ Key Challenges 
✦ Secure Interoperability 
✦ Privacy
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✦ Track Diamonds, food, goods, 

and even software
8

Deanonymization Attacks in Practice

bitiodine.net [Spagnuolo et. al., FC'14]
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[Meiklejohn et al., IMC'13]
bitiodine.net [Spagnuolo et. al., FC'14]

[Koshy et al., FC'14]

[Androulaki et al., FC’13]

[Moreno-Sanchez et al., PETS'16]

Thanks!

Website: https://www.cs.purdue.edu/homes/akate/       Twitter: @aniketpkate

https://www.cs.purdue.edu/homes/akate/

