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\A common mistake that people make when trying to design something completely

foolproof is to underestimate the ingenuity of complete fools."

Douglas Adams



Abstract

In the past decade, deep learning has been ubiquitous across diverse fields like

natural language processing (NLP), computer vision, speech processing, etc. De-

spite achieving state-of-the-art performance, there are ongoing concerns regarding

robustness and explainability of deep-learning systems. These concerns have fur-

ther gained traction due to the presence of adversarial examples which make such

systems behave in an undesirable fashion. To this end, this thesis explores several

adversarial attacks and defenses for deep-learning based vision and NLP systems.

For vision/vision-and-language systems, the following two problems are studied in

this thesis: (i) Robustness of visual question answering (VQA) systems: We study

the robustness of VQA systems to adversarial background noise. The results show

that, by adding minimal background noise, such systems can be easily fooled to

predict an answer of the same as well as different category as the original answer.

(ii) Task-agnostic adversarial attack for vision systems: We propose a task-agnostic

adversarial attack named Mimic and Fool and show its effectiveness against vision

systems designed for different tasks like image classification, image captioning and

VQA. While the attack relies on the information loss that occurs in a convolutional

neural network, we show that invertible architectures such as i-RevNet are also

vulnerable to the proposed attack.

For NLP systems, the following three problems are studied in this thesis: (i)

Invariance-based attack against neural machine translation (NMT) systems: We

explore the robustness of NMT systems to non-sensical inputs obtained via an

invariance-based attack. Unlike previous adversarial attacks against NMT sys-

tem which make minimal changes to the source sentence in order to change the

predicted translation, the invariance-based attack makes multiple changes in the

source sentence with the goal of keeping the predicted translation unchanged.

(ii) Defense against invariance-based attack: The non-sensical inputs obtained

via the invariance-based attack do not have a ground truth translation. This

makes standard adversarial training as a defense strategy infeasible. In this con-

text, we explore several defense strategies to counteract the invariance-based at-

tack. (iii) Robustness of multiple choice question-answering (MCQ) systems and

intervention-based study: We explore the robustness of MCQ systems against the

invariance-based attack. Furthermore, we also study the generalizability of MCQ

systems to different types of interventions on the input paragraph.
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Chapter 1

Introduction

You don't want to cover a subject; You want to

uncover it.
Eleanor Duckworth

Deep learning has led to remarkable advancements in diverse �elds such as com-

puter vision, natural language processing (NLP), and speech processing amongst

others. While the foundation for training deep learning systems was laid in 1980's

[110], these systems gained popularity around 2012 after AlexNet [68], a con-

volutional neural network (CNN), achieved state-of-the-art results on ImageNet

dataset [29]. Apart from AlexNet, another reason behind the popularity of deep

learning in the past decade is the rapid improvement of graphics processing unit

(GPU) which led to drastic reduction in training time. The advent of deep learn-

ing shifted the focus from feature engineering (such as HOG [27] and SIFT [80] in

computer vision) to designing models which are end-to-end. End-to-end signi�es

that such models accept input in its raw form (e.g., pixel intensities of an image)

in order to generate the desired output. Presently, deep learning systems have

achieved impressive performance in varied tasks such as object detection [107], vi-

sual question answering [52], image captioning [2], and machine translation [128],

etc.

Despite the impressive performance, deep learning systems are highly suscepti-

ble to adversarial attacks. Adversarial attacks, in the most general sense, can be

de�ned as the process of fooling a machine learning system to behave in an unde-

sirable fashion either by manipulating the decision boundary during training [91]

or by generating malicious inputs during inference [41].

1
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This thesis studies the adversarial robustness of several deep learning systems

across computer vision and NLP. To do so, we design several adversarial attacks

and defenses across vision and NLP tasks. The rest of this chapter is organized as

follows. Section 1.1 provides a very basic background to deep learning. Section 1.2

discusses the origin and basic terminologies of adversarial attack. Section 1.3

discusses previous works on adversarial attacks against vision systems. Similarly,

Section 1.4 discusses previous works on adversarial attacks against vision systems.

Section 1.5 discusses previous works on adversarial defense. Section 1.6 discusses

the outline and main contributions of the thesis. Finally, Section 1.7 discusses the

organization of the rest of the thesis.

1.1 Deep Learning: Background

In this section, we provide a very brief background to some basic deep learning

architectures. For an in-depth treatment of the subject, we refer the reader to

Goodfellow et al. [40].

1.1.1 Multilayer Perceptron

Perceptron was introduced by Rosenblatt [108] as a binary classi�cation system

which can distinguish between the input signals from two di�erent classes based

on the learned weights of each input signal (i.e., stimuli). Multilayer perceptron

(MLP) combines several perceptron units. A MLP consists of an input layer,L

hidden layers and an output layer. The output ofl th layer is given by

ol = f (W lol � 1 + bl � 1) (1.1)

whereW l is the weight matrix, ol � 1 is the output of the (l � 1)th layer, bl � 1 is the

bias term of the (l � 1)th layer and f is a non-linear activation function. Some

common non-linear activation functions are sigmoid function, hyperbolic tangent

(i.e., tanh) function, and Recti�ed Linear Unit (ReLU). The parameters of the

MLP (i.e., W l and bl � 1) are learned during training using the backpropagation

algorithm [110].
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1.1.2 Recurrent Neural Network

Multilayer perceptrons are ill-suited for tasks where either the input or output or

both are sequential in nature. This is because of their inability to handle variable

sequence length or larger sequences in the input/output. In natural language

processing (NLP), there are several problems where the network needs to handle

variable sequence length such as sentiment analysis, machine translation, part of

speech (POS) tagging etc. To address this drawback, recurrent neural network

(RNN) were designed [135]. A recurrent neural network consists of a feedback

loop which allows it to handle variable sequence length. Mathematically, letx t

denote the input at time t, and ht � 1 denote the output of the hidden layer at time

t � 1, then the output of the RNN at time t (i.e., yt ) is given by

ht = f (Wxt + V ht � 1 + bh)

yt = g(Uht + by)
(1.2)

where U; V; and W are weight matrices;bh; by are biases; andf; g are activation

functions. All the parameters of a recurrent neural network are shared across time

and are learned during training using the backpropagation through time (BPTT)

algorithm [136].

1.1.3 Long Short-Term Memory

The BPTT algorithm in RNN leads to a learning problem. When the gradients

are backpropagated through time, the gradients either explode due to the weight

matrices having higher values or the gradients vanish due to the derivative of the

activation function which typically lies between 0 and 1. The vanishing/exploding

gradient problem leads to the inability of RNN to capture long-term dependencies

[49]. Long-term dependency describes a scenario where the desired output is de-

pendent on an input seen way back in time (e.g., in sentiment analysis, an article

may have a positive sentiment due to a sentence present in the second-last para-

graph). To remedy this issue, long short-term memory (LSTM) [50] was designed.

A long short-term memory cell controls the 
ow of information at each time step

using several gates. Mathematically, letx t denote the input at time t, ct � 1 denote

the cell state at time t � 1, and ht � 1 denote the output of the LSTM cell at time

t � 1, then the output of the LSTM cell at time t (i.e., ht ) is given by
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f t = � (Wf x t + Uf ht � 1 + bf )

i t = � (Wi x t + Ui ht � 1 + bi )

~ct = tanh(Wcx t + Ucht � 1 + bc)

ct = f t � ct � 1 + i t � ~ct

ot = � (Wox t + Uoht � 1 + bo)

ht = ot � tanh(ct )

(1.3)

whereWf ; Wi ; Wc; Wo; Uf ; Ui ; Uc; and Uo are weight matrices;bf ; bi ; bc; and bo are

biases;�; tanh denote the sigmoid and hyperbolic tangent function respectively;

and � denotes the hadamard product. Similar to RNN, all the weight matrices

and biases of LSTM are shared across time.f t ; i t and ot in Equation 1.3 denote the

forget gate, input gate, and output gate respectively. These gates are responsible

for controlling the 
ow of information inside the LSTM cell at a particular time

step. Several variants of the LSTM cell have been proposed in the literature [44].

1.1.4 Convolutional Neural Network

Convolutional Neural Network (CNN) was introduced by Le Cun et al. [71]. CNN

are speci�cally designed for processing images. Images, unlike text, are two-

dimensional where nearby pixels are highly correlated. CNN typically consists

of convolutional layers, pooling layers, and �nally some fully connected layers.

The convolutional layer contains several kernels of smaller spatial dimension than

the original image. These kernels are responsible for �nding localised pattern

present in the image by making use of the convolution operation. The pooling

layer (also known as subsampling layer) reduces the spatial dimension, thereby

ensuring that the number of parameters in the fully connected layers are limited

and that the kernels of the deeper convolutional layers have larger receptive �elds.

Due to this, the kernels of CNN work in a hierarchical fashion. While the kernels

of the earlier convolutional layers are responsible for detecting edges, the kernels

of the deeper convolutional layers detect more abstract patterns present in the

image [149]. In the past decade, CNNs have been ubiquitous across variety of

vision tasks [2, 45, 46, 107].
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Figure 1.1: Fast Gradient Sign Method (FGSM) on GoogLeNet [124] (Photo
Courtesy: Goodfellow et al. [41])

1.2 Adversarial Attack

Adversarial attacks can be broadly classi�ed into two types: poisoning attacks,

and evasion attacks [10]. Poisoning attacks take place during training, whereas

evasion attacks take place during testing. In a poisoning attack, the adversary

adds malignant inputs to the training data of the machine learning system. This

allows the adversary to manipulate the decision boundary of the system. On the

other hand, in an evasion attack, the adversary generates an input whichfools a

machine learning system to predict incorrectly or behave in an undesirable fashion.

This input is referred to as anadversarial exampleand is usually generated by

adding noise to the original/clean input. One such example is shown in Figure 1.1

where GoogLeNet [124] predicts an image of apanda incorrectly as agibbon af-

ter an imperceptible noise is added to the original image [41]. Nguyen et al. [93]

showed that images which are completely unrecognizable to humans are predicted

as familiar objects with very high con�dence by deep neural networks. This is an

example of a machine learning system behaving in an undesirable fashion.

1.2.1 Origin

While the focus of this thesis is on adversarial attacks (evasion attack, to be

more precise) and defenses for deep learning systems, the research in the �eld

of adversarial machine learning originated long before thedeep learning era[10,

59]. Wittel and Wu [137] proposed an evasion attack on statistical spam �lters.

Dalvi et al. [28] proposed an adversarial framework for training spam detection

classi�ers in light of the adversary. Soon after, Lowd and Meek [79] proposedgood
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word attack against statistical spam �lters. A good word attackadds legitimate

words (i.e., non-spam words) to spam emails allowing it to get past the statistical

spam �lters. Nelson et al. [91] explored poisoning attacks as well as defense for

spam �lters. Rubinstein et al. [109] proposed defenses against poisoning attacks

for anomaly detectors.�Srndi�c and Laskov [127] proposed a practical evasion attack

against an online PDF malware detection service [119]. Biggio et al. [9] proposed

an evasion attack against support vector machine (SVM) [25] and multi-layer

perceptron for handwritten digit recognition [72] and PDF malware detection.

Given the focus of this thesis, we will only discuss evasion attacks and defenses

for deep learning systems from this point onwards.

1.2.2 Terminology

In this section, we introduce some terminologies related to adversarial attacks

which will be used throughout this thesis. Adversarial attacks are typically cate-

gorised into two types: targeted, and non-targeted. In atargeted attack, the noise

is added to the original input in order to ensure that the model makes a speci�c

prediction. Whereas, in anon-targeted attack(also known asuntargeted attack),

the noise is added to the original input in order to ensure that the model makes

an incorrect prediction. Adversarial attacks are also categorised on the basis of

whether or not the adversary has access to the parameters and architecture of the

model under attack. In this regard, in awhite-box attack, the adversary has access

to the architecture and the parameters of the model whereas, in ablack-box attack,

the adversary doesn't have access to the architecture and the parameters of the

model. A gray-box attack, as the name suggests, is an adversarial attack where

the adversary haspartial knowledgeabout the architecture and the parameters of

the model.

1.3 Adversarial Attacks against Vision Systems

In the initial years of research on this topic, the major focus was on designing at-

tacks against image classi�ers. Later, adversarial attacks were generalized against

other vision systems as well as vision-and-language systems. Presently, there

has been a plethora of work on this topic. In this section, we discuss some of

these works. Section 1.3.1 discusses adversarial attacks against image classi�ers.
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Section 1.3.2 discusses adversarial attacks against other vision and vision-and-

language systems.

1.3.1 Attacks against Image Classi�cation systems

Adversarial attacks against deep learning based image classi�ers was �rst intro-

duced by Szegedy et al. [125]. Szegedy et al. [125] proposed a targeted attack

where the adversarial examples were generated using box-constrained L-BFGS

[75]. These examples have imperceptible noise and are also transferable across

di�erent models (i.e., the same adversarial example was able to fool multiple im-

age classi�ers). Soon after, Goodfellow et al. [41] proposed the �rst non-iterative

(i.e., single-step) adversarial attack known as Fast Gradient Sign Method (FGSM).

FGSM is a non-targeted attack which adds to the original image, a very small frac-

tion of the sign of the gradient of the loss function (also known as cost function)

with respect to the original image, in order to generate adversarial example. Sim-

ilar to Szegedy et al. [125], the adversarial examples generated using FGSM have

imperceptible noise. Figure 1.1 shows an example to FGSM attack. Kurakin et al.

[70] and Madry et al. [82] proposed an iterative variant of the FGSM attack, known

as projected gradient descent (PGD) attack.

Papernot et al. [99] proposed a targeted adversarial attack based on saliency maps

known as Jacobian-based Saliency Map Attack (JSMA). In JSMA, the saliency

maps consider the gradient of the models' output with respect to the original im-

age. This allows the adversary to only modify the relevant pixels of the image

in order to force the model to predict a target class. Papernot et al. [99] demon-

strated the e�ciency of their attack on the MNIST dataset [72]. Moosavi-Dezfooli

et al. [89] proposed an iterative non-targeted attack known as DeepFool. At each

iteration of DeepFool, the decision boundary of the non-linear classi�er is ap-

proximated with a convex polyhedron and accordingly, the optimum perturbation

required for misclassi�cation is applied. Using this technique, DeepFool achieves

a smaller perturbation than Szegedy et al. [125] and FGSM. Carlini and Wagner

[16] proposed a targeted attack which further reduces the perturbation in com-

parison to DeepFool. The loss function for this attack includes the perturbation

along with the di�erence between the maximum logit and the logit for the targeted

class. Karmon et al. [63] proposed a targeted adversarial attack where the noise

is only added to a very small region of the image. Moosavi-Dezfooli et al. [88]
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proposed an image agnostic perturbation known as universal adversarial pertur-

bation. This perturbation when added to any image leads to an adversarial image

which is misclassi�ed by the image classi�er. Furthermore, Moosavi-Dezfooli et al.

[88] also showed that the universal adversarial perturbation generalizes to other

image classi�ers as well.

The adversarial attacks, discussed so far, are white-box attacks. Adversarial at-

tacks against image classi�ers have also been studied in a more constrained set-

ting. Su et al. [123] proposed one-pixel attack. The attack is based on di�erential

evolution [122] and only needs access to the class probability scores and not the

models' architecture and parameters. The attack succeeds in fooling image clas-

si�ers by modifying just a single pixel of the image. Similarly, Chen et al. [18]

proposed a zeroth-order optimization based adversarial attack which only needs

access to the class probability scores. Liu et al. [77] showed that while the non-

targeted attacks are transferable to other image classi�ers, the targeted attacks

have low transferability across di�erent architectures. They further proposed a tar-

geted attack on ensemble of classi�ers and showed that the adversarial examples,

so obtained, have better transferability to the image classi�er which is not part

of the ensemble. Papernot et al. [98] proposed a black-box attack which is based

on training a substitute classi�er on a synthetic dataset. The synthetic dataset

is created by passing images to the original classi�er and using its predictions as

ground truth. Then, a substitute classi�er is trained on the synthetic data. This

is followed by applying a white-box attack on the substitute classi�er. Papernot

et al. [98] showed that the adversarial examples, so obtained, are also successful

in fooling the original classi�er. Later, Papernot et al. [97] generalized this idea to

support vector machines and decision trees. Brendel et al. [12] propose a black-box

attack which does not rely on the idea of training a substitute classi�er. Rather,

the attack starts with an adversarial image with a large noise and tries to itera-

tively reduce the noise. Ilyas et al. [53] proposed an adversarial attack which only

needs access to the value of the loss function of the classi�er. The attack uses

gradient priors for gradient estimation.

Apart from black box attacks, there also has been signi�cant research on robust-

ness of adversarial examples to image transformations. Kurakin et al. [69] printed

adversarial images and then took its photo using mobile camera. This photo was

then passed to the classi�er to study whether the resultant photo is also adversar-

ial. Kurakin et al. [69] showed that adversarial images obtained from non-iterated
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attack are more robust to the above transformation. Eykholt et al. [34] proposed

robust physical perturbation (RP2) to generate adversarial examples in the physi-

cal world which are robust to change in distance and angle of the camera. Athalye

et al. [6] showed the existence of 3D adversarial objects which were obtained from

3D printing.

In this section, we see that there is a consistent e�ort in designing adversarial

examples with imperceptible noise. While imperceptible noise does showcase the

extent to which deep learning based image classi�ers are fragile, from a robustness

standpoint, the adversarial examples do not need to haveimperceptible noise[7,

10, 38]. This point has also been argued by Biggio and Roli [10] and Gilmer et al.

[38]. In fact, Gilmer et al. [38] designed semantics-preserving adversarial examples

where the noise has a very largèp-norm.

1.3.2 Attacks against Other Vision Systems

Xie et al. [140] proposed a white-box adversarial attack for semantic segmentation

and object detection. The proposed adversarial attack is non-targeted, i.e., the

attack tries to induce as many misclassi�cations as possible for both the tasks.

While Xie et al. [140] designed adversarial examples in a digital setting, there has

been a signi�cant focus on designing adversarial attacks against object detectors

in real-world setting. Chen et al. [19] proposed physical adversarial attack against

Faster R-CNN, a state-of-the-art object detector. They studied both targeted

and non-targeted variants of their attack onstop-sign images. The attack adds

perceptible noise to the entire image and is able to generalize across multiple

camera distances and angles. Soon after, Eykholt et al. [33] generalized the RP2

algorithm [34] to design adversarial attacks against object detectors. They studied

two di�erent attack scenarios on stop-sign images, (i) disappearance attack and

(ii) creation attack. Disappearence attack attempts to prevent the object detector

to detect a particular object whereas the creation attack tries to make the object

detector detect a non-existent object. They also proposedsticker perturbation

where the noise is only added to the two rectangular strips placed above and

below the stop sign. Zhao et al. [153] also proposed a white-box physical adversarial

attack against object detectors which generalizes to wider camera angles than Chen

et al. [19]. Adversarial attacks against object detectors have also been generalized

to more challenging settings. Wei et al. [132] proposed adversarial attack for video



Chapter 1 10

object detection and Jia et al. [56] studied adversarial attack against multiple

object tracking.

Apart from adversarial attacks against vision systems, there also has been sig-

ni�cant amount of research against vision-and-language systems. Xu et al. [144]

proposed targeted adversarial attack against DenseCap [58] and visual question

answering (VQA) systems. The goal of the adversarial attack against DenseCap

is to keep the proposed regions unchanged while changing the caption of these

regions to a target caption. For VQA, the goal of the attack is to change the

prediction of the VQA system to a target prediction while limiting the amount of

noise added to the image. Chen et al. [17] proposed a targeted adversarial attack,

known as Show-and-Fool, for image captioning. They attacked Show and Tell, a

neural image caption generator. They proposed two variants of the attack (i) tar-

geted caption, and (ii) targeted keyword. In targeted caption method, the goal is

to add noise to the image in order to generate a target caption, whereas in targeted

keyword, the goal is to add noise in order to insert a target keyword in the pre-

dicted caption. Later, Xu et al. [145] also proposed a structural SVM-based [147]

targeted adversarial attack for image captioning.

1.4 Adversarial Attacks against NLP Systems

In this section, we discuss adversarial attacks against natural language processing

(NLP) systems. Section 1.4.1 discusses the challenges in designing attacks against

NLP systems. In Section 1.4.2, we discuss some of the adversarial attacks against

NLP systems in brief.

1.4.1 Challenges

Designing adversarial attacks against NLP systems is more challenging in compar-

ison to adversarial attacks against vision systems. This is because textual inputs,

unlike images, are discrete. Hence, the gradient of the loss function with respect

to the input can not be used in a straightforward manner to generate adversarial

text. Due to this reason, adversarial attacks against NLP systems are usually less

potent than attacks against vision system. This was also observed by Cheng et al.

[20] where the authors showed that sequence-to-sequence models used for machine
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translation and text summarization are more robust to adversarial attack than

image classi�ers.

1.4.2 Previous Works

One of the earlier works on adversarial attack against NLP systems was by Pa-

pernot et al. [100] where the authors designed a white-box adversarial attack for

sentiment classi�cation. Similar to FGSM [41], the attack uses the sign of the gra-

dient of the loss function to make multiple changes in the input sentence in order

to 
ip the predicted sentiment. The attack chooses a new word for a particular

position in the input sentence so that the sign of the di�erence of the embeddings

of the new and the original word is closest to the sign of the gradient of the loss

function with respect to the original word embedding. Liang et al. [74] proposed

an adversarial attack against both character-level and word-level text classi�cation

systems. Ebrahimi et al. [32] proposed a non-iterative white box attack, known as

HotFlip, against text classi�ers. HotFlip uses the gradient of the loss with respect

to one-hot encoded input to choose the optimum replacement.

Jia and Liang [55] proposed an adversarial attack, known asAddSent , against

reading comprehension systems. The task of a reading comprehension system is

to answer a question based on an input paragraph. Jia and Liang [55] showed

that the prediction of the system changes when an adversarial sentence is added

at the end of the input paragraph. This adversarial sentence is similar to the

question but does not actually change the original answer. Wang and Bansal [131]

improved AddSent by randomizing the placement of the adversarial sentence

in the paragraph and dynamically generating fake answer options. Blohm et al.

[11] studied several black-box and white-box attacks against both CNN-based and

RNN-based reading comprehension systems. Feng et al. [36] showed that reading

comprehension systems predict the same answer with high con�dence even after

multiple words have been removed from the question. They performed human

evaluation to show that the reduced question is unanswerable.

Apart from reading comprehension systems, there has been signi�cant amount

of work on adversarial attacks against neural machine translation (NMT) sys-

tems. Belinkov and Bisk [8] showed that character-level NMT systems are vul-

nerable to synthetic and natural noises. Zhao et al. [154] generated adversarial
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examples for NMT systems. These adversarial examples are similar to the orig-

inal sentences and are generated with the goal of either dropping or introducing

a keyword in the predicted translation. Ebrahimi et al. [31] showed the e�ciency

of the aforementioned HotFlip against NMT systems. Cheng et al. [22] showed

that replacing words in the original source sentence by their synonyms leads to

erroneous predicted translation by the NMT system. Cheng et al. [21] showed that

the NMT systems predict di�erent translations for semantically similar source sen-

tences. Liu et al. [76] showed that the NMT systems are extremely sensitive to

homophone noises. Cheng et al. [20] studied the robustness of NMT systems when

only few words in the source sentence are changed. Zou et al. [156] showed that

the predicted translation of the character-level NMT system can be signi�cantly

a�ected by perturbing few characters.

1.5 Adversarial Defense

In this section, we discuss some of the works on adversarial defense. For vision

systems, similar to adversarial attack, the majority of the work has been on build-

ing robust image classi�ers. Section 1.5.1 discusses adversarial training, which has

been one of the most successful adversarial defense strategy in recent years [26]. In

Section 1.5.2, we take a look at some of the challenges associated with adversarial

training. Section 1.5.3 discusses some of the other adversarial defense strategies.

Finally, in Section 1.5.4, we show that several adversarial defense strategies have

been compromised by new and improved adversarial attacks leading to a constant

arms race between the design of adversarial defense and attack.

1.5.1 Adversarial Training

Adversarial training signi�es the use of adversarial examples for training a learn-

ing system. Adversarial training was formally introduced by Goodfellow et al. [41]

where the authors modi�ed the loss function to a linear combination of the stan-

dard loss and FGSM adversarial loss. They showed that minimizing the modi�ed

loss function leads to image classi�ers which are more robust to FGSM attack.

Later, Madry et al. [82] proposed adversarial training for image classi�ers using

a much stronger PGD adversary. They argued that PGD attack is theuniversal

�rst-order adversary, i.e., PGD attack is the strongest adversarial attack which
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solely relies on the information of the gradient. Hence, the usage of adversarial

examples obtained via PGD attack is ideal for adversarial training. Unlike Good-

fellow et al. [41] where linear combination of standard loss and adversarial loss was

considered, Madry et al. [82] simply minimized the PGD adversarial loss. Zhang

et al. [152] proposed an alternative framework of adversarial training, known as

TRADES. The loss function in TRADES consists of two terms. The �rst term

minimizes the standard loss whereas the second term minimizes the di�erence be-

tween the predictions of the original and adversarial examples. Madry et al. [82]

and Zhang et al. [152] studied adversarial training for smaller datasets. Adversar-

ial training was later scaled to ImageNet dataset as well [141]. Zhang and Wang

[151] proposed an adversarial training framework for object detection.

Adversarial training has also been studied for NLP systems. Jia and Liang [55]

and Wang and Bansal [131] studied adversarial training for reading comprehension

systems. Belinkov and Bisk [8] and Ebrahimi et al. [31] studied black-box adver-

sarial training for NMT systems. They showed that adversarial training leads to

NMT systems which are more robust to character-level noises in the source sen-

tence. Cheng et al. [21] studied adversarial training in order to make NMT systems

robust to minor changes in the source sentence.

1.5.2 Challenges of Adversarial Training

Kurakin et al. [70] found that non-iterative adversarial training (such as training

with FGSM adversarial examples) leads tolabel leakinge�ect. In label leaking

e�ect, the image classi�er learns to map the adversarial noise to the true label.

In other words, the adversarial noiseleaks the true label. Due to this, the image

classi�er over�ts on the adversarial noise and achieves higher adversarial accuracy

and lower natural accuracy. To remedy this e�ect, Kurakin et al. [70] suggests

to perform non-iterative adversarial training where thetrue label is not used for

generating adversarial examples. This e�ect is not found in iterative adversarial

training.

Another main challenge of adversarial training is that it makes the system robust

only to the speci�c type of noise used during training. This has been a common

e�ect across vision and NLP systems. For example, Kurakin et al. [70] showed that

image classi�ers trained with non-iterative adversarial training are not robust to

iterative adversarial attacks. Jia and Liang [55] showed that adversarial training of
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reading comprehension systems makes the system robust toAddSent . However,

a variant of AddSent is still able to fool the system. Similar observations were

made by Ebrahimi et al. [31] for NMT systems trained for di�erent character-level

noises.

Lastly, a major challenge of adversarial training is that it is computationally ex-

pensive. For example, Xie et al. [141] used 128 Nvidia V100 GPUs for PGD

adversarial training on ImageNet dataset. There have been some works which

attempt to make adversarial training less expensive [115, 139, 150]. However, An-

driushchenko and Flammarion [3] showed that these methods do not scale well to

large `1 noises. They proposed FGSM adversarial training with gradient align-

ment to bridge the gap between FGSM adversarial training and PGD adversarial

training. The gradient alignment tries to align the the gradient of loss with respect

to the original input with the gradient of the loss with respect to randomly per-

turbed input. The gradient alignment step requires double backpropagation which

increases the runtime in comparison to standard FGSM adversarial training.

1.5.3 Other Approaches

Papernot et al. [101] proposeddefensive distillation for designing robust image

classi�ers. In defensive distillation, the classi�er isretrained using softmax prob-

abilities instead of the ground truth. The authors argue that training using these

soft labels allows the classi�er to generalize better around the neighborhood of the

original data. While defensive distillation attempts to design robust classi�ers,

there also have been works which focus mainly on detecting adversarial exam-

ples [35, 84, 120, 143]. Metzen et al. [84] proposed augmenting the classi�er with

an adversarial detection subnetwork. However, they showed that it is possible

to design adversarial attack which can fool both the classi�er and detector. To

remedy this issue, they proposed joint adversarial training of detector and clas-

si�er. Feinman et al. [35] sampled multiple model architectures obtained using

dropout technique [121]. They showed that adversarial examples have higher un-

certainty in the model output in comparison to original examples. Based on this

insight, they used uncertainty estimates to detect adversarial examples. Xu et al.

[143] proposedfeature squeezingfor detecting adversarial examples. They explore

several feature squeezing methods such as bit depth reduction, median �ltering,

and image denoising. The main idea of their approach is that model's prediction
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on adverarial example di�ers signi�cantly before and after feature squeezing. Song

et al. [120] proposedPixelDefendwhere log-likelihoods from PixelCNN [94, 112] is

used for detecting adversarial examples. Furthermore,PixelDefend uses a greedy

technique topurify the adversarial examples. The puri�ed image is then fed to the

image classi�er. Akhtar et al. [1] proposed perturbation rectifying network (PRN)

to defend against universal adversarial perturbation [88].

Apart from detecting adversarial examples, there also has been signi�cant amount

of work on certi�ed defenses which provide theoretical guarantee regarding adver-

sarial robustness for image classi�ers [42, 73, 106, 118, 138]. Raghunathan et al.

[106] used semide�nite programming to provide an upper bound on the worst-case

loss for two-layer networks. They further minimize this upper bound to build

robust image classi�ers. Wong and Kolter [138] used outer approximation to pro-

vide an upper bound on the worst-case loss. Unlike Raghunathan et al. [106],

their approach can be generalized to convolutional layers as well. Sinha et al. [118]

proposed a robust surrogate loss obtained via Lagrangian relaxation and showed

that, for imperceptible adversarial perturbation, the robust loss is easy to optimize.

L�ecuyer et al. [73] proposed PixelDP, which uses di�erential privacy to provides ro-

bustness guarantee for image classi�ers. Gowal et al. [42] proposed interval bound

propagation (IBP) which uses interval arithmetic to provide an upper bound on

the maximum possible di�erence between pair of logits. The authors showed that

IBP is computationally cheap and can be used to train robust classi�ers on large

datasets.

1.5.4 Defense and Attack: An Endless Cycle?

Carlini and Wagner [16] proposed a targeted adversarial attack which is able to

circumvent defensive distillation. The proposed attack achieved 100% success rate

against image classi�ers trained with defensive distillation. Carlini and Wagner

[15] investigated the e�ciency of 10 defense techniques which rely ondetecting

adversarial examples. They showed that, in a white-box setting, where the adver-

sary has perfect knowledge of the defence and model's parameters, it is possible to

design new loss functions to break all the 10 defense techniques. He et al. [48] pro-

posed an adversarial attack to break defenses relying on feature squeezing. Athalye

et al. [5] showed that multiple defense techniques such asPixelDefendrely on gra-

dient masking [102]. Since majority of the adversarial attacks rely on the gradient
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for designing adversarial examples, gradient masking allows these defense tech-

niques to circumvent the attack. Hence, these defense techniques do not really

result in robust image classi�ers. To show this, Athalye et al. [5] proposed new

adversarial attacks which succeed in circumventing these defenses. Along similar

lines, Uesato et al. [126] showed that gradient-free adversarial attacks are able to

bypass defenses which rely on gradient masking. Mosbach et al. [90] showed that

adversarial logit pairing [62] provideapparent robustnessby making the surface

of the loss function harder to navigate. Furthermore, they also showed that it

is possible to circumvent adversarial logit pairing by performing multiple random

restarts of PGD attack. Croce and Hein [26] proposed a variant of PGD, known as

Auto-PGD along with a new loss function which is invariant to shift and rescaling

of logits. Furthermore, they showed that multiple defenses which were robust to

PGD attack are vulnerable to Auto-PGD based attacks. So far, as a robust adver-

sarial defense strategy, adversarial training has stood the test of time [26, 126]. As

an example, Croce and Hein [26] showed that adversarially trained classi�ers are

robust to Auto-PGD based attack as well. In lieu of seemingly robust defenses be-

ing circumvented by new and improved attacks, Carlini et al. [14] proposed several

guidelines for evaluating adversarial defenses in future.

1.6 Thesis Outline and Contributions

The goal of this thesis is to study the adversarial robustness of state-of-the-art

deep learning systems. In this regard, this thesis explores evasion attacks across

various vision and NLP tasks. For vision systems, as we have seen, there has been a

plethora of work on studying adversarial robustness of image classi�ers. However,

this thesis mainly explores evasion attacks for other vision systems, speci�cally

vision-and-language systems such as visual question answering (VQA), and image

captioning. For NLP systems, this thesis mainly exploresinvariance-basedevasion

attacks against neural machine translation (NMT) systems and multiple-choice

question answering systems. For NMT systems, the proposedinvariance-based

evasion attacks generate adversarial examples for which the ground truth is not

available. This makes standard adversarial traininginfeasible. This thesis explores

adversarial defense strategies in such a scenario. Finally, this thesis studies the

generalizability of invariance-based attack to multiple choice QA systems and the
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ability of such systems to handle di�erent types of interventions on the input

paragraph.

The main contributions of this thesis are as follows:

1. We explore the robustness of state-of-the-art VQA systems against an ad-

versarial attack which only adds noise to the background of the image. We

show that VQA systems can be fooled by adding minimal adversarial back-

ground noise. This holds true even for toy datasets where the VQA systems

have very high accuracy and good-quality attention maps.

2. While the adversarial attacks designed so far aretask speci�c, we propose

a task agnosticadversarial attack, named Mimic and Fool. The proposed

attack is designed for vision systems and only requires the knowledge of

feature extractor in order to attack the system. We study the e�cacy of

this attack against VQA and image captioning systems. Furthermore, we

propose a variant of this attack, named One Image Many Outputs (OIMO),

which generatesnatural looking adversarial examples. We show that the

proposed attack is able to attack invertible architectures as well.

3. Previous adversarial attacks against NMT systems make small changes to

the source sentence in order to change the predicted translation. We take a

di�erent approach and propose aninvariance-basedadversarial attack which

makes as many changes to the source sentence as possible with the goal

of keeping the predicted translation unchanged. We also explore several

evaluation metrics suitable to evaluate the proposed attack.

4. The proposedinvariance-basedadversarial attack generates adversarial ex-

amples for which there is no ground truth available. This makes the task

of designing an adversarial defense harder in comparison to previous adver-

sarial attacks against NMT systems where standard adversarial training was

shown to be e�ective. In this regard, we explore several adversarial defense

strategies for NMT systems to counteract such an attack.

5. We study the generalizability of theinvariance-basedadversarial attack to

text-based multiple choice question answering systems. In this regard, we

compare the adversarial robustness of CNN and LSTM-based multiple choice

question answering systems. Furthermore, we also study the generalizabil-

ity of these systems to two types of interventions on the input paragraph,
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namely, mask intervention and option-speci�c intervention. The option-

speci�c intervention ensures that the chosen option is thecorrect answer.

The results show that CNN-based MCQ systems generalize better to such

option-speci�c interventions in comparison to their LSTM counterpart.

1.7 Thesis Organization

The rest of the thesis is organized as follows. Chapter 2 studies the robustness

of state-of-the-art VQA systems against adversarial background noise. Chap-

ter 3 studies thetask agnosticattack against vision systems. Chapter 4 studies

invariance-basedadversarial attack against state-of-the-art NMT systems. This

chapter also discusses relevant metrics to evaluate the e�ciency of the attack.

Chapter 5 explores defense strategies to enhance robustness of NMT systems

against invariance-basedattacks. Chapter 6 studies the generalizability of such

invariance-basedattacks to text-based multiple choice question answering systems.

This chapter also analyses the generalizability of such systems to interventions on

the input paragraph. Finally, Chapter 7 discusses the �ndings of this thesis and

scope of future works.



Chapter 2

Attacking VQA systems via

Adversarial Background Noise

Rarely do more than three or four variables really

count. Everything else is noise.
Martin J. Whitman

Given an image and a question about an image, the goal of a VQA system is to an-

swer the question using the relevant information contained in the image. Previous

adversarial attacks on VQA systems show that, for real-world datasets, minimal

adversarial noise added to the entire image su�ces to fool such systems [144].

In this chapter, we study whether VQA systems can be fooled by adding noise

only to the background of the image, keeping the main image content unchanged.

We study the vulnerability of VQA systems to adversarial background noise on

real-world as well as toy datasets.

The rest of this chapter is organized as follows. Section 2.1 discusses about VQA

datasets and systems which are used for experimentation. This section also dis-

cusses the adversarial attack proposed by Xu et al. [144] in detail. In light of Xu

et al. [144], Section 2.2 discusses the motivation for the proposed adversarial attack.

Section 2.3 describes the adversarial attack methodology. Section 2.4 provides the

implementation details. Section 2.5 describes the datasets used for the proposed

adversarial attack. Section 2.6 analyzes the results of the proposed adversarial

attack. Section 2.7 shows several adversarial examples across VQA systems and

datasets. Finally, Section 2.8 summarizes the chapter.

19
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2.1 Background

In this section, we provide a background for the proposed adversarial attack. Sec-

tion 2.1.1 discusses the two toy datasets and one real-world dataset used in this

work. Section 2.1.2 describes the two state-of-the-art VQA systems. Section 2.1.3

discusses the adversarial attack by Xu et al. [144] in detail.

2.1.1 VQA datasets

In this chapter, we study the proposed adversarial attack on two toy VQA datasets,

namely, SHAPES [51], and CLEVR [57]; and a real-world VQA dataset, i.e., VQA

v2.0 [43]. The SHAPES dataset consists of yes/no questions. The images in

SHAPES consist of several 2D objects (such as circle, triangle and squares) of

di�erent colors and sizes placed in a 3� 3 grid. CLEVR dataset contains images

of 3D rendered objects (i.e. cubes, spheres, and cylinders) of di�erent sizes and

material. The question in CLEVR dataset belong to 6 di�erent categories, namely,

yes-no, color, shape, number, size, and material. VQA dataset [4] was the �rst

large-scale real-world dataset containing� 200K real-world images and� 600K

questions. Despite the wide diversity of questions and images, Ka
e and Kanan

[61] showed that a system which only takes question as input achieves� 50%

accuracy on VQA dataset. This is primarily due to the biases present in the

dataset, such as,tennis being the most common answer for a question starting

with \What sport is" . To remedy this issue, Goyal et al. [43] proposed VQA v2.0

dataset. This dataset attempts to reduce the bias present in VQA dataset by

using complementary images. Concretely, given an image-question-answer triplet

(I; Q; A ), VQA v2.0 dataset adds an additional triplet (I 0; Q; A0) such that A0 is

di�erent from A. In this case, I 0 is the complementary image toI . Figure 2.1

shows 4 complementary images along with the respective question and answer.

2.1.2 VQA systems

End-to-End Module Network (N2NMN): N2NMN [51] is based on the idea

of di�erentiable modules where each module performs a speci�c task. N2NMN

breaks down a question into a layout of modules (known asmodule layout) using a

natural language parser. Since di�erent module layout leads to di�erent network
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